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Preface

This volume contains the papers presented at the 23rd Annual IFIP WG 11.3
Working Conference on Data and Applications Security (DBSEC) held at Con-
cordia University, Montreal, Canada, July 12-15, 2009. This year’s working
conference continued its tradition of being a forum for disseminating original
research results and practical experiences in data and applications security.

This year we had an excellent program consisting of 9 research paper ses-
sions with 18 full research papers, and 4 short papers which were selected from a
total of 47 submissions after a rigorous reviewing process by the Program Com-
mittee members and external reviewers. These sessions included such topics as
access control, security policies, privacy, intrusion detection, trusted computing
and data security in advanced application domains. In addition, the program
included a keynote address, a tutorial and a panel session. We would like to
thank Michael Reiter for his keynote address on “Better Architectures and New
Security Applications for Coarse Network Monitoring.” We would also like to
thank Joachim Biskup for a stimulating tutorial on “How to protect Informa-
tion: Inference Control for Logic-Oriented Information Systems.”

The success of this conference was a result of the efforts of many people. We
would like to extend our appreciation to the Program Committee members and
external reviewers for their hard work. We would like to thank the General Chair,
Mourad Debbabi, for taking care of the organizational aspects of the conference.
We would also like to thank Claudio Ardagna for serving as the Publicity Chair
and for promptly updating the conference website, Lingyu Wang for serving as
the Local Arrangements Chair, and the IFIP WG 11.3 Chair, Vijay Atluri, for
assisting us throughout. Special thanks go to Alfred Hofmann, Editorial Director
at Springer, for agreeing to include these conference proceedings in the Lecture
Notes in Computer Science series.

Last but not least, our thanks go to all of the authors who submitted pa-
pers and to all of the attendees. We hope you find the papers in this Volume
stimulating and beneficial for your research.

July 2009 Ehud Gudes
Jaideep Vaidya
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Controlled Query Evaluation and Inference-Free
View Updates

Joachim Biskup, Jens Seiler, and Torben Weibert

Technische Universitdt Dortmund, Dortmund, Germany
{biskup,seiler,weibert}@ls6.cs.uni-dortmund.de

Abstract. We extend Controlled Query Evaluation (CQE), an inference
control method to enforce confidentiality in static information systems
under queries, to updatable databases. Within the framework of the lying
approach to CQE, we study user update requests that have to be trans-
lated into a new database state. In order to avoid dangerous inferences,
some such updates have to be denied even though the new database
instance would be compatible with a set of integrity constraints. In con-
trast, some other updates leading to an incompatible instance should not
be denied. We design a control method to resolve this seemingly para-
doxical situation and then prove that the general security definitions of
CQE and other properties linked to user updates hold.

1 Introduction

The enforcement of confidentiality in information systems, that is allowing ac-
cess to information only to authorised users, is often done by static mechanisms
like discretionary access control or mandatory access control. While these mech-
anisms can prevent unauthorised users from a direct access to secret information
such users might still be able to gather enough data to infer secrets indirectly.
This is known as the inference problem [EJ02]. Inference channels can be cre-
ated by various means, in particular by observing the system’s behaviour linked
to integrity constraints and other a priori knowledge about databases.

Controlled Query Evaluation (CQE) is a dynamic control method that
counteracts such inferences. A comprehensive overview of CQE can be found
in [BB04a]; see also [BWO0S]. All previous work on CQE deals with confidential-
ity in static databases. In this paper, we want to enable users of an information
system to alter the contents of the database by means of issuing update requests,
which should be appropriately reflected in the database.

Enabling users to update information is known to result in unwanted infer-
ences as can be seen in multilevel secure (MLS) databases and the phenomenom
of polyinstantiation (see, for example, [DA87, [LDI0, [JS91l[SJ92, [CGI9, [CGOI]).
In MLS databases there exists data on high levels that is invisible to users on a
lower level. If a low level user tries to insert data that does already exist on a
higher level such an update request cannot be denied or otherwise the user would
be able to infer the existence of that data on a higher, secret level. Therefore the
update is accepted and the same data entity exists on two or more levels; the

E. Gudes, J. Vaidya (Eds.): Data and Applications Security 2009, LNCS 5645, pp. 1 2009.
© IFIP International Federation for Information Processing 2009



2 J. Biskup, J. Seiler, and T. Weibert

database becomes polyinstantiated. Controlled Query Evaluation shares certain
similarities with polyinstantiated MLS databases in that CQE too has multiple
levels. While the database administrator has a complete and exact knowledge of
the database instance, the (unprivileged) database user constructs his own belief
on the database instance using his a priori knowledge and the data that he has
explicitly obtained from the system, namely the potentially modified answers.

We consider the a priori knowledge and the obtained answers to previous
queries as the user’s current view on the database instance. Thus we treat the
data obtained similarly to the traditional database management, where a “view”
is syntactically defined as an identified query, and semantically interpreted either
dynamically or statically, by “materialising” the answer to the identified query.
A classical problem is the question of how to translate an update request that
refers to a view to the underlying database instance, in particular how to resolve
ambiguities (see, for example [BS81l [DB82, [La90, [He04, BPOG]). In this paper,
we will avoid the ambiguity problem by only allowing requests to change the
truth value of atomic sentences.

However, we identify and solve the problem of how to process such requests in
an inference-free way. More specifically, in Sect. 2] we summarize query process-
ing under the lying form of CQE. Then, in Sect. B, we increase the interaction
of the user level with the administrator level by view updates. This feature adds
new sources of possibly dangerous inferences that, however, we can hope to con-
trol by suitably combining a simple means with the concept of lying. In Sect. [
we design a full update algorithm in detail, which complements inference-free
query answering with inference-free view updating, and afterwards, in Sect. [B]
we exemplify a run of this algorithm. Then, in Sect. [6 the important property
of confidentiality is proven to hold. Finally, in Sect. [[] we show that any view
update issued by the user can be undone by him.

2 Controlled Query Evaluation with Lying

We exploit a well-known logic-oriented approach to information systems, which
provides formal semantics for both query answering and updating including en-
forcement of constraints. In particular, we assume the following prerequisites:

— A database instance db is a complete interpretation of a propositional logic
(leaving generalisations to first-order logic [BB07] or to incomplete informa-
tion systems [BWOS§]| open for a future elaboration), such that a sentence of a
propositional logic is either true or false with respect to a database instance
but never undefined; an instance can be specified by listing for each atomic
proposition y whether that proposition or its negation should be included.

— A query ¢ is a (closed) sentence in the logic (suggesting again a generalisation
to open queries [BBOT] for future work).

— Accordingly, a query ¢ is evaluated relative to an instance db by the function
eval(¢)(db) returning the pertinent truth value or, equivalently, either ¢ or
—¢, which is denoted by eval*(¢)(db).

— We employ the usual notion of logical implication, denoted by |=.
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Furthermore, we deal with inference control in a specific form of Controlled
Query Evaluation that modifies a potentially harmful answer to a query by
lying [BK95 BBO1, BWOS§|, that is returning the negation of the true answer
(leaving the alternative forms of refusal [SJ83| [BBOT, [BWOg|, that is returning
mum instead of the true answer, and a combined form [BB04b] open for further
research). The lying approach is based on the following additional prerequisites:

— The confidentiality policy, supposed to be known to the user, is declared as a
set of potential secrets, that is a finite set pot sec of sentences to be protected
so that the user can never infer that any sentence ¢ € pot sec actually holds.

— In order to preserve this kind of confidentiality, we have to protect not only
the individual potential secrets but, in fact, the disjunction of all poten-
tial secrets pot sec disj:=\/ ¢ os sec - This is necessary to avoid “hopeless
situations” which lead to an inconsistency (see [BB01, BB04a] for further
explanation).

— Basically, the control mechanism maintains a user log log for keeping the
(postulated) a priori knowledge of the user and the answers returned to
previous queries, and invokes a censor censor” for inspecting whether in a
given situation the true answer eval"(¢)(db) to a query ¢ will be harmful;
more formally the function censor” returns a Boolean value as follows:

censor™ (db, pot sec,log, ¢) := log U {eval* (¢)(db)} |= pot sec disj. (1)

— CQE (with uniform lying) is then a function control eval(Q,loge)(db, pot sec)
where @ is any finite sequence of (closed) queries Q = (¢1, P2, ..., dn), logo
is an initial user log representing the a priori user knowledge, db is a database
instance and pot sec is the confidentiality policy to be enforced. The func-
tion control eval returns a corresponding sequence of answers and updated
user logs (ans;,log;). The return values are calculated by censoring the true
answer of a user’s query ¢; and in case of unwanted inferences by applying
a modification (by lying) to the answer:

ans; == if censor®(db, pot sec,log;_1, ¢;) then —eval* (¢;)(db) @)
else eval”(¢;)(db)
log; = logi—1 U {ans;} (3)

It was shown in [BBOI] that the confidentiality property expressed by the fol-
lowing definition holds for this variant of CQE.

Definition 1 (Confidentiality). A function control eval(Q,logo)(db, pot sec)
preserves confidentiality iff for all finite sequences of queries Q, all initial user
knowledges logg, all instances db satisfying logg, all sets of potential secrets
pot sec and all potential secrets 1 € pot sec with logg £~ i there exists an in-
stance db® satisfying logg such that

1. db and db° return the same sequence of answers:
control eval(Q,logo)(db, pot sec) = control eval(Q,logo)(db®, pot sec)
2. db° does not contain the potential secret v: eval* ()(db®) = =
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3 Inferences through View Updates

Before formally introducing a model for view updates under CQE, we take an
informal look at user modifications which demonstrate the necessity for a non-
trivial means of handling a user’s update requests. Simply allowing all “accepted”
updates or forbidding all “denied” updates leads to inferences as the following
examples show.

Ezample 1 (Inferences through accepted update requests). Suppose, a user issues
an update request on a database restricted by an integrity constraint, e.g., a \VV b.
He wants to ensure that the interpretation of a is true. If the system responds
with “Value of a changed to true”, the user can infer that previously a was false
and that then b must have been and still is true.

If b is a secret to be protected then clearly the update request would have had
to be denied. Even if the truth of b is not to be kept secret, the system has in
some way to keep track of the user’s ability to infer the truth of b in order to
prevent future inferences.

Ezample 2 (Inferences through denied update requests). Suppose, a database in-
stance {—a,b} underlies the integrity constraint —a V —b. Again a user issues
a request to ensure the truth of a. This, however, would lead to an integrity
violating instance {a,b}. Denying the update request enables the user to reason
about the value of b: if b was false, then the value of a would not matter. But
since the update request was denied, b must in fact be true.

Again the user is able to infer the truth value of a variable he doesn’t directly
change or query. Interestingly enough, such inferences can be easily calculated
in advance and thus be encountered. The necessary tool for that is a simple
negation of variables in the formulas of propositional logic, as described next.

We define the set FORMULA of allowed propositional formulas in the usual
inductive way: true, false and each v € VAR are elements of FORMULA; if t;
and to are elements of FORMULA, then also —t1, (t1 Atz) and (t1 V t2). We will
omit brackets where not necessary, and omit double negation where convenient.

While a variable serves as a placeholder for a truth value we will use literals
as a means to specify such a truth value for a given variable:

Definition 2 (Literal). For every variable v € VAR, v and —wv are literals of
the set LIT. For a literal x € {v,—w} with v € VAR, we define xT := v. That
way the symbol xT is syntactically identical to the variable whose truth value is
being defined by the literal x.

We can now define the negation of variables on formulas. Although we negate
variables we will specify the variable to be negated by a literal. This is done to
simplify the usage of variable negation later on when a user specifies the updated
truth value of a variable using a literal.

Definition 3 (Negation of variables on formulas). The negation of vari-
ables on formulas neg(-,-) : FORMULA x LIT — FORMULA is defined by
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¢ for ¢ € {false, true}
¢ for ¢ =v#xtT,ve VAR
¢ for ¢ =x*
= 4
B R ) for ¢ =~/ W
(neg(¢', x) Aneg(¢”,x)) for o =¢' n¢"
(neg(¢', x) V neg(¢”,x)) for ¢ =¢' Vv ¢"

Informally, every appearance of a wvariable specified by a literal x in the for-
mula ¢ is negated. We call neg(¢, x) the x-negated formula ¢. Likewise, the
negation of variables on a set of formulas neg(-,-) : P(FORMULA) x LIT —
P(FORMULA) is defined by

neg(M,x) :={ neg(¢,x) | o€ M }. ()
Ezxample 8 (Negation of variables on a formula).

neg(—(a Ab)V —a,—a) = neg(—(aAb),—a) V neg(—a,—a)
= —(neg(a A b,—a)) V =(neg(a, ~a))

= —(neg(a, —a) A neg(b, —a)) V —~(—a)
=-(-aAb)Va
We can now identify a simple property of variable negation as defined above:
Lemma 1 (Negation equivalence). For any instance db, all ¢ € FORMULA,
any literal x, using the following definition of dbX via db,

dbX = {(db\ {x}) U{-x} Jforxedb
(@ \{x}) U{x} otherwise

we have that

eval(¢)(db) = eval(neg(e, x)) (db¥). (11)

This means that we get the same results evaluating a formula on an instance and
evaluating the x-negated formula on the instance created by negating the variable
specified by x.

Lemma [Tl can now be used to identify inferences as they appeared in Examples/[I]
and 21 We claim (and prove below) that

(10)

— the set neg(log, x) contains valid formulas after changing the truth value of
X, if beforehand the formulas contained in log were true, and

— the formula neg (= (A e constraints )s X) describes the knowledge gained by
learning that the set of constraints doesn’t hold under an interpretation
where the truth value of the variable specified by x has been negated, pro-
vided that the constraints were valid beforehand.

This can be utilised to create a secure, that is inference-free, view update mech-
anism for Controlled Query Evaluation under a uniform lying censor.
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4 Inference-Free View Updates under CQE with Lying

Definition 4 (Controlled Query Evaluation with view updates). We
define a sequence @ of queries and update requests by:

Q2:<@1,927...7Qi7...6k> with (12)
K a query with ®; € FORMULA or (13)
B update(x;) a (view) update operation with x; € LIT

Additionally we have the following:

constraints C P(FORMULA) is a finite set of constraints, which have to be
satisfied before and after each update,

logo € P(FORMULA) is an initial set of the assumed user knowledge with
logg O constraints,

— dbg is an initial database instance and

pot sec C P(FORMULA) is a finite set of potential secrets.

Then we define Controlled Query Evaluation with view updates by

control eval update(Q,logo, constraints)(dbg, pot sec) (14)
= <(an81, logy, dby), ..., (ans;, log;, db;), ... (ansk,logy, dbk)> (15)

For queries @;, we define the triple (ans;,log;, db;) as in normal CQE with db; :=
db;_1. Update requests update(x;) are defined by the algorithm described in the
following and formalised in Def. [A.

Using the properties of neg as identified in Sect. 3 we can describe an algorithm
that provides for inference-free view updates. The algorithm consists of four
steps which also represent four disjunct cases determining the response to the
user. These cases can be outlined roughly as follows:

1. The requested update is already compatible to the user’s view and thus the
database instance is not to be modified.

2. Allowing the requested update would infer a secret or be incompatible with
the set of constraints and this fact is known to the user a priori.

3. Allowing the requested update would be incompatible with the set of con-
straints and this is unknown to the user a priori.

4. The requested update is accepted and the user receives confirmation.

In the following, we shall describe each of the cases in some more detail.

1. The first case is comparable with the property of acceptability in Def. 3.1
in [BS81], where view updates without confidentiality requirements are stud-
ied. An update that is already compatible with the current view needs not
to be performed. In our case, a user’s request to update y; is compatible
with his current view if we have that

control eval({x;),logi—1) (dbi—_1, pot sec) = ((xs,logi—1 U {xi})). (16)
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Under the lying censor as defined in Sect. [2] this is equivalent to:

eval*(x:)(dbi—1) = x; AND log;—1 U {x:} £ pot sec disj (17)
OR eval™(x;)(dbi—1) = —x; AND log;—1 U {—x;}}= pot sec disj (18)

So, if that condition holds we will tell the user that x is already valid and
update the log accordingly.

. If the first case did not occur, then obviously —y is valid from the user’s point
of view and a view update can take place if confidentiality or consistency
isn’t threatened. To verify this we check if the updated view would imply
the disjunction of all potential secrets. We claim that this is the case if the
following condition holds:

neg(logi—1, xi) U{x:i} U constraints |= pot sec disj (19)

Interestingly we don’t use the actual instance db;_; and thus the aforemen-
tioned condition can be evaluated purely from information available to the
user. Consequently the only additional information learned by the user is the
passing of the first case and thus the fact that —y; is true within his view.
This fact is added to the log.

. While the previous case takes care of updates leading to inconsistencies of
which the user is aware himself, the introducing Example 2l shows that there
are also cases in which a user doesn’t know that his update would lead to an
inconsistent instance and additionally where the user isn’t allowed to know
that this would be the case.

We introduce con conj := A ¢econstmmts¢ as the conjunction of all con-
straints and can easily verify if the future instance would be inconsistent
after the user’s update:

eval(con conj) ((dbi—1 \ {-xi}) U {x:}) = false (20)

Additionally we have to check if telling the user about such an inconsistency
would enable him to infer the disjunction of the potential secrets. Again we
can make use of the properties of neg and require the following condition to
be true in order to tell the user about an inconsistency found by the previous

condition (20)):
logi—1 U {—xi} U {neg(—con conj, x;)} W pot sec disj (21)

If both 20) and 1) are true then the user is informed about the incon-
sistency and his update request is denied. Additionally the log has to be
updated by adding {-x;} U {neg(—con conj, x;)}.

. This last case automatically occurs if all conditions of the three cases before
do not hold. From the user’s point of view the update is to be accepted
now and consequently this fourth case notifies the user about his successful
update. The log is being updated with the premise of condition (I9) from
the second case and we have log; := neg(log;—1, x:) U {x:} U constraints &
pot sec disj.
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However, as we learned from the third case there are updates that would be
inconsistent with the set of constraints of the database scheme but which
are nevertheless to be allowed in order to protect secrets. Therefore, in case
condition (20) was indeed true but the protecting condition (2I]) was false,
we won’t update the actual database instance making the fact that we tell

the user about a successful update a lie.

As we see from the description of the four cases, the proposed algorithm employs
lies at two places: Firstly, it can lie about the current view of the user before
the update and tell him either that his requested update is already compatible
with the database instance although it isn’t (then (I8]) is true) or the database
instance already contains the literal as desired by the requested update but
telling so would implicate a secret or inconsistency (and thus condition (I7) is
not true). Secondly, we may lie to the user about the affirmation of a successful

update despite not touching the actual instance in the fourth case.

Given the brief outline and the more detailed descriptions, we are now ready

to declare the algorithm formally.

Definition 5 (A secure view update algorithm for CQE)
if (condition for case 1)
eval*(x:)(dbi—1) = xi AND log;—1 U{x;} £ pot sec disj
OR eval" (x;)(db;—1) = —xi AND log;—1 U {—x;} = pot sec disj

then
- dbz = dbi_l, lOgi = lOgi_l U {XZ}
— ans; := “The requested update is already contained in the database”

else if (condition for case 2)

neg(logi—1, x:) U {xi} U constraints |= pot sec disj

then
— db; := db;_1, log; == logi—1 U {—xi}
— ans; := “Updating x; is inconsistent with secrets or integrity”

else if (condition for case 3)
eval(con conj) ((dbi_l \ {—x:}) U {Xz}) = false
AND log;—1 U {=x;} U {neg(—con conj, x;)} ¥ pot sec disj
then

— db; == db;_1, log; := log;—1 U {~xi} U {neg(—con conj, x;)}
— ans; := “Updating x; is incompatible with integrity”

else (case 4)

— 4f condition (28) then db; := db;—1 else db; := (db;—1 \ {—xi}) U {xi}

— log; :=neg(log;—1,x:) U {xi} U constraints
— ans; := “Update of x; successful”
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5 An Example

To illustrate the algorithm of Def. [f] we give an example that will trigger all of
the algorithm’s cases:

pot sec:= {s1,s2}

constraints := {a = s1,¢ = b, s9 = ¢}

— dbg :={a, b, —c, 81,82}

— logg :={a = s1,c=b,s9 = —c}

— @ := (update(—a), update(c), update(b), update(c), update(a), update(b))

1. update(—a) will trigger case 1 due to condition (23):
eval*(—a)({a, b, ¢, 51, 82}) = a AND {a = s1,¢= b, 59 = ~c}U{a} = s1Vsa

The algorithm has to lie in order to protect the disjunction of secrets. Despite a
being true under dbg it has to tell the user that —a is already true since otherwise
the user could infer that a was valid which would have implied the truth of the
secret s1. We thus get:

— dby :={a,—b,—c, 81,82}
— log1 :={a= s1,c=b,89 = —¢c,a}
— ansy := “The requested update is already contained in the database”

2. update(c) will trigger case 3 since we have firstly, that an inconsistent database
instance would be created (equation (23] holds):

eval ({a = sy A e = bA sy = ~c})(({a, b, —e, s1, 52} \ {—c}) U{c}) = false

and secondly, that this can be told to the user without implying a secret (equa-
tion (26]) holds):

{a= s1,c=b,s2 = —c,ma} U{=c} U {neg(—con conjc)} = pot sec disj

This is because with {—a, —=b, —¢, =81, 782} we have a “witness” instance that
makes true the premise of the implication but falsifies the conclusion. The same
witness instance can be used to verify that indeed cases 1 and 2 will not be
triggered. We now have:

— dby :={a, b, ¢, 51,82}

— logs :={a = s1,c = b,s3 = ¢, 7a} U{~c} Uneg(—(a = s1 Ac=bAsy =
—c), c)
={a= s1,c=0b,82 = —¢c,7a,7¢c,~(a = s1 ANc=bAsz =)}

— ansg := “Updating c is incompatible with integrity”

3. update(b) will trigger case 4 and modify the instance since neither is
case 1 triggered (the same “witness” {—a, —b, -c, 7s1, 7s2} can be used to ver-
ify this) nor is case 2 triggered which can be verified using the witness in-
stance {—a,b, —c,—s1,s2}. We also have that case 3 isn’t triggered because
eval(con conj)({a, b, —c, s1,82}) = true. Therefore a true update of the instance
is done and we get:



10 J. Biskup, J. Seiler, and T. Weibert

— dbs :={a,b, ¢, s1, 82}
— logs := neg({a = s1,¢ = b,s2 = —¢,ma,—¢c,~(a = s1 A —c = bA sy =
)}, b) U {b} U constraints
={a= s1,¢= —b,s9 = —¢,na, ¢, ~(a = s A—¢ = —bAsy = ¢),b,c= b}
— anss := “Update of b successful”

For those readers not willing to solve the logic puzzle of the now quite stuffed
log we hint that only four instances remain possible: {-a,b, —¢,—s1, 082},
{=a,b,—c,—s1, 82}, {—a,b,—ec, 51,782} and {—a, b, —c, s1, $2}. As such the user
has gained a complete knowledge about the non-secrets a, b and ¢ while it ap-
pears possible to him that all secrets are false.

4. update(c) will trigger case 4 but not modify the instance. Again cases 1 and 2
are not triggered as the reader can easily verify. This time, however, we have that
a real update would create an instance not compatible with the set of constraints.
The instance {a,b,c, s1,82} violates the constraint s; = —c¢. However, telling
this to the user would imply the truth of s; since from the users point of view
the other two constraints cannot be violated. Luckily our condition (26) of the
update algorithm protects us from relating a violation of constraints to the user
by remaining “silent” and thus telling him the lie of a successful update:

— dby :={a,b,—c, 81,82}

— logy = neg({a = $1,¢ = b, 89 = —¢,ma, ¢, (a = $1 A e = b A sy =
¢),b,c = b}, c) U{c} U constraints
={a = s1,7¢c= b,y = ¢,7a,¢,7(a = s1ANc= —bA sy = —¢), b, ¢ =
b,c = b,s9 = —c

— ansy := “Update of ¢ successful”

With this update the set of possible instances is reduced to two, namely
{=a,b,c,—s1,7s2} and {—a,b, ¢, s1, 82}

5. update(a) will trigger case 2 since case 1 isn’t triggered and an update of a
would imply the secret s; which is captured by condition ([24)) of the algorithm.
We now have:

- db5 = db4
— logs :=logy (since —a was already in logy4)
— anss := “Updating a is inconsistent with secrets or integrity”

6. update(b) triggers case 1 via condition ([22)). We get:

- dbﬁ = db5
— logg = logs (since b was already in logs)
— ansg := “The requested update is already contained in the database”

The example shows that every case of the algorithm is reachable and that cases
1 and 4 can both be lying or telling the truth. Additionally it visualises the fact
that from the user’s point of view there does always exist at least one instance
with all secrets false that is consistent with the previous answers given by the
update algorithm. In our case these are {—a,—b,—c, =81, 82} for the instance
before the first three updates, {—a,b, —c,—s1, 82} for the instance after the
update of b and {—a, b, ¢, —s1, ns2} for the updates after that.
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6 Properties of Secure View Updates

Given the algorithm from Def. [ the following lemma states that the funda-
mental invariant of Controlled Query Evaluation under lying (see, for example,
[BK95], BBO1l, BW0S]) applies to secure view updates, too.

Lemma 2 (Invariant). For any instance of Controlled Query Evaluation with
view updates control eval update with a sequence @ = (O1,602,...,60;,...60y) the
following invariant for the user log log; holds:  log; £ pot sec disj.

Proof. For queries ©; = @;, the claim follows directly from the properties of
normal CQE as shown in [BBOI]. For updates ©; = update(x;), we have to
argue about the four different possible cases and their log updates:

1. If the update algorithm responds with an answer “The requested update is
already contained in the database” then we have that either condition (IT)
or ([I8) is true. In the first case we directly get log; = log;—1 U {x:} &
pot sec disj. From the second case we get log;—1 U {—x;} E pot sec disj and
by induction we also have that log;—1 £ pot sec disj. From both follows
log; = logi—1 U {x:} [~ pot sec disj.

2. If the update algorithm responds with “Updating y; is inconsistent with
secrets or integrity” we obviously have neither (7)) nor ([I8) to be true:

NOT ( (eval*(x:)(dbi—1) = xi AND logi—1 U {x;} Fpot sec disj)
OR (eval™(x;)(dbi—1) = =x; AND log;—1 U {—x;}Epot sec disj))

Using the laws of de Morgan and the completeness of the database instance
we obtain the following equivalent expression:

(eval™(x:)(dbi—1) = =x; OR log;—1 U {x:} = pot sec disj)

~

a b
AND (eval*(x;)(dbi—1) =  xi OR logi—1 U {—x;} [~ pot sec disj)
~ ~ - ~ ~ -

c d

Thus we have that (a OR b) AND (¢ OR d) must be true and it follows from
the completeness of the database instance that exactly one of a or ¢ can be
true. Simply enumerating all combinations of a, b, ¢ and d show that only
three such combinations are possible: for —a, b, ¢, —d it would follow that

logi—1 U {xi} = pot sec disj AND NOT (log;—1 U{~x;i} = pot sec disj)
and thus

logi—1 U{x:} E pot sec disj AND log;—1 U{—x;} = pot sec disj
holds. This however is a contradiction to the induction hypothesis and thus
this case cannot occur.

From the two other combinations, that is —a, b, ¢, d and a, —b, —c, d it follows
directly from d that log; = log;—1 U {—x;} £ pot sec disj is true.
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3. The third case of the algorithm, the response “Updating x; is incompatible
with integrity”, can only occur if condition (ZII) holds. Therefore we directly
have that

log; = logi—1 U {—x:} Uneg(—con conj, x;) ¥ pot sec disj

4. Finally, if none of the previous cases were triggered, we have that the up-
date is accepted. From the non-occurrence of the second case we have that
condition ([I9) does not hold, from which we directly obtain that

neg(logi—1,xi) U {xi} U constraints [~ pot sec disj

is true, which shows that the log update of fourth case (the last case) is also
consistent with the invariant we want to show.

From the invariant log; £ pot sec disj it follows that the log does not imply any
potential secret. This, however, does not mean that the answers of the update
algorithm will never enable a reasoning user to infer the truth of a secret. In order
to show that our claims from the end of Sect.[3 are correct and their usage in the
update algorithm provides security we will define Controlled Query Evaluation
with view updates to be secure if a user can never infer that any particular
potential secret is true in the actual database instance. This requirement is
captured by demanding that there always exists an alternative database instance
in which the respective potential secret is false, but under which the same answers
are returned as under the actual database instance. We therefore adapt Def. [lso
it is compatible with the sequence of produced databases under view updates.

Definition 6 (Confidentiality for view updates). We say that a function
control eval update(Q,logo, constraints)(dbo, pot sec) preserves confidentiality iff
for all sequences of queries and update requests @, all initial user knowledges
logo, all sets of constraints constraints C logg, all instances dby satisfying logy,
all sets of potential secrets pot sec, all potential secrets 1 € pot sec with logg = ¢
there exists an instance dbg satisfying logy, such that

1. dby and dbg return the same sequence of answers:

U(com‘rol eval update(Q,logg, constraints)(dby, pot sec)) =
v(control eval update(Q,logo, constraints)(dby , pot sec)))

2. db3 does not contain the secret v:  eval (¥)(db3) = —p

Above, we define v to be the projection of a set of tuples of the form
(ans;, log;, db;) to the user-visible set of answers ans;.

Theorem 1. CQFE with secure view updates, i.e., the function control eval update
(Q, logo, constraints)(dbg, pot sec) as defined by Def. []] together with Def.[3, pre-
serves confidentiality in the sense of Def. [
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To prove this theorem, we need the following lemma, which can easily be proven
via a backwards induction, which we omit here due to the lack of space.

Lemma 3. For any sequence Q with length k there exists a sequence of instances
db? with the following two properties (where model of means “makes true”):

A (dbf \{xi}) U{—xi} for an update triggering case 4 (27)
ot db? otherwise (queries or cases 1 to 3) (28)

dbf model of log; U {—pot sec disj} (29)

Proof (of Theorem[). We show via induction that our system creates the same
sequence of answers for a given sequence @) regardless if it started on dby or on
dbg . This also means that the same sequence of logs is created.

For i = 0, we have logg = log; and no answers so far. For the step from i — 1
to i, we differentiate between the nature of the operation ©; € Q. If ©; is a query
@;, then it follows from Lemma [3] and the proofs of confidentiality for CQE in
terms of Def. [[] that the answer returned is the same under db and db°.

If on the other hand ©; is an update update(x;), then we enumerate over
the four possible cases of that operation under the instance db; and show the
identical reaction on the corresponding instance db?:

1. From case 1 under db we have that log; := log;—1 U {x;} and via Lemma [3
it follows that db? model of logi C {x;}. Assuming case 1 under db and
construction of db{ | via ([@8) we have that eval*(db] |)(x;) = x; which
satisfies the first part of equation ([22). We show that the second part, that
is log? U{xi} F~ pot sec disj, holds too, for if it wouldn’t, then via induction
we also had log; := log;—1 U {x;} | pot sec disj, contradicting Lemma [2

2. First we show that the first case is not triggered under db® . From case 2 under
db it follows that log; := log;—1 U {—x;} and thus for dbis via Lemma [3] that
eval”(x;)(db5) = =x;. For the same reasons we have eval® (x;)(dby |) = —xi
which falsifies equation (22]). Also, equation (23] is not true; otherwise we
had log? ; U{=x;} [ pot sec disj contradicting Lemma [ since we have that
log;—1 under db is the same as logS | under db®.

Also our condition for case 2, namely equation (24]) depends only on that
log and it follows that case 2 is also triggered under db®.

3. With the above argument it follows that case 2 is not triggered under db® if it
wasn’t triggered under db. Therefore we now have to show that case 3 is trig-
gered under db®. From case 3 under db we have that log; = logi—1 U{—x;} U
{neg(—con conj, x;)}. From Lemma [3 it follows that db? model of log; and
via ([28) we get albis_1 = dbis resulting in albf_1 model of log;. From this follows

eval(neg(—con conj, x;)) (dbf_l) = true. (30)

From db; |, model of log; and —; € log; we have that eval®(x;)(dby |) =
=X, enabling the usage of Lemma [[] on (B0):

eval(—con conj) ((dbil \ {=x:H) U{xi}) = true (31)
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Applying the definition of eval we get

eval(con conj) ((dbf_1 \ {~xi}) U{x:}) = false (32)

This is equation (28)), which the preceding arguments showed to hold under
db®. We also have equation @8] to be true since it only depends on the log
of round ¢ — 1. It thus follows that case 3 is triggered under db°, too.

4. Finally it remains to be shown that case 3 isn’t triggered under dv® if db
triggered case 4. From case 4 under db and Lemma [B] we have

db? model of log; = neg(log;_1,x:) U {xi} U constraints (33)

This gives us eval*(con conj)(db?) = true resulting in case 3 not being trig-
gered due to the falseness of equation (2]).

7 Reversibility

A user expects to be able to undo an update he issued. This is in fact one of
the two requisites Bancilhon and Spyratos require for a set of view updates to
be called complete (see [BS81]). We therefore demand and prove:

Theorem 2. For any instance of Controlled Query Fvaluation with view up-
dates as defined by Def. [J] and Def.[d and any x € LIT it is true that an opera-
tion update(x) at time i—1 can be successfully undone at time i by the operation
update(—x).

To prove this theorem, we need the following lemmas, which we state here with-
out a justification, due to the lack of space.

Lemma 4. For all sets of formulas Q,P C P(FORMULA) and all literals x €
LIT we have P |=Q < neg(P,x) = neg(Q, x).

Lemma 5. If at the point in time i — 1 the update update(x) has been performed
successfully, i.e., case 4 of the secure view update algorithm applies, then the
following property holds:  neg(log;—1,x) U {—x} U constraints [ pot sec disj.

Proof (of Theorem[3). To outline the proof of the theorem, we assume that the
update x has been successfully completed at the point in time i — 1. According
to case 4 of the algorithm, we then have

log;—1 = neg(log;—2, x) U {x} U constraints (34)
We then have to verify that an update(x;) that has the form update(—y) will be
completed successfully, too, i.e., the cases 1 to 3 do not apply.

Case 1. We show that neither (22) nor ([23)) are satisfied. By (B4)), we have
X € logi—1, so log;—1U{—x} is inconsistent and thus log;_1U{-x} | pot sec disj.
This is a contradiction to ([22). By Lemma 2l we have log;—1 [~ pot sec disj, and
as x € logi—1 also log;—1 U {x} £ pot sec disj, which is a contradiction to (23).

Case 2. This case cannot occur owing to Lemma
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Case 8. Consider db' := (db;_1 \ {x}) U {—=x}, i.e., that instance that would
become db;, if db’ satisfied the consistency constraints. First, assume =y € db;_s.
Then db’ = db;_», and since eval(con conj)(db;_o) = true we conclude that db’,
i.e., the potential db;, will be consistent after the update —x.

Second, assume € db;_». If eval(con conj)(db') = true, the denial condition
7)) does not hold. Otherwise, if eval(con conj)(db’) = false, we will derive a
contradiction. Under the assumptions made, we would have:

logi—1 U {x} U {neg(—con conj, x)} ¥~ pot sec disj

Then, stepwise applying Lemma H] the definition of neg, equation (34]) and the
idempotence of neg, we would finally get the result:

logi—2U{—x}Uneg(constraints, x) U{—x}U{—con conj} = neg(pot sec disj, x)

This result cannot hold, since the premise is inconsistent, owing to constraints C
log;—o on the one hand and —con conj occurring on the other hand.

8 Conclusion

Data manipulation comprises queries and updates under preservation of con-
straints, and both kinds of operation might enable a user to infer information to
be kept secret. In this paper, we extend previous insight about ensuring inference-
free query answers to an original proposal for processing update requests in an
inference-free way. The extension applies to both the formal specification of the
confidentiality requirement and the enforcement mechanism.

Basically, the adapted requirement expresses that, from the user’s point of
view, the dynamically evolving actual instances of the information system are
indistinguishable from alternative instances in which the protected information
does not hold. Roughly summarised, for any single operation, whether a query
or an update, the enforcement maintains a global invariant, which states that
the current knowledge of the user does not imply the disjunction of the potential
secrets. Under additional precautions, the local assurance suffices to guarantee
the global goal of indistinguishability. Furthermore, our proposal complies to the
basic rules of acceptability and reversibility, required for traditional view update
mechanisms. The proposal is also in accordance with polyinstantiation, which
is used in multilevel secure systems as an inevitable feature to resolve conflicts
between preservation of constraints and hiding of confidential information.

In this paper, we have dealt with update requests issued by a user; in com-
plementary work, we are studying updates triggered by an administrator, which
leads to the problem of inference-free “view refreshments”. Additionally, we are
combining both kinds of updates. Interestingly, the complementary work strongly
suggests to consider also transactions rather than only elementary updates.

There are many further challenging problems, including an extension to first-
order logic, information systems permitting open queries, and an exploration
of explicit refusals on a requested updates while avoiding the known threats of
meta-inferences, as well as suitable combinations of lying and refusal. An option
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to avoid distortions by lying could be worthwhile for applications where returning
unreliable information is not acceptable (see [BBO1),[BB04a, [BB04b]). Moreover,
all investigations could be generalised to incomplete information systems.
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Abstract. Reflective Database Access Control (RDBAC) is a model in
which a database privilege is expressed as a database query itself, rather
than as a static privilege in an access control matrix. RDBAC aids the
management of database access controls by improving the expressiveness
of policies. The Transaction Datalog language provides a powerful syn-
tax and semantics for expressing RDBAC policies, however there is no
efficient implementation of this language for practical database systems.
We demonstrate a strategy for compiling policies in Transaction Datalog
into standard SQL views that enforce the policies, including overcoming
significant differences in semantics between the languages in handling
side-effects and evaluation order. We also report the results of evalu-
ating the performance of these views compared to policies enforced by
access control matrices. This implementation demonstrates the practical
feasibility of RDBAC, and suggests a rich field of further research.

1 Introduction

Current databases use a conceptually simple model for access control: the
database maintains an access control matrix (ACM) describing which users are
allowed to access each database resource, along with which operations each user
is allowed to use. If a user should only be granted access to certain portions of
a database table, then a separate view is created to define those portions, and
the user is granted access to the view. This model is flexible enough to allow
users to define access privileges for their own tables, without requiring superuser
privileges. However, ACMs are limited to expressing the extent of the policy,
such as “Alice can view data about Alice,” “Bob can view data about Bob,”
etc., rather than the intent of the policy, such as “each employee can view their
own data.” This makes policy administration more tedious in the face of chang-
ing data, such as adding new users, implementing new policies, or modifying
the database schema. Many databases attempt to ease administration burdens
by implementing roles in addition to ACMs to group together common sets of
privileges, but this does not fully address the problem. In a scenario such as the
policy of “each employee can view their own data in the table,” each user re-
quires an individually-defined view of a table as well as a separate role to access
each view, which yields no benefit over a standard ACM-based policy.
Reflective Database Access Control (RDBAC) is an access control model that
addresses this problem [16]. We define a policy as reflective when it depends on
data contained in other parts of the database. While most databases already
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do store ACMs within the database itself, the policy data are restricted to the
form of a triple (user, resource, operation) and separated from the rest of the
database; and the query within the policy is limited to finding the permission in
the ACM. RDBAC removes these restrictions and allows policies to refer to any
part of the database.

The goal of this paper is to describe how an RDBAC system can be im-
plemented in a standard SQL-based relational database management system,
using Transaction Datalog (7D) as a policy language, which provides a theo-
retical formalism for expressing policies that is also compact and conceptually
easy to understand. 7D is an extension to classical Datalog that includes for-
mal semantics for atomicity and for database updates [2]. Updates are encoded
as assertion predicates and retraction predicates to insert or remove data from
the database state, respectively. For example, the assertion predicate ins.a(1,2)
(respectively, the retraction predicate del.a(1,2)) changes the database state to
add (respectively, remove) the tuple (1,2) in table a. Using a language such as
TD enables us to apply security to an overall transaction, rather than to each
individual query in the transaction. This type of security policy is not available
in transaction managers for general-purpose databases, and must be enforced
at the application level. We chose to use 7D due to its formal semantics that
enable provable security properties for certain policies [16]. Similar compilation
strategies applied to other more common policy languages, such as XACML [I5],
could be implemented.

Benchmark Policies. For the purposes of this paper we will use an example
database that contains data for a consulting firm that contains branch offices
in multiple locations. The database includes tables for employee data, financial
records for each location, and data for the firm’s clients.

The company has various access policies for the data. The user Alice creates
all tables relevant to this scenario, and is allowed full access to them. All HR
personnel are allowed full access to the employee data. Regional managers are
allowed access to data of the employees in their region, indicated by the ID of
the store in which they work: stores 100-199 are in region 1, stores 200-299 are
in region 2, etc. The company also grants insurance agents access to employees’
names and addresses, but only for those employees who have opted to release
their data, and all accesses by insurance agents must be audited.

Each store location has an owner, who is allowed to view all financial records
for that location. An owner may own more than one location.

Finally, the firm’s clients may pose conflicts of interest. A Chinese Wall pol-
icy [4] is imposed on data for such clients: any employee may initially view any
client’s data, but after viewing the data, the employee may not view any other
data that creates a conflict of interest.

Table [l contains access rules for the employees and store data tables that
implement these policies, encoded in 7D. We call the predicates defined by these
rules view predicates. Rule 1 is defined for a particular user ‘alice’ and is true
for all rows in the employees table. In other words, the view on table employees
for user ‘alice’ is the entire table.
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Table 1. Benchmark Policies: employees and store data tables

% base policy, automatically generated
1. view employees(‘alice’, Name, Addr, StoreID, Salary, Optin) :-
employees(Name, Addr, StoreID, Salary, Optin).

% hr policy

2. view employees(User, Name, Addr, StoreID, Salary, Optin) :-
view hr(‘alice’, User),
view employees(‘alice’, Name, Addr, StoreID, Salary, Optin).

% manager policy

3. view employees(User, Name, Addr, StoreID, Salary, Optin) :-
view manager(‘alice’, User, Region),
view employees(‘alice’, Name, Addr, StoreID, Salary, Optin),
>=(StoreID, Region*100), <(StoreID, (Region+1)*100).

% insurance policy

4. view employees(User, Name, Addr, null, null, null) :-
view insurance(‘alice’, User),
view employees(‘alice’, Name, Addr, , , Optin), =(Optin, ‘true’),
ins.accesslog(User, Name, ‘Name & Addr’, current time).

% policy for branch office data

5. view store data(User, StoreID, Datal, Data2) :-
view owner(‘alice’, StoreID, User),
view store data(‘alice’, StoreID, Datal, Data2).

Rules 2 and 3 demonstrate how we can leverage the recursive semantics of
Datalog to define other useful policies. In Rule 2, the first predicate in the body
of the policy is true if and only if the querying user is in the hr table. The second
predicate, as we explained for Rule 1, is true for all records in the employees table.
In other words, this rule enforces the policy that any HR user can see the data
for all employees. In Rule 3, the first predicate in the body of the policy is true
if and only if the querying user is in the manager table; if so, the variable Region
is bound to the value of the region that manager is assigned to. The second
predicate is true for all employees in the table, however the final two predicates
are only true for the employees with a StoreID number between Region * 100 and
(Region + 1) * 100. In other words, managers can see the data for all employees
in their region.

Rule 4 uses one of the extensions defined in 7D to implement an audit policy.
The first predicate in the body checks whether the querying user is an authorized
insurance agent. The second retrieves the names and addresses of each employee,
but uses “don’t care” values for the StorelD, Salary, and Optin fields (represented
by the underscore character). The corresponding fields in the head of the rule
contain null values. The third predicate filters the table to only those rows
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Table 2. Benchmark Policies: client data

% Chinese Wall policy
6. view client1(User, Datal, Data2) :-
view cwUsers(‘alice’, User, 1, 01dVal),
view clienti1(‘alice’, Datal, Data2),
del.cwUsers(User, 1, 01dVal), ins.cwUsers(User, 1, 0).

7. view clientData(User, Client, Datal, Data2) :-
view cwUsers(‘alice’, User, 1, 01dVal),
view clientData(‘alice’, Client, Datal, Data2), =(Client, ‘clientl’),
del.cwUsers(User, 1, 01dVal), ins.cwUsers(User, 1, 0).

with the Optin value set to true. This demonstrates how cell-level security, using
both column-level and row-level restrictions, can be implemented with a 7D rule.
Finally, an audit record containing the name of the querying user, the name of
the user whose record is accessed, an explanatory string, and the current time
is added to the accesslog table for each user accessed.

Rule 5 implements the policy for the store data table that branch office own-
ers can view data for the offices they own. This rule depends on data from other
policies for the store data table and an owner table, which are omitted for brevity.

Table 2] contains two alternative rules for implementing the Chinese Wall pol-
icy that protects client data, depending on whether each client’s data is stored
in a separate table (Rule 6), or a single table contains the data for all clients
(Rule 7). We provide rule 7 only to demonstrate the expressive power of RDBAC;
hereafter we will only use rule 6. Either alternative requires some initial setup in
creating a table called cwUsers with the following schema: User of type varchar,
CanAccessClientl of type int, and CanAccessClient2 of type int. The last two
columns could equivalently be defined as booleans. Initially, this table contains
a row for every authorized employee, with both columns set to 1. The first pred-
icate in rule 6 checks whether the user is allowed to access the client1 table,
based on whether his entry in the cwUsers table has a 1 in the CanAccessClient1
column. Assuming this is satisfied, the second predicate returns the data re-
quested by the user. The third and fourth predicates remove the user’s row from
the cwUsers table, whatever the value of CanAccessClient2 may have been, and
replace it with an entry that only allows future access to the clientl data and
turns off future access to the client2 data. Other rules, not shown, would be
similarly defined for accessing the data for client2, except reversing the columns
on the cwUsers table: they would check whether CanAccessClient2 is 1, and would
set CanAccessClientl to 0.

The access control model used by most modern commercial databases offers
a compelling case for decentralized policy administration, in which table and
view owners define their own access control policies for the resources they cre-
ate. Ideally, more advanced access control models should still give users the same
kind of autonomy in defining their own policies. However, this autonomy comes
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at a price. We have shown that careless definitions of reflective policies can be
vulnerable to a Trojan Horse attack if untrusted users are also allowed to define
policies [16]. This problem can easily be mitigated using 7D-based policies by
restricting a policy definer from performing any operations beyond what that
user can perform manually: we simply make the user’s ID an explicit parameter
to all view predicates, and for all predicates in the body of a policy, that param-
eter is bound to the ID of the policy definer, thereby executing the policy under
the policy definer’s privileges. The database system can automatically generate
basic privileges that access the table directly, such as the first rule in Table[I] to
the table owner. All other user-defined policies must query the database through
the view predicates.

The rest of the paper is divided into three sections. In Section [2] we describe a
prototype implementation of our RDBAC system, including challenges in match-
ing 7D semantics with SQL. In Section [ we evaluate the performance of our
system, compared to a baseline implementation that uses static ACM-based
policies. We describe related work and conclude in Section 4

2 Implementation
2.1 Strategy

Our goals in implementing a prototype system to demonstrate the usability of
a reflective database access control system included the following: use a flexi-
ble, expressive policy definition language; use, as much as possible, an existing
database management system following the SQL standard; minimize the over-
head running time for executing queries; and allow scalability both in the number
of users and in the amount of data stored.

TD provides a very concise syntax that is capable of expressing a wide range
of policies, as demonstrated in Section [[I Translating classical Datalog rules
into SQL statements has been well-studied in the past [10, II] and we took a
similar approach for our prototype, in which we compile a set of 7D rules into
a set of SQL view definitions. These view definitions can then be added to the
database and used normally, with no additional overhead. Because rules may be
recursively defined, it was necessary to use a database system that implements
recursive views as defined by the SQL:1999 standard. We chose to use Microsoft’s
SQL Server 2005.

Unfortunately, there are two significant semantic gaps between 7D and SQL.
One problem is that SQL does not allow database update statements within a
data retrieval query. SQL triggers, while designed to perform updates as side-
effects to user actions, cannot be defined for read-only queries. In some databases,
the restriction against side-effects can be bypassed by calling a user-defined func-
tion (UDF) from within the query which performs the update. Other databases,
including SQL Server, preclude this by disallowing the invocation of any func-
tion that causes side-effects on the database from within read-only queries. In-
deed, this is generally a safer configuration; otherwise, functions with side-effects
could be invoked without the user’s knowledge, causing a vulnerability with
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Trojan-Horse code. However, we have argued that under certain reasonable con-
ditions, such code can be analyzed to prevent undesirable side-effects [16]. One
workaround for executing side-effects in SQL Server is to execute it from within
a Common Language Runtime (CLR) function, which can then be registered as
an external function within the SQL Server database. This workaround is not
an ideal solution; it is considered an egregious hack [I4] that requires a separate
connection to the database, which adversely affects performance. However, it
suffices for a proof-of-concept prototype.

The other semantic gap between 7D and SQL is that the former includes a well-
defined execution ordering in its definition, the latter does not. In other words,
SQL provides no way to distinguish the policies a; :- b, cand a2 :- ¢, b. For tra-
ditional SQL queries, this is advantageous to the query optimizer, which can re-
order query plans to find highly efficient executions of the query. However, there
are two reasons why lack of ordering is a cause for concern in implementing 7D:
the compiled SQL view may not be a valid execution of the original 7D rule,
and the order of operations in a query plan may cause information leakage [12].
To solve both problems, our prototype only implements policies in which all
side-effects occur at the end of the policy execution, after all relevant data has
been retrieved and filtered. It combines all of the read operations into a sub-
query along with dynamically-generated parameters to the UDF that executes
the side-effect, making the side-effects dependent on the results of the read op-
erations and thus ensuring that the execution order is followed and preventing
information leakage by guaranteeing that no side-effects will occur until it knows
the transaction will definitely run to completion.

Our approach for implementing RDBAC policies is to write a compiler that
parses a TD-based policy and generates a standard SQL:1999 view definition
that enforces the policy. In order to demonstrate the compilation process, we
will walk through an example of the process using rule 4 of our benchmark
policies from Table [Il

On the first pass, our compiler determines the schema for the view, comprised
of an explicit parameter for the user executing the query, the schema of the base
table, and parameters for any assertions or retractions that any rule for that view
might execute. In this case, the generated schema is: User, Name, Addr, StoreID,
Salary, Optin, Assert flag (a boolean flag to indicate whether the rule triggers
the assertion), Assert param0, and Assert paraml (parameters to the UDF that
will execute the assertion).

The compiler also generates a UDF that creates and executes an SQL insert
statement, corresponding to the assertion predicate ins.accesslog(User, Name,
’Name & Addr’, current time). The values for the string constant ’Name & Addr’
and the keyword current time can be directly translated into the generated
insert statement (the latter is translated to the built-in function GETDATEQ)).
The other parameters, User and Name (not to be confused with the schema at-
tributes User and Name), are determined at execution time.

During the second pass, the compiler maintains a list of tables and views
accessed in the rule (which will form the SQL FROM clause), a list of variables
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and variable bindings that appear in the rule, and a list of conditions imposed by
built-in predicates or constants (which together will form the SQL WHERE clause).
After this information is gathered, it uses the variable bindings to form the list
of attributes to appear in the view (which will form the SQL SELECT clause).

First, it examines the body of the rule. The first literal is the view predicate
view insurance(’alice’, User). The view view insurance is added to the FROM
clause list, and given an alias i. The constant ’alice’ adds a condition to the
WHERE clause; using the available metadata for the view, the compiler determines
that this condition should be i.User = ’alice’. The predicate variable User (not
to be confused with the table attribute i.User) is bound to the second attribute
in view insurance, i.Name, which is added to the list of variable bindings.

Similarly, the second literal is the view predicate view employees(’alice’,
Name, Addr, , , Optin). The view view employees is added to the FROM clause
list and given an alias e. The constant ’alice’, together with the metadata for
the view, indicates that e.User = ’alice’ is added to the WHERE clause list. The
variables Name, Addr, and Optin are bound to the attributes e.Name, e.Addr and
e.0ptin, respectively, all of which are added to the list of variable bindings. The
don’t-care symbols (underscores) are ignored, since they impose no conditions
on the values in the view.

The third literal is the built-in predicate =(0ptin, ’true’). Because the vari-
able Optin was bound to the attribute e.0Optin, this adds the condition e.0Optin
= ’true’ to the WHERE clause list.

Next, the fourth literal is the assertion predicate ins.accesslog(User, Name,
’Name & Addr’, current time). As previously described, during the first pass this
literal triggered the creation of a UDF. During the second pass, the compiler
uses the list of variable bindings to determine which values will be passed as
parameters to this function, contained in the view schema as Assert param0 and
Assert paraml. In this case, i.Name is added to the SELECT clause list as the former,
and e.Name is added as the latter. The value for Assert flag is also added to the
SELECT clause list as 1, indicating that the side-effect should be executed. For the
other rules, which do not contain assertion predicates, the value for Assert flag
is added as 0, and the other parameters are given null values.

Finally, the head literal is examined to determine the attributes that should
appear in the SELECT clause. The User variable, bound previously to i.Name, is
added as User. Similarly, e.Name is added as Name and e.Addr is added as Addr.
The constant null is added as the other selected attributes: StoreID, Salary, and
Optin. In order for the recursive view to compile properly, SQL Server requires
that the null values be cast with the proper types, which can be retrieved from
the metadata for the view employees view.

The other rules are similarly translated, and connected by the UNION ALL opera-
tor. Finally, the compiler takes the result of the union and passes the appropriate
parameters into each UDF. The complet generated view for all the policies for
view employees is shown in Table Bl along with another automatically-generated

! For clarity, the cast operations required by SQL Server for its recursive query definitions
have been omitted from the view presented here.
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Table 3. Generated SQL view definition for benchmark policies

--...function assert accesslog definition omilted...
create view view employees as
with view employees as (
select ’alice’ as User, e.Name as Name, e.Addr as Addr, e.StorelD as
StoreID, e.Salary as Salary, e.Optin as Optin, O as Assert flag,
NULL as Assert paramO, NULL as Assert paraml
from employees e -- base policy
union all
select h.Name as User, e.Name as Name, e.Addr as Addr, e.StorelD as
StoreID, e.Salary as Salary, e.Optin as Optin, O as Assert flag,
NULL as Assert paramO, NULL as Assert paraml
from view employees e, view hr h
where e.User = ’alice’ and h.User = ’alice’ -- hr policy
union all
select m.Name as User, e.Name as Name, e.Addr as Addr, e.StorelD as
StoreID, e.Salary as Salary, e.Optin as Optin, O as Assert flag,
NULL as Assert paramO, NULL as Assert paraml
from view employees e, view manager m where e.User = ’alice’

and m.User = ’alice’ and e.StoreID >= m.Region*100
and e.StoreID < (m.Region+1) * 100 -- manager policy
union all

select i.Name as User, e.Name as Name, e.Addr as Addr, NULL as
StoreID, NULL as Salary, NULL as Optin,
1 as Assert flag, i.Name as Assert paramO, e.Name as Assert paraml
from view employees e, view insurance i where e.User = ’alice’
and i.User = ’alice’ and e.Optin = ’true’ -- insurance policy
) select distinct User, Name, Addr, StoreID, Salary, Optin
from view employees where (Assert flag = 1 and assert accesslog(
Assert flag, Assert paramO, Assert paraml) != 0) or Assert flag = 0;
create view view employees public as
select Name, Addr, StoreID, Salary, Optin from view employees
where User = CURRENT USER;
grant select on view employees public to public;

view view employees public that queries view employees on behalf of the current
user and may be safely queried by any user in the system. The portion of the gen-
erated code which we stepped through is indicated by the comment “-- insurance
policy.”

2.2 Optimization

Translating the view definition into standard SQL allows the execution of re-
flective access policies to take advantage of the large body of work in query op-
timization that has been implemented in commercial databases. There are also
additional possible optimizations we developed using partial evaluation tech-
niques [3] on the 7D rules.
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As described in Section[I], our system prevents information leakage in reflective
policies by forcing them to run under the definer’s privileges. Only the basic
privileges, defined automatically by the database management system, access
the tables directly. Thus, all user-defined privileges are by nature recursive, since
they must in turn be based on another access rule. However, it should be noted
that without this restriction, we can sometimes define equivalent policies that
are recursion-free. For example, the second, third, and fourth rules in Table [ all
depend on the first rule. Since we know from the first rule that the user ‘alice’
is allowed access to the entire employees table with no restrictions or filters, the
compiler could have simply replaced the references with direct accesses to the
table.

This suggests that unfolding predicates in the rule before compiling it to an
SQL view could yield a significant performance benefit. While more complex
partial evaluation techniques would require a sophisticated 7D interpreter, it
is simple to keep track of the basic privileges and unfold them into the rules
in which they appear. In our running example of the policies from Table [II
using this optimization generates code that is similar to the generated view in
Table Bt hence, we have not included it. The key difference is that each sub-
select accesses the tables employees, hr, etc. directly, rather than through the
views view employees, view hr, etc.

Removing the recursion from a view also enables us to remove the redundant
cast operations, as SQL Server is better able to match types in recursion-free
views. Additionally, the select distinct to remove duplicate rows at the end of
the union is another costly operation. While this operation technically ensures
that the result strictly adheres to the semantics of 7D, removing it still yields
the same answer set in our test cases, and it would similarly be redundant in
many other practical cases. We have implemented all of these optimizations in
our prototype system, which we assess in Section Bl

An opportunity for further optimization would be to pre-compute the parts
of the view that are checks on the user’s identity. For instance, consider the
policy rules from Table [Il If a given user is recorded in the insurance table
but not in any other table, when that user logs in, the database could partially
compute the view to determine that only rule 4 is applicable to this user, not
rules 1, 2, or 3. This would enable us to avoid calculating extraneous UNION ALL
operations by constructing the view definition dynamically. We have written a
simulated version of such an optimization using a stored procedure, and assess
its performance in Section [3] as well.

3 Evaluation

We evaluated the execution time of running queries on views generated from the
benchmark policies by our implementation, such as the view from Table[3] to a
baseline of running queries on custom-written views, such as those in Table [l
To test these views, we used Microsoft’s SQL Server 2005 database management
system, running on a 2.4 GHz Intel Core2 machine with Windows Vista Business
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Table 4. Hand-coded baseline SQL views

-- base policy
grant select on employees to alice;

-- hr policy
grant select on employees to {username(s)};

-- manager policy
create view regionl view as

select * from employees where StoreID >= 100 and StoreID < 200;
grant select on regionl view to {username(s)};
create view region2 view as

select * from employees where StoreID >= 200 and StoreID < 300;
grant select on region2 view to {username(s)};
-- similar views created for each region

-- insurance policy
create view insurance view as

select Name, Addr from employees where Optin=’true’ and

assert accesslog(CURRENT USER, Name, ’Name & Addr’, GETDATE())=true;
grant select on insurance view to {username(s)};

64-bit Edition. The base tables all have appropriately-defined indexes on the user
names, in order to minimize the cost of performing joins.

Each test was performed using an external application written in C# and
compiled by Microsoft’s Visual C# 2008 compiler version 3.5. The application
was run locally so as not to include network latency. For each user, the applica-
tion constructed a query for the entire table and iterated through each row of
the table. The query was repeated until the query time reached a stable state,
after which we gathered multiple execution times, of which we report the aver-
age query time. Thus, our results represent the time for “hot” queries, or queries
which have been loaded and executed recently.

We tested two versions of our prototype code: one which directly translates
the policies into a recursive view, and another which performs the unfolding opti-
mization defined in Section[Z.2l We also tested a simulated version of the partial-
evaluation optimization, also described in Section 2.2], using a stored procedure.
To assess the scalability of the generated views, the experiment was repeated on
databases with 1000 users, 10,000 users, and 100,000 users, each with a record
in the employees table. The size of the hr, manager, and insurance tables also
increase proportionally in each experiment, with 100 entries each, 1000 entries
each, and 10,000 entries each, respectively. For brevity, we will not include the
raw results here, but will make them available in a later publication. Figure
shows these results graphically for the database with 100,000 users, and Fig-
ure shows the results of querying each view as an HR user as the database
size increases from 1000 to 100,000. Queries from the other users scaled similarly,
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Fig. 1. Comparison of execution time results (in sec) for employee policies

so those results are not shown. The data labeled “Baseline 1”7 and “Baseline 2”
are the results of querying the hand-coded views from Table[d The difference be-
tween the two baselines lies in how they handle queries that contain side-effects.
For the first baseline, the view directly calls a UDF that executes the side-effect.
For the second baseline, the side-effect is not enforced by the view at all, but
rather by the querying application. This allows us to measure the cost of using
UDFs, apart from the cost of using a compiled view. The data labeled “Recur-
sive” are the results of querying the compiled view from Table B, “Optimized”
are the results of querying the compiled view using our predicate unfolding op-
timization, and “Target” are the results of executing the stored procedure that
uses partial evaluation with dynamic view construction. Because Baseline 2 is no
different than Baseline 1 for the HR query, we omitted the data for Baseline 2 in
Figure for clarity. Notice that on both charts we use a logarithmic scale for
the execution time; in Figure[L(a)| this helps demonstrate the successive improve-
ments each optimization makes, and in Figure this shows the scalability of
executing the views as the size of the database increases exponentially.

The queries with side-effects show the cost of using the workaround in SQL
Server which opens a separate connection to execute the update. Our results
show that this does indeed noticeably affect all three views that use the
workaround. Databases that could handle allowing side-effects in selection
queries would not experience this effect as dramatically.

For the Chinese Wall query, which uses the workaround twice on each row,
the recursive view behaves as expected. However, neither the optimized view nor
the first baseline, both of which also use the workaround, show much effect from
its use. After tracing the execution of the query, we discovered the cause of this
unexpected result. SQL Server recognized that the same parameters are being
passed to the UDF, and rather than re-executing the function on each row, it
cached the return value after executing on the first row and used the cached value
on each subsequent row. Effectively, the side-effects are being executed once per
query rather than once per row. While this still correctly enforces the Chinese
Wall policy (access to the other table is prohibited, whether the user queries one
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row or all of the rows), the execution order is not semantically equivalent to the
recursive query.

Increasing the database size shows that while the recursive view does not
scale very well, the optimized view and the stored procedure handle larger data
sizes much better, remaining at roughly the same proportion to the performance
of the baseline views for all our tests. The workaround for executing side-effects
drastically affects queries for small data sizes, so seeing the same effect on queries
for large data sizes is no surprise. This should be a major focus for improvement
in the future.

The unfolding optimization from Section [2.2] is clearly beneficial, since it re-
moves the recursion from the rules, eliminating the need for executing a fixed-
point algorithm to evaluate queries. The additional optimization using partial
evaluation further improves the performance to nearly as fast as the baseline.

In cases where fewer policies protect a table, the performance of the compiled
view is even better. Recall the policy for the store data table from Table [I
This policy poses additional administration difficulties when using traditional
ACM-based approaches, which are automatically solved by an RDBAC-based
approach. Because a single owner may need access to multiple parts of the table,
and there is no simple, single encapsulation of the conditions describing all of
these parts, a traditional ACM-based view requires more complicated conditions
than those described in the baseline for the employees table. These more compli-
cated conditions therefore become more difficult to keep updated when the data
or the permissions on the data change.

We describe four baselines for querying this table using traditional ACM-based
views, each of which requires a somewhat different configuration by the database
administrator. One approach, which we will call “Union Baseline,” is where the
administrator creates a separate view for each franchise, and the owner executes
a union all over each view. A similar approach, “App-Level Baseline,” queries
each view individually but aggregates the data at the application level, rather
than at the database level. These two approaches minimize the work needed
when a store location is sold to a different owner, requiring only one revoke and
one grant statement and no view redefinitions; however, the processing times for
queries using these baselines are considerably more costly, as demonstrated by
the results. Another approach, “Disjunction Baseline,” requires the administra-
tor to create a customized view for each owner that includes data from each store
he owns, implemented as a disjunction of the Store ID’s in the where clause of
the view. This approach makes the store owners’ jobs much easier, since it does
not require them to query multiple views, and also executes faster than the other
two baselines. However, it also requires more upkeep by the administrator, who
must redefine two views each time a location changes hands. A fourth approach,
“Join Baseline,” joins the data from the owner table, but is otherwise similar
to the Disjunction Baseline in creating a customized view for each owner. This
requires less upkeep from the Disjunction Baseline when owners are changed,
but still requires new views to be defined when new owners are added. Note that
this is nearly the same approach as described in the 7D rule, except that the
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Fig. 2. Comparison of execution time results (in sec) for store data policy

Join Baseline does not use a single all-purpose view that depends on the user’s
identity.

Figure [ shows a graph of the results of running the optimized compiled
view for the store data table compared with the results of using each of the
four baselines, again using a logarithmic scale. The reflective view generated by
our compiler offers performance comparable to the fastest of these baselines, and
requires less maintenance than any of the baselines when the data changes. Only
a single view is created, and if a store location changes owners, this information
simply needs to be updated in the owner table, which must still be maintained
even when using the other baselines anyway.

4 Related Work and Conclusion

4.1 Predicated Grants

While our translation algorithm can already be used for current SQL database
systems, the translation process could be made easier using a proposed extension
to SQL called predicated grants [§], in which access rules to tables and views are
defined in the SQL grant statement, rather than in a view definition. The grant
syntax is extended to include a where clause (similar to what might be found
in a select statement) and optionally a query-defined user group, in which the
grantees are defined by the result set of another query.

For example, the hr policy from Table [I] can be expressed in a predicated
grant as

grant select on employees where userId() in (select Name from hr) to public
or by defining a query-defined user group for all hr users as

create group hrGrp as (select Name from hr);
grant select on employees to hrGrp

Column-level privileges simply follow the SQL standard of listing the allowed
columns after the table name, such as grant select on employees(Name, Addr)
e where e.Optin=’true’ to insuranceGrp.
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Predicated grants do not currently support side-effects, required by policies
such as the insurance policy from Table [l or the Chinese Wall policy from
Table 2], so further extensions would be necessary to implement them. One pos-
sibility might be simply to use UDFs, as our implementation does. Another
possibility might be to allow compound statements in the predicate of the grant,
such as:

grant select on employees(Name, Addr) e where e.Optin=’true’ and
userId() in (select Name from insurance i;
insert into accesslog values(i.Name, e.Name, ’Name & Addr’, GETDATE()))
to public

Such an extension would facilitate a more direct translation from 7D semantics
into SQL, including execution ordering.

Besides not implementing side-effects, predicated grants also currently dis-
allow policies that refer back to the same table they protect, as well as policy
cycles. Our prototype easily handles such policies, which can occur very naturally
in practice. For instance, consider the policy “all employees may view names and
addresses of other employees that work in the same store.” This policy protects
the employees table, but also needs to query that table itself to find out what
store the querying user works in. The authors briefly mention a prototype im-
plementing portions of their extended syntax, however no details are provided
so it is unknown how well the prototype performs.

4.2 Other Related Work

We have previously described the concept of RDBAC using 7D in other work [16],
which contains a more complete list of references for other literature describ-
ing similar concepts. In particular, Oracle’s VPD technology [17] allows UDFs,
possibly containing other queries itself, to be used as filters on any table or
view. While this is an already-widely-deployed DBMS with reflective capabil-
ities, this functionality is intended only for users with superuser privileges, as
unskilled definers may write unsafe policies [I6]. Additionally, policies that refer
back to the same table they protect are also disallowed. The patent by Cook
and Gannholm [J] describes another reflective system in which policies contain
queries. Their system also allows policies on entire transactions as well as on
individual queries, but assumes an omniscient policy definer that can access the
entire database, rather than requiring such queries to satisfy policies themselves.

The relationship between the expressive powers of Datalog and relational
algebra has long been recognized [T, 6], 18], although few systems that analyze the
practical use of Datalog or Prolog together with database management systems
have actually been built [7, [T0] [TT] [13]. Draxler’s work offers the most details
and is most similar to ours, in describing a translation process from a subset
of general-purpose Prolog syntax into SQL [I0]. He also offers a survey of other
earlier literature describing the translation process. Disjunctions, negations, and
aggregates are all supported, as are some non-Datalog features of Prolog such
as findall and nested predicates; however it does not handle recursive view
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definitions, or even views that depend on the results of other queries defined in
the program (unless, of course, the query is copied verbatim, making the system
susceptible to update anomalies). Additionally, applications using this interface
must also be written in Prolog. The report mentions two proposed approaches
to incorporating database updates in their system; however both approaches are
only described at a high level, and neither appears to have been implemented.
Other publicly-available translation engines from Prolog to SQL exist, but all
are derived from Draxler’s code base.

U-Datalog [5] is an alternative extension to Datalog that defines update se-
mantics, in which all updates are deferred until the end of a query evaluation,
similarly to the restriction on 7D that we used in our implementation. Conflict-
ing updates, in which reordering the updates results in a different final database
state, are detected and aborted. U-Datalog could offer a reasonable alternative
language to 7D; however, ordering of updates are very important in certain
policies. Consider, for instance, a policy in which only one user may access a
data item at one time, which could be implemented as token(X), del.token(X),
read data, ins.token(X). Clearly the ordering of these predicates is significant,
as other orderings may cause a policy violation or deadlock.

4.3 Conclusion and Future Work

We have described an implementation of reflective database access control based
on the semantics of Transaction Datalog. This implementation compiles a set of
policies into standard SQL views that can be used in current database man-
agement systems. We have evaluated this implementation and demonstrated an
optimization that eliminates recursion in many common cases.

Further improvements can still be made with this work, including generalizing
our algorithm further to handle view predicates on assertions or retractions; cre-
ating an enforcement mechanism that disallows unsafe policies; and augmenting
TD with syntax for atomic update policies that may depend on both the old
and the new database states, as opposed to separate policies for insertion and
deletion. RDBAC theory itself is a rich field for future research, including finding
other useful classes of analyzable policy configurations, and developing efficient
algorithms for policy analysis.
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Abstract. Managing the configuration of heterogeneous enterprise
security mechanisms is a wholly complex task. The effectiveness of a
configuration may be constrained by poor understanding and/or man-
agement of the overall security policy requirements, which may, in turn,
unnecessarily expose the enterprise to known threats. This paper pro-
poses a threat management approach, whereby knowledge about the
effectiveness of mitigating countermeasures is used to guide the auto-
nomic configuration of security mechanisms. This knowledge is mod-
eled in terms of Semantic Threat Graphs, a variation of the traditional
Threat/Attack Tree, extended in order to relate semantic information
about security configuration with threats, vulnerabilities and counter-
measures. An ontology-based approach to representing and reasoning
over this knowledge is taken. A case study on Network Access Controls
demonstrates how threats can be analyzed and how automated configura-
tion recommendations can be made based on catalogues of best-practice
countermeasures.

1 Introduction

A significant challenge in the process of securing complex systems is attaining
a degree of confidence that a security configuration adequately addresses the
(security) threats. Threat Trees [12], Attack Trees [3] and similar tree-based
threat-modeling methodologies [45] are used to help identify, represent and an-
alyze about threats to an enterprise’s assets. Their top-down approach provides
a semi-formal and methodical way to determine viable threat vectors (who, why
and how a system can be compromised). In practice these trees are used for threat
elicitation and analysis: representing threats at a high-level of abstraction and
they tend not to be used to capture low-level or concrete security configuration
detail. For example, while a threat tree may identify a firewall countermeasure
for a Denial of Service attack, it is not advantageous/intended to model, for ex-
ample, the distinctions between SYN-proxy versus SYN-threshold configurations
[6] for a firewall in a sub-net that is downstream from other similarly configured
firewalls. In the latter case much of semantics of the threats and countermeasures
must be modeled implicitly and outside of the tree structure. Threat trees are
useful for analyzing threats in a local context that is decomposed from some root
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threat, however their advantages are diminished when one considers the threat
in a global context (across multiple root threats).

In this paper we consider how a threat tree style approach can provide a basis
for automatically testing whether a security configuration adequately mitigates
the identified threats. In order to achieve this, we extend the threat tree model to
include semantic knowledge about the security configuration and how it relates to
assets, threats, vulnerabilities and countermeasures. Knowledge, such as security
and network configuration, and relationships with vulnerabilities and threats, is
represented using ontologies [7], providing a framework in which to extend threat
trees to Semantic Threat Graphs (STGSs).

Semantic threat graphs are used to model knowledge about threat mitigation
by security configurations. We take the Open World Assumption [§], with the
result that semantic threat graphs are easily extended to incorporate knowledge
about the configuration of new threats and/or additional security mechanisms.
For example, building a semantic threat graph using existing firewall and proxy
ontologies [910] in order to describe specific syn-proxy and syn-threshold coun-
termeasure configurations.

We can use this model to build a knowledge-base of best-practice defenses
and systems security policies against known threats. For example, bogon firewall
rules [TTJT2IT3] are best-practice protection against spoofing-threats for internal
servers and end-user workstations, while NIST recommend multiple countermea-
sures over an n-tier network hosting a Web-server [I4]. This knowledge-base is
searchable—a suitable countermeasure/policy can be found for a given threat—
and provides the basis for autonomic security configuration.

This paper is outlined as follows. Section [2] provides an introduction to threat
trees highlighting their limitation in the context of low-level configuration. Sec-
tion Bl proposes semantic threat graphs as a more a natural approach to construct
and analyse security policies. A formal specification of a semantic threat graph,
grounded in the NAC domain, is modelled in Section @l Section B provides a case
study that describes the basis for automated analysis and synthesis of suitable
catalogue configuration recommendations.

2 Threat Trees

A threat can be defined as “a potential for violation of security, which exists when
there is a circumstance, capability, action, or event that could breach security and
cause harm”[15]. Threat trees (similarly, attack trees [3]) provide a semi-formal
way of structuring the various threats that an asset may encounter. Various
extensions of the threat tree paradigm have been developed. For example, the
inclusion of countermeasures within the tree provides a new kind of tree called a
Defense Tree or Protection Tree [4J5]. For simplicity, and if no ambiguity arises,
we refer to these approaches collectively as threat trees.

A threat tree is composed of a single root node that defines the primary threat
to an asset (‘Disrupt Web Server’, Figure . A threat may be decomposed
into additional fine-grained sub-threats (‘Denial of Service’), thereby forming
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a tree hierarchy [I]. A threat profile can be described as the path from a leaf
node to the root node which represents a specific set of states involved in either
achieving the primary threat or countering it.

Everything is a Threat. Each node is either a threat or a countermeasure. In
practice, threats are not viewed in isolation and additional concepts must be
implicitly encoded within the nodes of the tree. For example in Figure
various enterprise Assets are referenced: a Web server and firewall are implicit
by the ‘Disrupt Web Server’, ‘Firewall-1" nodes respectively. Similarly the Web
server’s TCP/IP stack indicates an implicit Vulnerability in the ‘Exploit 3-way
Handshake’ threat node. By viewing everything as a threat, implicit information
may be overlooked.

Implicit Threat Relations. A threat tree represents threat-decomposition and
does not explicitly model other relationships between threats (or concepts re-
lated to threats). For example, in Figure the ‘Syn-Flood Attack’ exploits
(relationship) a TCP/IP 3-way handshake vulnerability (implied concept) and
threatens (relationship) the Web server (implied concept).

Cascading Threats. Countermeasures themselves may have threats whereby the
entity that protects another, is itself vulnerable. Cyclic dependencies between
disparate trees cannot be explicitly modelled using threat tree constraints. From
Figure installing a firewall (‘Firewall-1’) with policy configuration ‘Syn-
Threshold-1A’ and ‘Syn-Proxy-1’ will mitigate or reduce the threat of a ‘Syn-
Flood Attack’ on the Web server. The ‘Syn-Proxy-1’ countermeasure in effect
shifts the threat posed to the the Web server onto the firewall itself and thus
the ‘Syn-Flood Attack’ has now indirectly migrated to ‘Firewall-1’ giving rise
to the threat tree outlined in Figure One of the ways that ‘Firewall-1’ can
be protected is for ‘Firewall-2” (implicitly defined asset) to filter traffic via its
‘Syn-Threshold-2B’ and ‘Syn-Proxy-2’ policy, thereby giving rise to the implicit
dependency cycle.

Unclear Threat Hierarchy. Threat trees are typically developed in isolation, that
is they focus on a single threat target (decompose ‘Disrupt Web Server’ threat),
and as a consequence it becomes difficult to inter-relate implicit information
across multiple threat trees. Both ‘Disrupt Web Server’ and ‘Disrupt Firewall’
(Figure[dl) form part of a forest of (implicitly related) threat trees. By the defini-
tion of a tree, a node should have one parent in the tree and given that the threat
tree structure allows for one type of relationship, subsumption, a problem arises.
The question is how should the hierarchy be constructed when assembling the
overall tree forest? Either a new root node is created, ‘Disrupt Servers’ where
both ‘Disrupt Web Server’ and ‘Disrupt Firewall’ are treated as disjoint siblings
or the ‘Disrupt Firewall’ tree becomes a sub-node of the ‘Firewall-1’ node within
the ‘Disrupt Web Server’ threat tree. The language provided by threat trees is
not rich enough to state explicitly that the former sibling approach should be
adopted with the inclusion of a dependency relationship that links the two trees
together.
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Tree Complexity. Modeling complex system threats can be challenging [5] due
to tree-explosion and disparate trees (forest). While this may be addressed by
software tools, much of the complexity must be managed implicitly and outside
of the tree.

Semi-Formal. The semi-formal nature of a threat tree means that, in practice,
any reasoning must be done outside of the tree structure [4]. For example, it
would be useful to reason whether the concept of ‘Denial of Service’ has the
same meaning in both trees of Figure [I1
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3 Semantic Threat Graphs

A semantic threat graph is an extended threat tree that addresses the issues
discussed in Section[2l A semantic threat graph can be defined as a graph that
represents the semantics (meaning) of a threat domain. Intuitively, a semantic
threat graph makes explicit the information that is typically implicit in a threat
tree.

Figure 2 provides a model of the components in a semantic threat graph and
Figure 3 depicts an instantiation of this model for the threat tree example in the
previous section. Enterprise IT assets are represented as instances of the Asset
concept. An asset may have one or more hasWeakness’s (property relationship)
that relate to individuals categorised in the Vulnerability concept (Figure ().
Instances of the Vulnerability concept are exploitable (exploitedBy) by a threat
or set of threats ( Threat concept). As a consequence, an asset that has a vulner-
ability is therefore also threatenedBy a corresponding Threat. A Countermeasure
mitigates particular vulnerabilities. Countermeasures are deemed to be kinds-of
assets, thus are defined as a subConceptOf Asset. Note, the subConceptOf has
a double arrow head and defines a subsumption relation.

Explicit Concepts & Relationships. Domain experts explicitly specify the con-
cepts (set of instances) of the threat domain and characterise their relationships
to other instances and/or concepts. For example, a Network Access Controls ex-
pert specifies firewall configurations that adequately mitigates threats identified
by a security manager.

Cascading Threats. With the graph-based approach cascading threats are identi-
fied explicitly within the threat graph model. Figure[3ldemonstrates a threat that
cannot be easily represented within a threat tree structure. Asserted relation-
ships (for example protects) define that the web server is protected by firewall-1
which, in turn, is protected by firewall-2, thus identifying the cascade threat. For
simplicity, the scenario shown in Figure Bl models the $-way handshake as the
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same vulnerability for firewalls and systems. As a result of firewall-1 mitigating
the syn-flood-1A threat on the web server by way of a syn-prozy-1, it then adopts
that threat while proxying the web servers TCP stream vulnerability.

Taxonomic Graph Hierarchies. Although threat trees provide hierarchies of the
Threat concept, it lacks the capability to define a hierarchy for the implicit
concepts within the tree. The threat graph model presented in Figure [2 can
be further refined with sub-concepts that are more refined than their parent
concepts. For example, the Asset concept can define a sub-concept Server to
represent the set of servers (instances) an enterprise might have. This concept
can in turn be further categorised as Business Server (containing Web, Email,
Application servers and so forth) and Protection Server (for example, Firewalls,
IDS’s, VPN’s, Anti-Spam). The Threat concept, as an additional example, can
define a number of sub-concepts in accordance with best practice such as the
Microsoft STRIDE standard (an acronym) whereby threats are categorised as
follows: Spoofing identity, Tampering with data, Repudiation, Information dis-
closure, Denial of service and Elevation of privilege [16].

Managing Graph Complexity. Like threat trees, semantic threat graphs are prone
to excessive graph complexity due to a large number of concept relationships.
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The ability to compute a taxonomic hierarchy for a graph can assist navigation
of complex graphs. Additionally, semantic reasoners and tools such as Protégé
[I7] help manage, navigate and ensure verifiable consistent graphs.

Formal Semantics. The concepts and relationships in semantic threat graphs are
formally specified in terms of an ontology using Description Logic (DL) [8]. This
is a decidable portion of first-order logic and is well-suited to the representation
of and reasoning about domain knowledge.

4 An Ontology for Semantic Threat Graphs

An ontology provides a conceptual model of a domain of interest [7]. It does so by
providing a vocabulary describing various aspects of the domain of interest and
provides a rich set of constructs to build a more meaningful level of knowledge.
Figure 2l depicts an abstract model for semantic threat graphs, whereby classes
(concepts) represent sets of individuals (instances) and properties (roles) repre-
sent binary relations applied to individuals. Note that in presenting the model
components, for reasons of space, we do not provide complete specifications in
particular, definitions do not include disjoint axioms, sub-properties, data type
properties or closure axioms.

Asset. Class Asset represents any entity of interest within the enterprise that
may be the subject of a threat. While assets can include people and physical
infrastructure, in this paper we consider computer-system based entities such as
Web servers, firewalls, databases, and so forth.

Individuals of class Asset may have zero or more vulnerabilities (V restriction)
along property hasWeakness. As a result, those assets may be exposed to various
individuals of the T'hreat class. An asset may have the capability to implement
a countermeasure to protect itself or other assets.

Asset C VhasWeakness.Vulnerability M

Vthreatened By. T hreat M Yimplements.Countermeasure

For example, an instance webServer of the Asset class that is vulnerable to a
syn-flood based Denial of Service (DoS) attack can be defined by the following
DL assertion (A-box), representing a fragment of knowledge in the ontology.
Note atomic individuals are written in a typewriter font.

Asset(webServer) < hasWeakeness(webServer, tcpHandshake) 1

threatened By(webServer, synFlood)

Class Asset can be further sub-classed, to more specific kinds of asset concepts,
for example, ProtectionServer C Server, whereby Server is a sub-class of Asset.
The class ProtectionServer represents the NAC system individuals within the
network (Cisco Pix, Linux Netfilter and so forth) and have a role in protecting
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(protects) internal servers (including themselves). The ProtectionServer defini-
tion further restricts the implements property by requiring a protection server to
implement one or more (3>1) countermeasures.

ProtectionServer T Server M

I>.1protects.Server M I>1implements.Countermeasure

For example, the following fragment of knowledge in the ontology defines that
the perimeter firewall (gatewayN AC) protects the Web server from a DoS by
implementing a syn-threshold filtering countermeasure.

ProtectionServer(gatewayNAC) < protects(gatewayNAC, webServer) 1
implements(gatewayNAC, synThres)

Threat. A threat is a potential for violation of security [15]. An individual of the
Threat class is considered to exploit one or more vulnerabilities (3> restriction):

Threat T 3> exploits.Vulnerability M 3> threatens. Asset
For example, the DoS threat synFlood threatens a DMZ webServer.

Threat(synFlood) < exploits(synFlood, tcpHandshake) M

threatens(synFlood, webServer)

Vulnerability. A vulnerability is a flaw or security weakness in an asset that has
the potential to be exploited by a threat.

Vulnerability T 3>qisExploited By. Threat M 3>1isWeaknessO f. Asset

For example, mis-configured NAC' configurations have the potential to expose
both internal servers and NA(C’s alike to threats. The following fragment in the
ontology states that the webServer is susceptible to a synFlood attack via the
weakness tcpHandshake.

Vulnerability(tcpHandshake) <« isExploited By(tcpHandshake, synFlood) I
isWeaknessO f(tcpHandshake, webServer)

Countermeasure. A countermeasure is an action or process that mitigates vul-
nerabilities and prevents and/or reduces threats.

Countermeasure C Asset M 3>1mitigates.Vulnerability

Countermeasures can be further sub-classed into specific concepts, if desired. For
example, an AccessCtrlPolicy is a countermeasure configured as one or more
N AC Policy rules.

AccessCtrlPolicy T Countermeasure M 3>;con figuredAs.N AC Policy
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Countermeasure synThres mitigates the vulnerability tcpHandshake on the Web

server (webServer); this countermeasure is configured as a collection of device-

specific (Netfilter) NACPolicy rules, synDoSLimit and synDoSDrop.

AccessCtrlPolicy(synThres) «— mitigates(synThres, tcpHandshake)

configuredAs(synThres, synDoSLimit) M
con figuredAs(synThres, synDoSDrop)

An example of a low-level Netfilter syn-threshold rule-set that: a) limits the num-

ber of TCP connections to the web server to 1 per second after 4 connections

have been observed and b) offending packets that exceed the limit are dropped,

is expressed as follows:

“iptables -A FORWARD -d WebServerlP -p tcp —syn -m limit —limit 1/s —limit-burst

4 -j ACCEPT"

“iptables -A FORWARD -d WebServerlP -p tcp —syn -j DROP"

Based on previous research [9I10], the following are DL fragments that are rep-
resentative of the above Netfilter rules:

Net filter Rule(synDoSLimit) <« hasChain(synDoSLimit, forward) M
hasDstI P(synDoSLimit, webServerIP) 1
hasProtocol(synDoSLimit, tcp) M1
hasTCPFlag(synDoSLimit, syn) M
hasLimit(synDoSLimit, 1) M
hasLimit Burst(synDoSLimit, 4) 1
hasTarget(synDoSLimit, accept)

Net filter Rule(synDoSDrop) < hasChain(synDoSDrop, forward) M
hasDstI P(synDoSDrop, webServerIP) M
hasProtocol (synDoSDrop, tcp) M
hasTCPFlag(synDoSDrop, syn) I
hasTarget(synDoSDrop, drop)

Threshold. This value is used to define the minimum degree of effectiveness of a
countermeasure in mitigating the impact of a threat on an asset.

Countermeasure C d_yminFE f fect. T hreshold

Simlarly, each threat has a threat level that defines the maximum impact on the
asset.

Threat C 3_1maxImpact. Threshold

For example, Threshold can be defined as enumerated class:

Threshold C {high,medium,low,nil}
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and a fragment in the ontology is

Threat(synFlood) < exploits(synFlood, tcpHandshake) 1
threatens(synFlood, webServer) 1
mazImpact(synFlood, high)

The threshold level is used to characterize the extent to which a countermeasure
mitigates a threat: an asset is considered secure if the effectiveness (threshold)
of the countermeasures are greater than the impact (threshold) of the related
threats. For example, if a synCookie was considered to have medium effectiveness
at mitigating a synFlood then the asset remains under threat, albeit less threat
than having no countermeasure. While CVSS [18], CVE [19], DREAD [20] and
OSVDB [21] for example may provide suitable threshold metrics, the elicitation
of threshold weightings is not the focus of this paper.

5 Case Study

5.1 Network System Configuration

A simplified 3-tier e-commerce NAC' architecture is illustrated in Figure[d The
network at tier-1, also known as a Demilitarized Zone (DMZ), hosts the Web
server that is accessible from the Internet. The gateway NAC, a firewall, im-
plements a configuration that permits inbound packets from the Internet to the
Web server on ports HT'TP and HTTPS by way of an AccessCtriPolicy cntrep
countermeasure and drops all other irrelevant packets (cntrgenyotherpit). The
following is a fragment of knowledge that defines the gateway firewall:

ProtectionServer(gatewayNAC) « protects(gatewayNAC, webServer) M
implements(gatewayNAC, cntr yep) M1
implements(gatewayNAC, cntr genyOther Pkt )

Within tier-2, the application server communicates with the Web server over

an SSL tunnel. The application firewall, (appNAC), implements countermeasure

CntrsgTunnelApp tO permit the correct SSL access.

ProtectionServer(appNAC) < protects(appNAC, appServ) M
implements(appNAC, cntr sgiTunnel App) M
implements(appNAC, cntTdenyOther Pkt)

Hosted in tier-3 is the database server. The backend data NAC is configured to

permit SSH traffic, (cntTssprunneinB), from the application server destined for

the database server only.
ProtectionServer(dataNAC) «— protects(dataNAC, dbServer) M
implements(dataNAC, cntTsspTunnetps) N

implements(dataNAC, cntrdenyOther Pkt)
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5.2 Threshold Satisfiability Analysis

The ideal NAC configuration is one that permits only valid traffic, and, no more
and no less. An example of threats to the database, asserted within the ontology,
is identified in Table Il The focus here is on the threat of permitting a set of
clients (IP Addresses) direct or indirect access to the database. For example,
whether the database be accessible directly by the Web server IP address, in
which case this threat impact is considered high as identified by threatep.
Note that threaty;e,1 subsumes threat,.; since the Web server’s IP address is
contained in the network IP range of tier-1.

Table 1. Example Threats of Unintended IP Address Access to the Database

Asset Threat Unintended IP Access Threatmazrmpact

dbServer threatqes webServIP high
dbServer threats;er1 tierlSubnet high
dbServer threatyier2 tier2Subnet medium
dbServer threatqpp appServerIP nil

The following DL fragment represents the multiple NAC systems protecting
the database server as part of a defense-in-depth strategy:

DatabaseServer(dbServer) «— isProtected By(dbServer, gatewayNAC)
isProtected By(dbServer, appNAC) I
isProtected By(dbServer, dataNAC)

A sample collection of NAC policy configurations (defense-in-depth) currently
protecting the database is provided in Table 2 We consider a number of inad-
equate countermeasures that expose the database to unintended access. The
table outlines the name of the NAC system, its implemented countermeasure
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Table 2. Example NAC Policy Countermeasures and their associated Effectiveness

NAC NACcntr Mt mingffect NACrue  Src IP Dst IP  DstPort
appNAC  cntryebrraf ficGen low nacrqppr webServIP tier2Subnt any
dataNAC cntrsshTunnelDB high nacryqc1 appServiP  dbServIP 22
dataNAC cntrsshTunnelD BGen medium nacryqce tier2Subnet dbServIP 22
dataNAC cntrsshTieriGen low nacryecs tierlSubnet dbServIP 22

(NACcntr), the mitigation effectiveness (cntryingffect) and the corresponding
low-level NAC,.,,;. components (such as source IP address).

The appNAC firewall implements a generic access countermeasure that enables
much more than the intended SSL access to the application server. In effect,
CntTwebTraf ficGen Dermits the Web server access to all systems and services
in tier-2 and is rated as having a low effectiveness in mitigating unnecessary
database access. A compromised Web server can now be used as a launch pad
for attacks on systems in tier-2, inclusive of the dataNAC Ethernet interface
within that network tier. A more restrictive countermeasure (cntrgsirunnelApp)
is required.

The correctly implemented countermeasure (cntTssprunneips) within the
dataNAC policy configuration helps in mitigating the misconfiguration of fire-
walls upstream. Thus defence-in-depth is borne out as a result. However, in
practice, managing NAC policy configurations is complex [9] and there may
be a requirement for multiple application servers within tier-2 to communi-
cate with the database server. Rather than defining specific countermeasures
for each application server, an administrator may, in the knowledge of being
protected by a firewall upstream, implement a generic countermeasure such as
CntTsshTunnelDBGen, that provides blanket SSH access to the database server
from all systems in tier-2. Other non-bastion hardened servers (such as intranet
LDAP server) in tier-2 could then be used as launch pad when attacking the
database server in tier-3, for example a SSH brute force attack. On individ-
ual basis both cntryeprrafficGen a0d CNET gshTunnelD BGen May appear as minor
oversights in their respective tiers, however it is their conjunction that provides
indirect and unacceptable access from the Web server to the database.

The dataNAC firewall inadequately mitigates the threat threaty;.,1 (outlined
in Table [l), as countermeasure cntrssprieriGen directly permits SSH access
from all tier-1 systems to the database. Perhaps remote database administra-
tion is a requirement through an SSH proxy server in the DMZ. Unintended
access from the tier-1 through the dataNAC may be considered to have less of a
threat impact if one can guarantee that firewalls upstream apply more restric-
tive port-forwarding controls. However, and in keeping with the defense-in-depth
approach, countermeasure cntrssprier1Gen should be refined to have a more re-
strictive access policy.

Analysis of security policy configuration is performed using the Semantic Web
Rule Language SWRL [22]. SWRL complements DL providing the ability to
infer additional information from DL constrained ontologies. SWRL rules are
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Table 3. Inadequate Countermeasure Analysis Report

Threat Threatmazrmpact NAC NonCompliantNACcnir cntrminkffect NACruie
threatyes high appNAC COtrwebTraf ficGen low Nacrappl
threatiier1 high dataNAC CNtTsshTier1Gen low Nnacrpgc3

Horn-clause like rules written in terms of DL concepts, properties and individ-
uals. A SWRL rule is composed of an antecedent (body) part and a consequent
(head) part, both of which consist of positive conjunctions of atoms.

The following is an excerpt of a SWRL query (squwrl : select) that analyses
the overall NAC configuration for breaches in threshold satisfiability due to
inadequate countermeasures. It reports if countermeasures (?c¢) implemented by a
NAC (?nac) to protect vulnerable assets (?a) are not effective (swrlb : lessThan
comparison) in mitigating the threat impacts (maxImpact).

threatenedBy(?a, 7t) A hasWeakness(?a, 7v) A exploits(?t, 7v) A mitigates(?c, 7v)A
isProtected By(?a, Tnac) A implements(?nac, 7c) A maxImpact(?t, 7imp)A
minE f fect(?e,?eff) A ... A swrlb: lessThan(?ef foatue, TiMmpuyaiue)

— squrl : select(?t, 7imp, Tnac, 7c, Tef f, Inr)

Table [B] depicts the results of this query on the knowledge-base regarding inad-
equate threat mitigation of unintended client access.

5.3 Configuration Recommendation Synthesis

Synthesis provides configuration recommendations from a catalogue of best-
practice countermeasures. For example, it is considered best practice that NAC’s
implement anti-spoofing bogon rules as described by [TIIT2/T3] to protect its in-
ternal servers and end-user work stations. As a consequence, a NAC policy
should prohibit incoming packets claiming to originate from the internal net-
work. Similarly both [6I23] are examples of best practice with regard to mitigat-
ing DoS attacks. Countermeasures synDoSLimit and synDoSDrop introduced in
Section [] are examples of DoS catalogue countermeasures.

The following SWRL rule excerpt, states if an asset is threatened by a spoofing
attack (spoof individual) as a result of a particular weakness in the TCP/IP
stack, ipHeaderForgery (individual) then that asset’s protecting NAC' should
implement a set of best practice catalogue countermeasures that adequately
(swrlb : greaterThanOrEqual) reduce the threat.

threatenedBy(?a, spoof) A hasW eakness(?a, ipHeaderForgery)A
exploits(spoof, ipHeaderForgery) A mitigates(?c, ipHeaderForgery)A
isProtected By(?a, Tnac) A mazxImpact(spoof, 7imp) A minE f fect(?c, Tef f)A

... A swrlb : greaterThanOrEqual(?ef fuaiue, TiMPvaiue) — implements(?nac, 7c)
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6 Tool Support

The semantic threat graph (ontology) and case study described in this paper
where implemented in OWL-DL, a language subset of OWL which is a W3C
standard that includes DL reasoning semantics [24]. Protégé is a plug-and-play
knowledge acquisition framework that provides a graphical ontology editor [17].
Protégé interfaces with a DL based reasoner called Pellet providing model classi-
fication and consistency [25]. In conjunction to DL reasoning support, the SWRL
Protégé plug-in (SWRLTab), allows for the creation of horn-like logic rules that
interfaces with an expert system called Jess [26/22]. In practice, a domain expert
using such tools can avoid or at least limit having to become an expert in DL
and/or OWL notation, as these semantic editors and underlying reasoning tools
hide much of the underlying complexity.

7 Related Research

A number of existing research approaches extend the threat tree model in partic-
ular [A27/5128]. Additional boolean node operators: NAND, XOR and NOR, and
the incorporation of defense nodes as countermeasures is described by [28]. Edge
et al [5] define a Protection Tree and Bistarelli et al [4] define a Defense Tree
as countermeasure-centric extensions to the threat tree approach. The research
carried out by [27] describes an Enhanced Attack Tree (EAT) that supports tem-
poral dependencies and sequential threat events that must occur for an attack
to be successful.

While these approaches are aimed at resolving particular inadequacies within
the vanilla threat tree model, they still operate at rather high-levels of abstrac-
tion and are limited with regard to viable threat-only-vectors that contain im-
plicit information such as assets, vulnerabilities and so forth. Our approach dif-
fers by extending the threat tree model to include semantic knowledge about
fine-grained security configuration and, how it relates to assets, threats, vulner-
abilities and countermeasures. Thus, the graph based approach makes explicit
the information that is typically implicit in a threat tree. The semantic threat
graph model is implemented in a knowledge representation system (Protégé) that
provides a language for defining an ontology and an ability to conduct inferences
accross the graph.

While the semantic threat graph model proposed in this paper is applica-
ble to any threat and countermeasure domain, the case study focused on NAC
countermeasures, building on existing ontologies [910]. An ontology for Netfil-
ter firewall is described in [I0] and is used to (binary) test the consistency of
firewall rules with respect to a Semantic Web application policy. [9] considers
the inter-operation of multiple Netfilter firewall and TCPWrapper proxies with
respect to business and network service requirements.
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8 Conclusion

This paper outlined a threat management approach using an ontology to con-
struct, reason about and manage security policy configurations in the context of
semantic threat graphs. Threat tree models used to represent threats at a high-
level of abstraction, their singular threat vector focus and their practical suitably
in a localised context (individual trees) do not explicitly capture all the entities
involved in the threat management process. The STG extends the threat tree
model to include semantic knowledge about low-level security configurations.

The model was used to build a knowledge-base of best-practice countermea-
sures (e.g. PCI-DSS & NIST) and system security policies against known threats.
The ontology was populated with around one hundred threat, vulnerability and
countermeasure combinations providing a relatively small catalogue for testing
purposes. A case study on NAC demonstrated how security configurations can be
analysed using knowledge about the countermeasures effectiveness in mitigating
threats and how automated security mechanism configuration recommendations
can be made based on catalogues of best-practice countermeasures.

Future research shall investigate how larger catalogues might be pre-populated
from existing vulnerability databases such as OSVDB using knowledge engi-
neering techniques such as case-based reasoning. An investigation of scalability
regarding our approach will also need to be conducted. Emphasis on dynamic
elicitation of threshold weightings also needs to be considered.

Acknowledgments. This research has been supported by Science Foundation Ire-
land grant 08/SRC/11403.
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Abstract. The tasks a system administrator must fulfill become more
and more complex as information systems increase in complexity and
connectivity. More specifically, the problem of the expression and update
of security requirements is central. Formal models designed to express
security policies have proved to be necessary since they provide non am-
biguous semantics to analyze them. However, such models as RBAC or
OrBAC are not used to express reaction requirements which specify the
reaction policy to enforce when intrusions are detected. We present in
this article an extension of the OrBAC model by defining dynamic orga-
nizations and threat contexts to enable the expression and enforcement
of reaction requirements.

1 Introduction

Information systems are becoming more and more complex and system adminis-
trators have to face several problems. In this context, specifying a security policy
becomes a very tedious and error prone task. Using a formal approach brings
several benefits: the policy expression is non-ambiguous and tools can be used
to analyze a security policy[CCBGO7] and deploy it[PCBCT07].

A security policy may express very different requirements and can contain
different types of policies: authentication, access control, flow control and usage
control requirements. However, the reaction policy, which expresses the security
requirements related to the detection of attacks, is generally not considered as
part of the security policy. This reaction policy expresses which reaction require-
ments (RR) should be enforced when the security policy is violated.

Specifying and deploying RR is actually not an easy task. [DTCCBO7] is a
preliminary work in this direction but we shall explain why this approach is not
fully satisfactory. In this paper, we shall define a model based on the concept of
dynamic organization created to manage intrusions which significantly enhances
the approach suggested in [DTCCBOT].

In this paper we suggest to express the RR using the OrBAC model. Section
presents the problems related to the expression of the RR. Section [3] reviews
some related work. Section @ outlines the OrBAC model and section [ explains
how we use it to model the RR. Section [0 presents three examples of RR related
to an elementary attack and two multi-step intrusions. Section [7 presents the
implementation in the MotOrBAC 2 support tool. We conclude in section [8l

! http://motorbac.sourceforge.net

E. Gudes, J. Vaidya (Eds.): Data and Applications Security 2009, LNCS 5645, pp. 492009.
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2 Problematic

In this paper, the task of expressing the RR takes place into a supervision
loop (figure [[) where the processes of intrusion detection and policy specifi-
cation/enforcement interact with each other. In this approach we consider that
the reaction module implements a policy-based reaction process, i.e, upon the
detection of an attack, the reaction process consists in enforcing new security
rules.

Administration
-~ — | Security policy Risk analysis

\ j Hot reaction Y .
| X L B
Intrusion Policy
detection deployment

= " Security

architecture

Supervised
system

Anomalies Attacks
Fig. 1. Supervision loop

The RR expressed in a reaction policy may include prohibitions, obligations
and permissions. Those requirements can be expressed as a set of reaction rules
which are specified for each attack that the intrusion detection systems may
detect. For example the informal specification of the RR for a brute force at-
tack executed against a UNIX account of a SSH server could be the following
requirements:

Block the attacker

Prevent the attacker from getting a user access to the target computer
Suspend the victim account

Warn the user who owns the attacked account and tell him he must change
his/her password

Ll el

We shall show that some requirements can be formalized as obligations (require-
ments 1, 3, 4) and prohibitions (requirement 2). Additionally, those requirements
should be only enforced in the context of a brute force attack. Note that the
fourth requirement can be divided into two requirements: the user must be in-
formed that his account has been compromised and once he has been warned,
he must change his password. In the following section, we show that the policy
model which should be used to express the RR must satisfy several properties.

Formalizing the reaction policy. Let us consider a set of Attacks A. Writing
the RR for an attack A; in A consists in specifying a set of security rules R;
which are activated when the attack A; is detected.
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The notion of role introduced in the RBAC model is mandatory to specify
RR since we cannot know in advance the ip addresses and/or identity of the
attackers and victims. However, RBAC is not sufficiently expressive to express
RR for several reasons:

— The Attacker and Victims RBAC roles names must be unique for each A;.
Actually if two rules r € Ry and r’ € Ry specified for attacks A; and Az use
the same role attacker, a problem appears when the set of rule R; must be
activated because attack A; has been detected. Indeed if the attacker of A;
instance is assigned to role attacker, r will be activated and 7’ too despite
the fact that no occurrence of A, has been detected.

— Since the original RBAC model specifies that user-role assignment is handled
statically [FSG™01], the rules R; for each attack A; cannot be dynamically
activated. Even if considering a mechanism which dynamically assigns alert
subjects to roles when attacks are detected, the model lacks expressiveness
to associate each R; to a given A;.

— The concept of session in the RBAC model could be used to assign subjects
to roles when an attack is detected, but only one subject can be assigned
to a session. This raises a problem for distributed attacks involving several
attackers and victims.

— The dynamic nature of a reaction policy cannot be modeled with RBAC. For
example the set of rules R; associated with attack A; should be activated
when the attack is detected, but at least a subset of those rules should
be deactivated after the end of the attack. This could possibly be modeled
through the use of several roles, but this adds even more artificial roles.

An extended RBAC model including contexts [MF03] can express the link be-
tween an alert classification and a rule through the use of security context if this
context is activated when a given intrusion is detected. However, as said above,
it is impossible to associate activated rules with the corresponding occurrence
of an attack. Moreover the meaning of the context in this extension is that of a
condition evaluated when an access is made to the system.

We propose to use the concept of dynamic organization to address the problem
of multiple occurrences of an attack. Intuitively, a new dynamic organization
is created to manage a given intrusion and different subjects will be assigned
locally to roles (like victim, attacker) within this dynamic organization. Once
the intrusion is processed, this dynamic organization is deactivated.

3 Related Work

A majority of research works has focused on the detection of intrusions but few
works exist in the field of response to intrusions. Incidentally, very few articles
deals with the expression of RR and its enforcement. Some taxonomies of intru-
sion responses have been defined ([Fis96, [CP0OQ, [SBWOT]). Fisch’s taxonomies
[Fis96] are system-oriented, they distinguish intrusion response systems by de-
gree of automation and activity of triggered response. Carver and Posh’s [CP00]
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taxonomy deals with response, but from the attack side. Their taxonomy in-
cludes 6 dimensions and does not classifies responses. In [Bra98|, Brackney says
that detection is the first step leading to a response process and explains that
taking action after detection is not a trivial task. Actually reacting quickly and
efficiently is difficult considering the time needed to analyze an intrusion, hence
an automated and autonomous response system is desirable.

In [CCBBT08, DTCCB07], the OrBAC model is used to express the RR. A
new type of OrBAC context is introduced to manage intrusion detection alerts
expressed in IDMEF (Intrusion Detection Message Exchange Format)[HCFEQ7].
Such a context specifies the alert classification, an identifier that defines which
attack is detected, that triggers its activation and the mapping between alert
attributes and concrete entities (subjects, actions and objects). However, the
approach lacks a mechanism to specify the mapping between concrete entities
mapped with the alert and abstract entities (roles, activities and views) specified
in the OrBAC security rules. Moreover the mapping between alert attributes and
concrete entities is specified for each context although a more generic mapping
that could apply to every threat context would be more convenient and scalable.

In this paper, we propose to use the concept of threat contexts, but the defi-
nition we give is different from the one proposed in the aforementioned articles.
We separately specify the alert classification which triggers the context activa-
tion and the mapping between alert attributes and concrete entities. Abstract
entity definition are used to specify this mapping and assign concrete entities
to abstract entities. Moreover, we introduce the concept of threat organisations.
Hence, we can define intrusion-dependent roles like attacker and wvictim and
consider that subjects are assigned to these roles, but locally to this threat or-
ganization. Thus, it is possible to consider that two different subjects are both
assigned to the role victim but in two different threat organizations. This will be
typically the case if these two subjects are victims of two different intrusions.

4 Introduction to OrBAC

OrBAC [KBB™03] aims at modelling a security policy centered on the concept of
organization. An organization defines and manages a security policy. An OrBAC
policy specification is done at the organizational level, also called the abstract
level, and is implementation-independent. The enforced policy, called the con-
crete policy, is inferred from the abstract policy.

This approach makes all the policies expressed in the OrBAC model repro-
ducible and scalable. Actually once the concrete policy is inferred, no modifi-
cation or tuning has to be done on the inferred policy since it would possibly
introduce inconsistencies. The inferred concrete policy expresses security rules
using subjects, actions and objects. The abstract policy, specified at the organi-
zational level, is specified using roles, activities and views which abstract the
traditional subjects, actions and objects.

The OrBAC model uses a first order logic formalism with negation. How-
ever, since first order logic is generally undecidable, we have restricted our
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model in order to be compatible with a stratified Datalog program [UII89]. A
stratified Datalog program can be evaluated in polynomial time. In the rest
of this article the security rules must correspond to a stratified Datalog pro-
gram. We use a Prolog-like notation where terms beginning with an upper case
are variables and terms beginning with a lower case are constants. The fact
parent(john, jessica). says that john is a parent of jessica. A rule such as
grandparent(X, Z) : —parent(X,Y), parent(Y, Z). means that X is a grandpar-
ent of Z if Y exists such that X is a parent of Y and Y is a parent of Z.

Using this formalism, each organization specifies its own security rules. Some
role may have the permission, prohibition or obligation to do some activity
on some view given an associated context is true. The context concept [CCBOS§]
has been introduced in OrBAC in order to express dynamic rules. Those security
rules are represented using 5-ary predicates:

— permission(org, role, activity, view, context) means that in organization org,
role role is authorized to perform activity activity on view view if context
context is true.

— the prohibition and obligation predicates are similarly defined but express
different security requirements. The prohibition predicate states that a role
is not authorized to perform some activity on some view when a given context
is true. The obligation predicate means that some role must do some activity
on some view when the associated context is true.

For example, the expression:
permission(hospital, nurse, consult, medical record, emergency)

means that nurses can access the patients medical records in the context of
an emergency. Security rules can be hierarchically structured so that they are
inherited in the organization, role, activity and view hierarchies (see [CCBMO04]).
Since a security policy can be inconsistent because of conflicting security rules
(for example a permission can be in conflict with a prohibition), it is necessary
to define strategies to solve those conflicts [CCBGOT].

Once the security policy has been specified at the organizational level, it is
possible to instantiate it by assigning concrete entities to abstract entities. To
do so, three ternary predicates have been defined to assign a subject to a role,
an action to an activity and an object to a view:

— empower(org, subject,role): specifies that in organization org, subject
subject is empowered in role role.
— consider(org, action, activity): specifies that in organization org, action
action implements activity activity.
— use(org, object, view): specifies that in organization org, object object is used
in view view.
For example, the fact empower(hospital, john, surgeon) states that john is em-
powered in the role surgeon in the hospital organization.
Contexts are defined through logical rules which express the condition that
must be true in order for the context to be active. In the OrBAC model such
rules have the predicate hold in their conclusion:
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— hold(org, subject, action, object, context): specifies that in organization org,
subject subject does action action on object object in context context.

As suggested in [CCBO§|, contexts can be combined in order to express con-
junctive contexts (denoted &), disjunctive contexts (denoted @) and context
negation (denoted ctz, ctz being a context name).

Using this model, concrete security rules applying to subject, actions and ob-
jects can be inferred as specified by the following derivation rule:

is permitted(Subject, Action, Object) : —
permission(Org, Role, Activity, View, Context),
empower(Org, Subject, Role),
consider(Org, Action, Activity),
use(Org, Object, View), hold(Org, Subject, Action, Object, Context).

Similar rules are defined to infer the is prohibited and is obliged predicates
which represent concrete prohibitions and concrete obligations.

5 Reaction Policy Specification

As said in section [2 when an intrusion A; is detected, a set of security rules
R; should be activated. We showed that modeling a reaction policy in RBAC
requires to introduce at least as many roles as attacks and that the link be-
tween roles and intrusion detection alerts cannot be established. The concept of
organization in the OrBAC model is well-suited to address those problems.

Actually in OrBAC a subject is empowered into a role within an organization.
It is possible to define generic intrusion related roles such as attacker and victim
and activate a subset of rules R; into an organization O; thanks to the contexts
associated with the rules. Those contexts are activated upon the detection of an
occurrence of A;. This way the set of concrete rules inferred from R; are linked
with the occurrence of A; which activates the contexts used in R; through the
organization O;. In this approach the dynamic organizations associated with the
detection of attack occurrences are dynamically and automatically created in-
stead of being handled manually by an administrator. In the context of intrusion
detection, we call threat organizations these dynamic organizations. In some
sense, there is some analogy with the activation of a session in the RBAC model.
However, there are two main differences with a session: an organization threat is
automatically created when an alert is received to process the associated attack
and there are several subjects involved in an organization threat, typically one
or several attackers and one or several victims.

In the remaining of this article we consider that the alerts are expressed in the
IDMEF format. The IDMEF format is an object-oriented representation of the
data generated by Intrusion Detection Systems (IDSs). It defines several classes
such as Source and Target to represent respectively the attacker and the victim
of an event detected by an IDS and the Classification class which uniquely
identifies the event.
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5.1 Threat Organization and Threat Context

We assume that the rules in R making up the RR are defined in an organization
called supervision. The threat organizations are created as sub-organizations of
supervision so that the reaction policy is inherited. When a new IDMEF alert is
generated, a new threat organization is created to manage it. Let us consider an
alert alert;; which is the alert generated upon the detection of the j* occurrence
of attack A;. The following predicate becomes true and binds the alert and the
new organization threat org;;:

threat context management(alert;;, threat org;;)

We defined in |[CBCdV 08|, a complete ontological mapping from IDMEF
schema onto abstract OrBAC roles, activities and views managed by the supervi-
sion organization. Due to space limitation, we do not present this mapping here
but simply introduce those abstract entities we use in the remainder of this paper:

— roles attacker and victim

— activity attack

— views to victim and to attacker to additionally describe various information
related to the victims and attackers of an intrusion.

We then introduce a new context type (see [CCBO§| for other types of contexts)
called threat context. A threat context is activated in threat org to manage
a given alert (modelled using the predicate threat context management(Alert,
Theat org)) if its definition matches the classification of the alert (for this pur-
pose we use the predicate mapping classification(Alert, Threat context)). This
context is active for every triple {subject, action, object} and defined as follows:

hold(Threat org, , , ,Threat context) : —
threat context management(Alert, Threat org),
mapping classification(Alert, Threat context).

This rule says that, if a given threat organization threat org is associated with
the management of an IDMEF alert alert and if this alert classification maps
onto a threat context threat context, then this threat context is activated in the
threat organization threat org for every subject, action and object (denoted by
the do not care symbol “ 7).

Using this context in the specification of rules R;, or a composition of con-
text including it, allows the activation of the rules in R; or a subset of R; in
threat org. The activated rules for alert Alert are deleted when the threat is no
more active by deleting organization threat org.

Notice that in case of conflicts, we consider that security rules that depend on
threat contexts have higher priority than other security rules (see [DTCCBO07]
for more explanation).

5.2 Mapping Alert to Abstract Entities

By contrast to [DTCCB07], The mapping from an alert to the threat abstract
entities in threat org is done using role, activity and view definitions. Here is an
example of generic mapping between the source of an alert and the attacker role:
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empower(Threat org, Subject, victim) : —
threat context management(Alert, Threat org),
mapping target(Alert, Subject).

The mapping from the alert to the abstract entities is independent from the
specification of the threat context. This way a reaction policy can be updated
by adding new rules corresponding to new threats generally without having to
specify the mapping for each new threat.

5.3 Expression of Security Requirements

The reaction policy may express various security requirements as introduced in
the example of section[2l Those requirements may include permissions activated
in the context of an attack attack;, for example the communication between two
servers located in two different networks, which are normally independent, to
backup critical data:

permission(supervision, data server, open ssh connection,
to backup server,attack; ctx)

Here hosts assigned to the data server role are authorized to backup their
critical data on hosts assigned to the to backup server view. This may be im-
plemented by adding rules in some firewalls and routers.

Prohibitions can also be part of the RR. Consider the case of an attacker
trying to connect to a telnet server running on a router from outside a com-
pany’s network. A possible reaction might be to block the traffic coming from
the attacker’s machine and going to the victim’s machine:

prohibition(supervision, attacker, all traf fic, victim, telnet attack ctx)

In this abstract rule, the all traf fic activity abstracts the network protocols
so that there is no need to express the prohibition for each network protocol.

A reaction requirement may be expressed by means of obligations. For instance
a web server may be vulnerable to a newly discovered vulnerability and it should
be stopped when an attacker tries to exploit this new vulnerability:

obligation(supervision, web server daemon, stop, web server,new threat)

Note that we consider that this obligation is an immediate obligation, i.e. it
must be fulfilled as soon as the associated context is true and is no more active
when the context becomes false. Generally some obligations might be enforced
after some delay, typically if the subject of the obligation is a human operator.
Those obligations are called obligations with deadlines [GF05, [CCBBT08|. En-
forcing obligations with deadline is more complex than immediate obligations.
In order to simplify both the implementation and expression of obligations, we
consider only immediate obligation in the remainder of this paper.

Other examples of reaction policies which demonstrate the need for permis-
sions, obligations and prohibitions as part of the reaction policy are presented
in section [l
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5.4 Reaction Process
The reaction process when an alert is received is the following:

1. creation of a threat organization orgipreqt associated with the new alert.
Orgthreat 18 created as a sub-organization of the supervision organization.

2. activation of threat contexts in orgipreqt- Yet no concrete rules are inferred
since no concrete entities are assigned to abstract entities in orgipreqt-

3. creation of concrete entities from the alert mapping. Role, activity and view
definitions are evaluated to extract the data necessary to create the concrete
entities from the alert.

4. assignment of subjects, actions and objects created from the alert to intrusion
roles, activities and views in orgipreqt- This step and the previous one are
specified through the abstract entity definitions.

5. activation of abstract security rules associated with the threat context into
OTGthreat -

6. derivation of concrete security rules from activated abstract rules.

7. deployment of concrete security rules to configure security components.

The last step in this process is not covered by this article but an approach to
deploy dynamic contextual security policies is proposed in [CCBB™0S§].

6 Reaction Policy Examples

In this section we present three examples of reaction policy. The first example
specifies how to react when a buffer overflow is detected. The second and third ex-
amples demonstrate how to react to multi-step attacks: a brute force attack and
a distributed denial of service (DDOS). The multi-step attacks examples assume
that the information system on which the attack is detected uses a correlation
engine to correlate the elementary attacks generated during the execution of the
multi-step attacks (such as [CABT06]). This correlation engine is part of the su-
pervision loop presented in section 2l The reaction policy instantiation process
is detailed in section

6.1 Reacting against a Buffer Overflow

A possible counter-measure against a buffer overflow (BOF) is to isolate the
machine from the network to correct the exploited vulnerability. We take the
example of a BOF vulnerability in the WebDAV-enabled IIS 5.0 servers from
Microsoft. The default threat abstract entities (see section [) are used to write
the abstract rules. Additionally, we define the all protocol activity which ab-
stracts the network protocols used by the machines involved in the attack, the
backup web server view which abstracts the web server(s) started to replace
a stopped web server and the to any address view which abstracts any ip ad-
dress. webdav bof ctx is the threat context defined for this attack. We define
the following obligations and prohibitions:
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— the victim must be isolated from the rest of the network, i.e. all traffic is
prohibited from and to the victim.:
prohibition(supervision, victim, all protocol,to any address,webdav bof ctz)
prohibition(supervision, any address,all protocol, to victim,webdav bof ctx)

— obligation to start a backup web server while the attacked server is
unavailable:
obligation(supervision, administrator, start, backup web server,
webdav bof ctx)

— the vulnerable web server must be patched to remove the vulnerability:
obligation(supervision, administrator, update, to victim, webdav bof ctx)

Notice that, in that reaction scenario, all reaction rules may be activated in
parallel.

6.2 Reacting against Multi-step Attacks

Brute force attack. An example of attack requiring an alert correlation engine
is a brute force attack. As said at the beginning of section [f], we assume an alert
correlation engine has generated a global alert by fusing the elementary alerts
corresponding to several failed logins on the same account using ssh.

As for the previous example, we introduce some additional abstract entities to
express the reaction policy. The rdp role represents the components which deploy
the reaction policy. The wvictim user role abstracts the user being targeted by
the attack. The send reset activity abstracts the action(s) that disconnect the
attacker from the victim. The suspend account activity abstracts the action(s)
taken by the administrator or a process to suspend a user account (which can be
implemented by a script for different OSs like Linux/Unix, Microsoft windows,
etc...). The change password activity abstracts the actions that implement a
password change. The send warning activity abstracts the way a message is sent
to a user to warn him/her that his/her account has been compromised. Finally we
define a to victim account view which abstracts the users accounts. The mapping
between an IDMEF alert and the victim user role and to victim account view
is done through the following role and view definitions (cf section [B2)):

empower(Threat org, Subject, victim user) : —
threat context management(Alert, Threat org),
mapping target user name(Alert, Subject).
use(Threat org, Object, to victim account) : —
threat context management(Alert, Threat org),
mapping target user(Alert, Object).

The following rules correspond to the RR example given in section [ (brute-
force ctz is the threat context defined for this attack):

— all traffic coming from the attacker and going to the victim is prohibited:
prohibition(supervision, attacker, all protocol, to victim, brute force ctz)

— the connexion between the attacker and victim must be interrupted:
obligation(supervision, rdp, send reset, to attacker,brute force ctx)
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— the victim account must be suspended:

obligation(supervision, rdp, suspend account, to victim account, brute force ctz)

the victim must be warned that his/her account has been attacked:
obligation(supervision, rdp, send warning, to victim user,brute force ctx)

once he/she has been warned that his/her account has been attacked, the
victim must change his/her password:
obligation(supervision, victim user, change password, to victim account,
brute force ctx & received warning ctx)
The received warning ctx context is true if the subject has received a warn-
ing through an email for example. Note the use of the context conjunction
operator &.

Reaction policy instantiation example. Consider a brute force attack per-
formed by a machine having ip address ip4 on a computer having for ip address
ipy against the account acy of user usery . Suppose that an Intrusion Detection
System (IDS) detects the attack and generates an alert m. The reaction policy
for this attack occurrence is instantiated as follows:

1.

2.

4.

When alert m is received by the reaction module, a threat organization
threat org; is created as a sub-organization of organization supervision.
The threat context associated with the alert classification of m, namely the
brute force ctx context, is activated.
The relevant role and view definitions are evaluated so that the following
statements become true:
empower(threat org,ipa,attacker), empower(threat orgs,ipy,victim),
empower(threat orgy,usery,victim user),
use(threat orgy,acy,to victim account).
On the other hand we suppose the following statements are already true
before the attack takes place and have been introduced in the policy by an
administrator:

— empower(supervision, rdp host,rdp)

— consider(supervision, tcp reset, send reset)

— consider(supervision, tep, all protocol)

— consider(supervision, udp, all protocol)

— consider(supervision, suspendacct, suspend account)

— consider(supervision, send warning email, send warning)

— consider(supervision, passwd, change password)
Since the brute force ctxr context is true and given the aforementioned as-
signments of concrete entities to abstract entities, the following concrete
security rules are derived:

— is obliged(rdp host,tcp reset,ipa)
is prohibited(ipa, tcp, ipy)
is obliged(rdp host, suspendacct, acy)
is obliged(rdp host, send warning email, usery)

A~ N N~
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Instantiated
ecurity rules

RDP_host Topology

NetConf

Admin_host Mail_server Netfilter

Fig. 2. The deployment architecture. The netconf [NWGN] protocol is used to configure
some components of the information system. The PIE (Policy Instantiation Engine)
is responsible for managing the global security policy. A PDP (Policy Decision Point)
dispatches and translates concrete permissions and prohibitions. The RDP host is
responsible for the deployment of obligations.

The suspendacct is the name of a script which can be used under POSIX
compatible OSs to suspend a user account. Note that when the user receives
the warning, the received warning ctx is activated, thus the conjunction
brute force ctx & received warning ctx becomes true and the following
obligation is inferred:
— is obliged(usery, passwd, acy)
Here passwd is the command line tool used to change a user password.
5. The concrete inferred security rules are deployed (figure [2)). Please refer to
m for an example of reaction policy deployment architecture.

Distributed denial of service. We take the example of a DDOS attack imple-
mented with the trinoo attack tool [Dit99]. An attacker uses the trinoo tool by
connecting his/her computer to computers running the trinoo master program.
Those master computers send commands to slave computers which generate
attack traffic to specified target computers. The slave computers run the tri-
noo slave program. As in the previous example, we assume an alert correlation
engine has detected the full DDOS scenario, hence an alert containing all the
information about the master(s), slave(s) and target(s) of the attack has been
generated.

Since the trinoo attack involves master and slave computers, we refine the
generic abstract entity attacker by creating two sub-roles master and slave. We
can still use the attacker role if for example the same rules must be applied to
the master(s) and slave(s) machines (section Ml hierarchies). Figure B shows the
ports and protocols used by the tool.

The number of machines composing the attack network may vary a lot. Hence
formalizing the reaction policy as an abstract OrBAC policy is interesting as the
number of abstract rules is independent from the attack network size. Moreover a
trinoo network is composed of different types of attackers: the main attacker who
controls the trinoo network, the master machine(s) and the slave machine(s). We
can abstract all those types of attackers as different roles and manage them into
the same dynamic threat organization. We define the following rules:
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Fig. 3. Ports and protocols used by Trinoo

— master and slave machine(s):
prohibition(supervision, attacker, all protocols,to any address,trinoo ddos ctz)
prohibition(supervision, any address,all protocols,to attacker,trinoo ddos ctz)
All traffic is prohibited from and to the master(s) and slave(s). Enforcing
the concrete rules derived from those abstract rules may be impossible if
the computers are outside of the information system. In such a case it is
still possible to filter the incoming traffic. Note that since we want to block
the outgoing and incoming traffic of the master(s) and slave(s), we use the
attacker role and the to attacker view in the rule so that the rules are
inherited through the hierarchies.

— master machine(s):
The master machine(s) can possibly be inside the information system moni-
tored by the IDSs (a malicious employee can install them), so an alternative
way of disabling them is to kill the process making them master(s):

obligation(supervision, administrator, kill master process, to master,
trinoo ddos ctz & is ip)
— slave machine(s):
The same applies for the slave(s):
obligation(supervision, administrator, kill slave process,to slave,
trinoo ddos ctx & is ip)
— victim machine(s):

prohibition(supervision, slave, udp protocol,to victim, trinoo ddos ctx)

UDP traffic between the slave(s) and victim(s) is prohibited.

The is ip context is true when a given ip address is part of the information
system network:

hold(Org, , ,0,is ip) : —ip belong to information system(O)

Note that we use a context conjunction operator & in the two obligations so that
those two rules apply only to computers inside the information system. The follow-
ing role definitions are used to map the alert onto the slave and master sub-roles:

empower(Threat org, Subject, master) : —

threat context management(Alert, Threat org),

mapping source master(Alert, Subject).

empower(Threat org, Subject, slave) : —
threat context management(Alert, Threat org),
mapping source slave(Alert, Subject).
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7 Implementation

Our approach is implemented as part of the supervision platform presented in
section

The MotOrBAC support tool [ACCBCOS] is used to specify the reaction policy
(as well as the entire information system policy). The user can write the abstract
reaction policy and use the simulation window to test his/her policy. Actually
the user can load IDMEF alerts in the simulation window and see the concrete
security rules inferred by MotOrBAC. MotOrBAC is able to assist the user
during steps 1 to 6 in the list presented in section [.4l The 7" step consists in
translating the concrete security rules inferred from the abstract policy into a
set of languages used by the components implementing the security mechanisms
as illustrated in figure @ and further explained in [CCBBT08].

Figure @ shows the abstract obligations defined with MotOrBAC to specify
the reaction policy for the brute force attack example. One can see that this list
of rules contains the rules presented in section [6.2] to react against a brute force
attack. The same figure also shows an example of concrete security rules inferred
when a new alert is received.

Abstract entity definitions for dynamic organizations are specified differently
from other entity definitions because the organization in which the definition is
given does not exist at the time of specification. Instead of selecting the organiza-
tion in which the abstract entity definition is specified, the user chooses the type
Threat organization and specify explicitly the mapping between the IDMEF
alerts and the roles, activities and views using XPath expressions. The IDMEF
alert generated by the correlation engine for the trinoo scenario can contain mul-
tiple instances of the Source IDMEF class. In section[6.2] the proposed reaction
policy is different for the slave and master computers, hence their corresponding
Source class instances in the IDMEF alert must be identified. The correlation
engine segregates the master and slave computers in the alert by using the ID-
MEF Process class of the Source class. The name attribute of the Process class
is used to hold the names segregating the master computer(s) (master process)
and slave computer(s) (ns process).

Rule name Organization Role Activit View Context
oblig3 supervision rdp send_warning to_victim_user brute_force
obligd supenvision victim_user change_password to_victim_account composed_ctx
obligl supenvision rdp send_reset to_attacker brute_force
oblig2 supervision rdp suspend_account to_victim_account brute_force

Type Derives from Subject Action Object

oblination obling victim_user passwd Ivictim_user
Fig. 4. From top to bottom: the list of abstract obligations defined in motorbac for
the brute force attack example and the concrete security rules derived from a sample
IDMEF alert. The prohibitions are in red and the obligations in blue. The last obli-
gation is not activated since the conjunction of contexts specified in the abstract rule

from which it derives is false.
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8 Conclusion

Managing the security of an information system involves defining a security pol-
icy and enforcing it. The supervision loop introduced in section 2] mentions the
role of intrusion detection and the processing of its results, which involves react-
ing against attackers. The way the security components behave when an attack
is detected can be formalized as a reaction policy. In this article, we showed that
the OrBAC model is sufficiently expressive to model such policies. Although the
RBAC model lacks expressiveness to specify such type of policy, we have shown
that the OrBAC concept of dynamic organization is well suited to manage the
activation of security rules upon the detection of an attack. Threat contexts can
be combined with other types of contexts to express complex conditions. Since
the reaction policy is expressed in the OrBAC model, it can be analyzed so that
conflicts between rules can be detected and solved.

We have defined default intrusion roles, activities and views to manage most
intrusions which involve one attacker and one victim. For more complex attacks
with multiple attackers and victims, such as a DDOS, the default abstract en-
tities can be refined. We have implemented the approach in the OrBAC API
library, as a result the MotOrBAC support tool can be used to edit a reaction
policy and help the policy administrators analyze and simulate it. We have inte-
grated the OrBAC API in the implementation of a PIE to enable the automatic
instantiation of reaction policies.

Some aspects have not yet been covered in this article, such as the lifetime of
dynamic organizations, i.e. the lifetime of the concrete security rules deployed
for each detected attack.
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Abstract. Identifying and protecting the trusted computing base (TCB) of a sys-
tem is an important task, which is typically performed by designing and enforcing
a system security policy and verifying whether an existing policy satisfies security
objectives. To efficiently support these, an intuitive and cognitive policy analysis
mechanism is desired for policy designers or security administrators due to the
high complexity of policy configurations in contemporary systems. In this paper,
we present a graph-based policy analysis methodology to identify TCBs with the
consideration of different system applications and services. Through identifying
information flows violating the integrity protection of TCBs, we also propose
resolving principles to using our developed graph-based policy analysis tool.

1 Introduction

In an operating system, an information flow occurs when one process can write to a re-
source (e.g., device or file) which can be read by another process. Inter-process commu-
nication between these processes may also cause possible information flows. Integrity
goal is violated if there exists information flow from an unprivileged process to a privi-
leged process or between two different applications or services where information flow
should be controlled. In a typical system, information flows are controlled through se-
curity policies. Our objective in this paper is to provide an effective framework for
analyzing system security policies and finding policy rules causing information flows
with integrity violations.

There are several related approaches and tools to analyze policies based on certain
information flow models [[1/9411.16]]. Most of these work focus on the identification of a
common and minimum system TCB which includes trusted processes for an entire sys-
tem. These approaches can analyze whether a policy meets security requirements such
as no information flow from low integrity processes (e.g., unprivileged user processes)
to system TCB (e.g., kernel and init). However, they cannot identify integrity violations
for high level services and applications that do not belong to system TCB. In practical,
other than system TCB protection, a high level application or system service is required
to achieve integrity assurance through controlling any information flowing from other
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applications. An existing argument in [20] clearly states the situation as follows: “a net-
work server process under a UNIX-like operating system might fall victim to a security
breach and compromise an important part of the system’s security, yet is not part of the
operating system’s TCB.” Accordingly, a more comprehensive policy analysis for TCB
identification and integrity violations is desired.

Another issue in policy analysis is the large size and high complexity of typical poli-
cies in contemporary systems. For example, an SELinux [12] policy has over 30,000
policy statements in a desktop environment. Under this situation, several challenges
exist for system designers or administrators in the context of policy analysis. We enu-
merate such challenges to derive the motivation of this paper: (1) Understanding and
querying a policy All previous policy query tools lack an effective mechanism for a
user to understand a particular policy. Furthermore, without understanding a policy, the
user even cannot figure out what to query; (2) Recognizing information flow paths In
the work of information flow based policy analysis [9116], information flow paths are
expressed with text-based expressions. However, primitive text-based explanations can-
not provide appropriate degree of clarity and visibility for describing flow paths; and
(3) Identifying integrity violation patterns, inducements, and aftermaths In the work
of Jaeger et al. [L1I17], they elaborate violation patterns using graphs. However, their
approach does not leverage the features and properties of graphs for analyzing policies
and identifying the causes and effects of integrity violations.

In this paper, we consider an information domain as a collection of subjects (e.g.,
processes) and objects (e.g., files, ports, devs) which jointly function for an applica-
tion or service. We further define the domain TCB as subjects which should have the
same integrity level in the domain. The integrity of the domain cannot be judged unless
information flows between this domain TCB and the rest of the system are appropri-
ately controlled. Based on these notions, we propose a domain-based integrity model.
Based on this model, we build a graph-based policy analysis methodology for identify-
ing policy rules that cause integrity violations (or simply policy violations). Our graph-
based approach can provide several benefits since information visualization helps a user
heuristically explore, query, analyze, reason, and explain obtained information. Also,
our graph-assisted approach simplifies analysis and verification tasks while rigorously
producing distinctive representation of analysis results. In addition, we describe a set
of principles for resolving identified policy violations in policy graphs. A graph-based
policy analysis tool (GPA) is also developed based on our approach.

The rest of this paper is organized as follows. Section 2 describes background and
some work related to our graph-based policy analysis. The principles and methodology
of our work are illustrated in Section 3. Section 4 presents how to develop and use
GPA for analyzing policies. In this section, we adopt SELinux policies as an example.
Section 5 concludes this paper presents our future work.

2 Background and Related Work

2.1 Trusted Computing Base

The concept of TCB partitions a system into two parts: the part inside TCB which is
referred as to be trusted (TCB) and the part outside TCB which is referred as to be
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untrusted (NON-TCB). Therefore, the identification of TCB is always a basic prob-
lem in security policy design and management. The famous Orange Book [2] proposes
TCB as part of a system that is responsible for enforcing information security policies.
Reference monitor-based approach is proposed in [4], where a system’s TCB not only
includes reference monitor components, but also encompasses all other functionalities
that directly or indirectly affect the correct operation of the reference monitor such as
object managers and policy database. Considering an operating system, its TCB in-
cludes kernel, system utilities and daemons as well as all kinds of object management
and access control functions. Typical object management functions are responsible for
creating objects and processing requests while typical access control functions consist
of both rules and security attributes that support decision-making for access control.

2.2 Integrity Model

To describe information flow-based integrity protection, various models are proposed
and developed in past years, such as Biba [7], Clark-Wilson [[15], LOMAC [19] and
CW-lite [17]. Biba integrity property is fulfilled if a high integrity process cannot read
lower integrity data, execute lower integrity programs, or obtain lower integrity data
in any other manner. LOMAC supports high integrity process’s reading low integrity
data, while downgrading the process’s integrity level to the lowest level that it has ever
read. Clark-Wilson provides a different view of dependencies, which states that through
certain programs so-called transaction procedures (TP), information can flow from low
integrity objects to high integrity objects. Later the concept of TP is evolved into filter
in CW-Lite model. A filter can be a firewall, an authentication process, or a program
interface for downgrading or upgrading the privileges of a process. In CW-lite model,
information can flow from low integrity processes (NON-TCB) to high integrity pro-
cesses (TCB) through filters.

2.3 Policy Analysis

The closest existing work to ours include Jaeger et al. [11] and Shankar et al. [[17]. In
these work, they use a tool called Gokyo for checking the integrity of a proposed TCB
for SELinux [18]. Also, they propose to implement their idea in an automatic way.
Gokyo mainly identifies a common TCB in SELinux but a typical system may have
multiple applications and services with variant trust relationships. Still, achieving the
integrity assurance for these applications and services is not addressed in Gokyo.
Several query-based policy analysis tools have been developed. APOL [1] is a tool
developed by Tresys Technology to analyze SELinux policies. SLAT (Security En-
hanced Linux Analysis Tool) [9] defines an information flow model and policies are
analyzed based on this model. PAL (Policy Analysis using Logic Programming) [16]
uses SLAT information flow model to implement a framework for analyzing SELinux
policies. All these tools try to provide a way for querying policies. However, they all
display policies and policy query results in text-based expressions, which are difficult
to understand for policy developers or security administrators. Other policy analysis
methods are also proposed. For example, in [23], they propose to analyze the policies
with information-flow based method. For another example, in [22], they try to analyze
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the policies with graph-based model. However, non these approaches are applicable in
our scenarios since they are specific to certain access control model, and none of them
are realized with certain tools.

To overcome these issues, we have developed a graph-based methodology for iden-
tifying and expressing interested information flows in SELinux policies [21]]. We also
have proposed a policy analysis mechanism using Petri Nets is proposed in [3]. How-
ever, this work does not have the capability of policy query, thus is limited in identifying
system TCB and other domain TCBs.

3 Graph-Based Policy Analysis

To help a policy administrator better understand security policies and perform policy
analysis tasks, we first propose a graph-based policy analysis methodology in this sec-
tion. Graphs leverage highly-developed human visual systems to achieve rapid uptake
of abstract information [10]. In our methodology, we have two parallel building blocks:
basic policy analysis and graph-based policy analysis. The basic policy analysis is com-
posed of security policy definitions, integrity model for identifying policy violations,
and methods for resolving policy violations. Graph-based analysis is built according to
basic policy analysis and expresses corresponding components with graphical mecha-
nisms and algorithms. We elaborate the details of our methodology in the remainder of
this section.

3.1 Basic Policy Analysis

Security Policies. A security policy is composed of a set of subjects, a set of objects,
and a set of policy statements or rules which states that a subject can perform what kind
of actions on an object. For information flow purpose, all operations between subjects
and objects can be classified as write like or read like [9] and operations between
subjects can be expressed as calls. Depending on the types of operations, information
flow relationships can be identified. If subject x can write to object y, then there is infor-
mation flow from x to y, which is denoted as write(x, y). On the other hand, if subject
x can read object y, then there is information flow from y to x denoted as read(y, x).
Another situation is that if subject x can call another subject y, then there is informa-
tion flow from y to x, which is denoted as call(y, x). Moreover, the information flow
relationships between subjects and objects can be further described through flow tran-
sitions. In a policy, if a subject s1 can write to an object o which can be read by another
subject s2, then it implies that there is an information flow transition from subject s1
to s9, denoted as flowtrans(si, s2). Also, if subject s can call a subject sy, there is
a flow transition from s; to s2. A sequence of flow transitions between two subjects
represents an information flow path.

Integrity Model. Retrospecting the integrity models introduced in Section 2, one-way
information flow with Biba would not be sufficient for many cases as communication
and collaboration between application or service domains are frequently required in
most systems. Although filters between high and low integrity data are sufficient enough
for TCB and NON-TCB isolations, it is not suitable for application or service domain
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isolations. For example, processes of user applications and staff applications are re-
quired to be isolated since both are beyond the minimum and common TCB boundary.
With that reason, we develop a domain-based integrity model, in which a concept called
domain TCB is defined to describe subjects and objects required to be isolated for an
information domain. To be clear, the minimum and common TCB of a system is called
system TCB in our paper. Also, for a subject in a system, if it neither belongs to the
system TCB, nor belongs to the domain TCB of a particular application or service, then
it is in the NON-TCB of the system.

Information Domain. As mentioned in Section 1, an application or service information
domain consists of a set of subjects and objects. Here, we propose two steps to identify
an information domain.

— Stepl: Keyword-based domain identification. Generally, subjects and objects in a
security policy are described based on their functions, e.g., http is always the prefix
for describing web server subjects and objects in SELinux. Hence, to identify the
web server domain, we use keyword hztp to identify the initial set of subjects and
objects in this domain.

— Step2: Flow-based domain identification. 1In a security policy, some subjects or
objects cannot be identified through keyword prefix. However, they can flow to
initially identified domain subjects and objects, influencing the integrity of this do-
main. Therefore, we also need to include these subjects and objects into the domain.
For instance, in a Linux system, var files can be read by web server subjects such
as httpd. Hence they should be included in the web server domain.

Domain TCB. To protect the integrity of an information domain, a domain TCB is
defined. TCB(d) (domain d’s TCB) is composed of a set of subjects and objects in
domain d which have the same level of security sensitivity. In other words, a web server
domain running in a system consists of many subjects—such as processes, plugins, and
tools, and other objects including data files, configuration files, and logs. We consider
all of these subjects and objects as TCB of this domain, while its network object such
astep: 80 (htt p port t)is not considered as TCB since it may accept low integrity
data from low integrity subjects. In a system, the integrity of an object is determined by
the integrity of subjects that have operations on this object. Hence, we need to identify
TCB(d) subjects of each information domain and verify the assurance of their integrity.

To ease this task, a minimum TCB(d) is preferred. However, in the situation that the
minimum TCB(d) subjects have dependency relationships with other subjects, these
other subjects should be added to domain TCB or dependencies should be removed.
Based on these principles, we first identify an initial TCB(d) subjects which are pre-
dominant subjects for domain d. We further discover TCB(d) considering subject depen-
dency relationships with the initial TCB(d) through flow transition-based identification
and violation-based adjustment.

— Stepl: Initial TCB(d) identification. In an information domain, there always exist
one or several predominant subjects, which launch all or most of other subjects
functioning in this domain. Here, we identify the initial TCB(d) subjects based on
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these subject launching relationships and the number of subjects that a subject can
launch. For example, for web server domain, httpd launches all other processes like
httpd script, hence it belongs to the initial TCB(d) of this domain.

— Step2: Flow transition-based TCB(d) identification. The subjects that can flow
only to and from the initial identified TCB(d) are included into domain TCB. For in-
stance, if subject httpd php can flow only to and from httpd, then hittpd php should
be included into TCB(d).

— Step3: TCB(d) adjustment by resolving policy violations. After identifying policy
violations (or integrity violations described shortly in this subsection), we adjust the
identified TCB(d) with wrongly included or excluded subjects. For example, ini-
tially subject awstats script (web server statistics script) is excluded from TCB(d).
After identifying policy violations caused from awstats script to web server
TCB(d), we found that these violations can be ignored. Hence, the TCB(d) should
be adjusted to include awstats script.

Domain-based Integrity Model. Based on the concept of system TCB and TCB(d), a
domain-based integrity model is defined as follows.

Definition 1. Domain-based integrity model is satisfied for an information domain d if
for any information flow to TCB(d), the information flow path is within TCB(d), or the
information flow path is from the system TCB to TCB(d); or the information flow path
is from another domain TCB and it is filtered.

Through this definition, domain-based integrity model achieves the integrity of an in-
formation domain by isolating information flow to TCB(d). This model requires that
any information flow happening in a domain d adheres within the TCB(d), from system
TCB to the TCB(d), or from another domain TCB via filter(s). In this paper we do not
discuss the integrity of filters, which can be ensured with other mechanisms such as for-
mal verification or integrity measurement and attestation [[14]. Filters can be processes
or interfaces that normally is a distinct input information channel and is created by, e.g.,
a particular open(), accept() or other call that enables data input. For example, linux su
process allows a low integrity process (e.g., staff) changes to be high integrity process
(e.g., root) through calling passwd process. For another example, high integrity process
(e.g., httpd administration) can accept low integrity information (e.g, network data)
through the secure channel such as sshd. Normally, it is the developer’s tasks to build
filtering interfaces and prove effectiveness to the community [[13]. Generally, without
viewing system application codes, an easier way for policy administrator to identify
filters is to declare filters with clear annotations during policy development [[17]. Here,
we assume that filters can be identified through annotations. Also, in our work, initially
we do not have a set of predefined filters. After detecting a possible policy violation, we
identify or introduce a filter subject to resolve policy violations.

Policy Violation Detection. Based on domain-based integrity model, we treat a TCB(d)
as an isolated information domain. We propose the following rules for articulating pos-
sible policy violations for system TCB and TCB(d) protections.

Rule 1. [f there is information flow to a system TCB from its subjects without passing
any filter, there is a policy violation for protecting the system TCB.
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Rule 2. [fthere is information flow from TCB(d) to TCB(d,) without passing any filter,
there is a policy violation in protecting TCB(d,).

Policy Violation Resolution. After possible policy violations are identified with vi-
olation detection rules, we take systematic strategies to resolve them. Basically, for a
violation, we first evaluate if it can be resolved by adding or removing related subjects
to/from system or domain TCBs. This causes no change to the policy. Secondly, we try
to identify if there is a filter along with the information flow path that causes the viola-
tion. If a filter can be identified, then the violation is a false alarm and there is no change
to the policy graph. Thirdly, we attempt to modify policy, either by excluding subjects
or objects from the violated information flow path, or by replacing subjects or objects
with more restricted privileges. In addition, we can also introduce a filter subject that
acts as a gateway between unauthorized subjects and protected subjects.

3.2 Graph-Based Analysis

Semantic substrates 3] is a visualization methodology for laying out a graph, in which
graph nodes are displayed in non-overlapping regions based on node attributes. Through
this way, the location of a node conveys its information. Also, the visibility of graphic
links used to describe node relationships is available depending on user control. In our
work, we use semantic substrates to display policy graph and policy violation graph
which are defined based on the previously stated security policies and policy violations.
A graphical query-based violation identification method is introduced based on domain-
based integrity model. Also, we illustrate how we can apply policy violation resolution
methods to policy violation graphs.

Policy Graph. A security policy consists of a set of subjects, objects, and operations
including write, read and call. We define a policy graph as follows:

Definition 2. A Policy Graph of a system is a directed graph G=(V, E), where the set
of vertices V represents all subjects and objects in the system, and the set of edges E=V
X V represents all information flow relations between subjects and objects. That is,

- V=V, U Vs, where V,, and Vy are the sets of nodes that represent objects and
subjects, respectively;

— E=E,.|J E, U E.. Given the vertices vs1,v52 € Vs separately representing subject
s1 and s2, and vertices v, € V, representing object o, (vs1,v,) € Ey, if and only if
write(sl, 0), (vo,vs2) € E, if and only if read(o, s2), and (vs1,vs2) € E. if and
only if call(s1, s2).

As concluded in [8]], humans perceive data coded in spatial dimensions far more easily
than those coded in non-spatial ones. Based on this concept, we use semantic substrates
to display policies. We divide a canvas into different areas based on the classification of
entities (subjects and objects) and then layout nodes expressing the entities into corre-
sponding areas. We also use non-spacial cues (e.g., color or shape) to emphasize certain
nodes or a group of nodes. Figure [Tl (a) shows the semantic substrates-based graph de-
sign. The Y-axis is divided into regions, where each region contains nodes representing
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entities such as subjects and objects. Furthermore, in each region, nodes representing
entities of different classifications are placed in different spaces along with the X-axis.
For subjects and objects in a policy, S.1...S¢p, and O,1...O.,, separately represent cer-
tain classifications. Different colors and shapes are used to distinguish the identification
of different nodes. Circles and rectangles are used to represent subjects and objects,
respectively. Relationships between subjects and objects are expressed with lines in dif-
ferent colors or shapes. For instance, the write operation between subject so and object
09 is expressed with a red link.

S Se Se2 Se3 S Algorithm 1: [Building Policy Graph]
Input:  The Policy file Policy, the Policy Explanation File F,, the Permission
OSS m3 s Mapping File F),, the Subject Classification File F;, the Object Classification File F,,
N\ OS1 Output: A Semantic-based Policy Graph G
O Sa N\ Method:
o Ou Ou 7 o, (1) Policy_t: = policyParsing( Policy,F., Fy, Fy, F,);/* parsing the policies files into
N subjects, objects and relationships , and mapping the classification into the parsed
\ policies.
| Cos 02 (2) G =drawCanvas (Policy_t); /* constructing the canvas for drawing the graphs
O3 and also dividing the graphs into different areas.

(3) G = drawNodes (G , Policy_t); /* reading the entities for the policies and drawing
them in nodes into the classified areas based on the Policy_t structure.

(4) G =drawlLines (Policy_t, G, n); /* drawing the link from the node to the other
nodes and setting the attribute for the link.

(a) Design 1- Policy Graph: Links between S, and
O, represents write operation; between S; and O,
expresses read operation; between S, and S;
denotes call operation (b) Algorithm for building policy graph

Fig. 1. Designation and algorithm for expressing policies in graph

Different security policies have different formats and components. To give a uniform
way for policy analysis, we need to preprocess a primitive policy. Figure [Tl (b) summa-
rizes the procedures of policy graph representation. First, a policy file Policy is parsed
and mapped through a policy explanation file F,, and a permission mapping file F},. I,
includes meta information such as the format of the policy and subject/object attributes
in the policy. The policy format can be binary or text and is organized in certain or-
der. The subjects are users or processes and objects are system resources such as files,
data, port or labels specifying these resources. F), states operations between subjects
and objects that are mapped to write(), read(), or call(). For instance, if a subject has an
operation to get the attribute of an object, the operation is mapped to read(). In addition,
Fs and F, files separately define subject and object classifications in the system. After
parsing the policy, a canvas is drawn and divided into different areas, on which nodes
representing policy entities are drawn and relationships between them are expressed
with arrows. Also, during the execution of this algorithm, policy rules are stored as
attributes for corresponding graph nodes and arrows.

Violation Identification with Graphical Queries. According to our domain-based
integrity model, we need to investigate information domain, domain TCB, and then
identify policy violations. To complete these tasks, we design a graphical user inter-
face to create and run queries against a policy graph, and then get required information
such as which subject should be included in the information domain. A query formula-
tion is built with four basic components—Subject, Object, Direct flow and Indirect flow.
Figure 2 summarizes these visual components and details are elaborated as follows.

— Subject is shaped as a labelled circle node to indicate policy subject(s) in a query.
A user can define the Subject node as a single subject or a set of subjects based
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subject object direct flow indirect flow
Fig. 2. Policy query building blocks

on different query requirements. The label under the Subject node specifies user
defined subject names. For instance, a user can query to find a policy subject httpd,
a set of policy subjects httpd, php, and ssh, or any sequence of policy subjects “*”
from a policy graph. Color filled in the Subject node represents user defined policy
subject attribute for a query. An example of the attribute can be the name of an
information domain which is expressed in green color. Therefore, a user can create
an example query with green color in the Subject node which is labelled with httpd.
The meaning of this query is to find a subject which belongs to the information
domain and has name httpd. After the subject is found, it is changed to an expected
color (e.g., red), which is defined by the user through specifying the Subject node
line color. Also, if the query purpose is to identify policy subject(s), then wildcard
“?” should be marked on the Subject node.

— Object is represented as a labelled rectangle node to denote policy object(s) in a
query. Similarly, the label under the Object node illustrates a single policy object
(e.g., etc) or a set of policy object (e.g.,etc or bin). Also, a user can specify policy
object attribute (e.g., domain name) for a query and the color of identified policy
object in the result graph through coloring the Object node rectangle and rectangle
line, respectively. In the situation that the query purpose is to identify objects, “7”’
is specified on the Object node.

— Direct flow is drawn with a link to connect Subject node and Object node and pro-
vides a way for direct information flow-based query. The label of a link represents
the intended information flow. For example, a user can query to find if a write
operation exists between a policy subject and a policy object. To specify that the
intended query is to identify a direct flow, a user can denote the Direct flow link
with “?”.

— Indirect flow is expressed in a curved link to connect Subject node and Object node.
The main purpose of indirect flow is to specify the intended information flow paths
between subjects and objects. A user can find the shortest path, all paths, or any
path. The wildcard “*” denotes all paths that can be found between subjects and
objects. If the intended query is to identify indirect flow paths, “?”” should be drawn
on the Indirect flow link.

Information Domain Queries. Corresponding to two steps of information domain iden-
tification presented in Section[3.1l we propose two principles as follows.

— Name-based policy subjects or objects query To identify domain subjects and ob-
jects based on keyword, we construct subject and object queries by using their
names. Figure [3] (a) shows an example query: Identifying the subjects or objects
whose names have prefix “prefix”, and painting result nodes with green color. The
query result is shown in Figure [3] (a’), where subjects S1, S3 and object O; are
identified to be included in the information domain.
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(a’) Result of name-based subjects and
objects query.

(b)) Result of flow-based subjects and
objects query

(") Result of transition-based subjects and
objects query

(d) Result of indirect flow-based subjects
and objects query

o —®
. ? 4 Algorithm 2: [ Building Policy Violation Graph based on Query]
(©) Policy violation query Input: Policy Graph G , the TCB related File F,,, Information Domain d.
s ot Se Scs Sen  |Output: G,
s Method:
0. 0= o | |() NSuu: = getProtectedTCB(G, Fio, ) /*find all the high integrity subject listfor information domain d and colored with red
.51 . inG.
@ () TS = getUntrustedTCB(G, Fry, d); /*find all the low integrity subject list for information domain d and colored with
on o oy |black in G.
(3)  FOR each ns € NSy, DO
Cf @ FOR cach ni & TSy, DO
Mo, [0 o2 (5) G, = displayAllTransLinks( G, ns, nt); /* display the arcs that can lead untrusted subject flowing to trusted
3 subject.
(") Result of policy violation query (€”*) Result of indirect flow-based subjects and objects query
LEGNED [ green colored object & creen colored subject O red colored subject . black colored subject
result object with green color result subject with green color £ result subject with red color O result subject with black color

Fig. 3. Policy query examples

— Direct flow-based subjects or objects query To investigate domain subjects and
objects based on direct flows, we construct an example query shown in Figure [3]
(b). The meaning of this query is: Finding the subjects or objects that can directly
flow to the initial identified domain subjects and objects (green colored), and paint-
ing result nodes with green color. The query result in Figure 3] (b’) indicates that
subjects S2, S4 and object O3 should be added into the information domain.

Domain TCB Queries. For domain TCB identification steps described in Section[3.1]
we query TCB(d) for an information domain with following principles. After TCB(d)
queries are completed, TCB(d) subject information is saved into a file Fj.p.

— Transition-based subjects query To query a TCB(d), we first identify TCB(d)
based on subject launching relationships. The example query in Figure 3] (c) states:
ldentifying and displaying the direct call flow links between domain subjects. Ex-
ample result is shown in Figure 3] (¢’), which displays the call transition relation-
ships between subjects S1, S3 and S3. Hence, subject S5 belongs to TCB(d).

— Indirect flow-based subjects query To identify the subjects that can flow only to
initial TCB(d) as shown in Figure 3] (d), a query is constructed as follows: Identi-
fying the subjects that belong to the information domain (green colored) can flow
only to the initial TCB(d) (red colored) with red color in result nodes. Figure3l(d’)
indicates the example result that S4 should be added into TCB(d).

Policy Violation Queries. Before introducing our methodology for policy violation
queries, we first define a violation policy graph based on our proposed integrity model.
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Definition 3. Given a policy graph G = (V, E), the subject vertices belonging to NON-
TCB, system TCB, and TCB(d) are represented by Vnrcp, Vrop, and Vo pa, respec-
tively. A violation policy graph G¥ = (V¥ EV) for domain d is a subgraph of G where

- VV={v:veVnrcn,Iu:u€ Vrcg UVrcpa A (v,u) € E}
~ B = {(u,0) s, € VO A (u,0) € B)

Figure 3] (¢”) shows a violation path with a flow transition from a low integrity subject
(black) to a high integrity subject (red). To generate the policy violation graph, a query
is constructed as shown in Figure 3| (e), where we draw in the Subject node with black
color (NON-TCB) and red color (TCB), trying to identify the policy violations from
NON-TCB to TCB caused by indirect information flow. Figure[3l(e) shows the details
of policy violation graph generation based on query. Through the query operations per-
formed earlier, NON-TCB, TCB and TCB(d) are elaborated in a file F}.;,. Also, NON-
TCB, TCB and TCB(d) subject nodes are separately colored. Then we discover all flow
transitions from NON-TCB subjects to system TCB subjects or TCB(d) subjects. Note
that it is optional for a policy administrator to specify queries from NON-TCB to TCBs
through specifying the exact subject names rather than using “*”.

Policy Violation Resolutions in Graph. With a generated policy violation graph, we
introduce different approaches to modify the policy graph and remove policy viola-
tions and illustrate the expected graph result after the modification. Based on the policy
violation resolution strategies discussed in Section[3.1 other than ignoring a policy vi-
olation through adding related subjects to system or domain TCBs, we can remove the
violation by importing a filter subject. Comparing Figure 4] (a) with violation resolved
graph in Figure @] (b), write and read operations by the NON-TCB and TCB are re-
moved, transition relationships between subjects and the filter are added, and the policy
violations caused by NON-TCB subjects S and S are resolved. Another optional way
for resolving policy violations is to import new subjects or objects to restrict original
subjects or objects privileges. As shown in Figure dl(c), new object Os is introduced so
the information flows between NON-TCB and TCB are removed. Also, we can resolve
the policy violations through deleting related policy statements. Example result of the
modification is shown in Figure d] (d), where the read operation between object O; and
TCB subject S5 is removed to resolve policy violations between NON-TCB and TCB.
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4 Graph-Based Policy Analysis

Our previous policy visualization tool [21]] has shown the feasibility and benefits to vi-
sualize security policies with semantic substrates [3]]. Extended from this, a more com-
prehensive policy analysis tool (GPA) is developed in our work, which implements the
query functionality for achieving high system assurance with information flow control.
In this section we use an example SELinux reference policy to show the flexibility and
efficiency of policy analysis with our tool. We use JDK1.6 and other necessary Java li-
braries to develop the main analysis components. We implemented graph drawing with
graph package Piccolo [6].

Applying the reference monitor-based TCB identification method to SELinux, sub-
jects functioning as reference monitor such as checking policy and loading policy be-
long to system TCB. Also, processes used to support reference monitor such as kernel
and init, are included into system TCB. After reference monitor-based system TCB
identification is completed, other subject types such as restorecon are required to be
included into system TCB based on their flow transition relationship with the initial
system TCB. Table[I] shows the TCB domains that we have recognized.

As an example, we use Apache web server as a target service domain to achieve high
integrity. We first identify subjects and objects belonging to Apache domain. We then
specify Apache TCB(d), list the policy violations identified against our integrity model,
and resolve them with different principles.

Apache Domain Identification. To identify subjects and objects for Apache domain,
we first apply keyword-based identification principle. As discussed earlier, we use http
as a keyword prefix. As a result, subjects and objects suchasht t pd t,htt pd php t
are included into Apache domain. With the flow-based identification principle, we dis-
cover all subjects and objects that have a direct flow to the initially identified Apache
subjects and objects and include them into Apache domain. Table [Tl shows a selected
list of subjects and objects that we detected. Also, we use graph-based query functions
implemented in GPA to automatically identify Apache information domain. Figures[3l1
(a) and [3lT (b) show how we use graph queries to identify subjects and objects corre-
sponding to Apache domain identification steps.

Apache TCB(d) Identification. Based on the initial TCB(d) identification principle
in Section 3, we get initial TCB(d) subjects from Apache information domain. Specifi-
cally, our analysis shows that all subject domains in Apache related policy rules include
a set of domain relationships since a domain ht t pd t can transit to other ht t pd do-
mains such as ht t pd php t and so on. Thus, a subject labelled by ht t pd t is a pre-
dominant subject which launches other subjects in Apache server. Similarly, a subject
labelled as ht t pd suexec t is also a predominant subject since this domain can tran-
sit to most of other ht t pd domains. Naturally, ht t pd t and ht t pd suexec t are
included into Apache TCB(d). Secondly, we construct a query to find all subjects that
can transit only to the initially identified TCB(d) (shown in Figure[3lI (d)). Based on the
generated query results, htt pd sysadmscript t, httpdrotatel ogst and
htt pd php t cantransitonly toht t pd t and htt pd suexec t other than system
TCB subjects.
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Violations and Resolutions for Apache. Based on the example query drawn in
Figure A1 (e), we automatically identify possible policy violations from NON-TCB
subjects to TCB(d) subjects in Apache service. Figure BIII) shows the identified policy
violations, which implies that TCB(d) integrity is violated because NON-TCB subjects
have write like operations on objects that can be read by TCB(d) subjects. Due to pos-
sible high number of violations, our GPA tool can selectively show certain violations,
allowing a policy administrator to solve them based on the priority.

Adjust TCB(d). After policy violations are identified, Apache TCB(d) is required to
be adjusted and policy violations should be removed. As shown in Table 2] ht t pd

awstat s script t can flow to TCB(d) subjects through htt pd awst ats

scri pt rwt. At the same time, it is flown in by many NON-TCB subjects through
some common types such as devtty t. Hence, we ignore the violations caused by
this awstats script and include it into TCB(d). Similar situation occurs for
htt pd apcupsd cgi script t and httpd prew kka scri pt t. However,

Table 1. Apache information domain

System TCB
kernel _t load_policy _t initrc_t bootloader_t quota_t
mount_t ipsec_mgmt_t useradd_t automount _t passwd_t
hwclock_t admin_passwd_exec_t cardmgr_t checkpolicy_t fsadm_t
kudzu_t sshd_login_t restorecon._t newrole_t klogd_t
syslogd_t sysadm_t getty_t apt_t sshd_t
dpkg_t logrotate_t snmpd_t Idconfig_t init_t
Ivm_t local _login_t setfiles_t
Identified Key word-based Apache Subjects and Objects
Apache Subjects
httpd_staff_script_t httpd_awstats_script_t httpd_t httpd_rotatelogs_t httpd_helper_t

httpd_unconfined_script_t

httpd_php_t

httpd_sysadm_script_t

httpd_sys_script_t httpd_suexec_t

httpd_prewikka_script_t

httpd_apcupsd_cgi_script_t

httpd_user_script_t

Apache Objects

httpd_staff_script_ra_t

httpd_unconfined_script_ro_t

httpd_cache_t

httpd_user_script_rw_t

httpd_user_script_exec_t

httpd_prewikka_script_ro_t

httpd_exec_t

httpd_apcupsd_cgi_script_ra_t

httpd_user_htaccess_t

httpd_apcupsd_cgi_htaccess_t

httpd_lock_t

http_port_t

httpd_sys_script_rw_t

httpd_apcupsd_cgi_script_rw_t

httpd_tmpfs_t

httpd_awstats_script_ra_t

httpd_helper_exec_t

http_cache_client_packet_t

httpd_log_t

httpd_awstats_script_ro_t

httpd_awstats_htaccess_t

httpd_awstats_script_exec_t

httpd_user_content_t

http_cache_port_t

httpd_awstats_script_rw_t

httpd_apcupsd_cgi_script_exec_t

httpd_staff_htaccess_t

httpd_sysadm_script_rw_t

httpd_sys_script_ra_t

httpd_prewikka_script_exec_t

httpd_suexec_exec_t

httpd_sysadm_script_ro_t

httpd_user_script_ro_t

httpd_unconfined_script_ra_t

httpd_php_tmp_t

httpd_php_exec_t

httpd_prewikka_content_t

httpd_prewikka_htaccess_t

httpd_staff_content_t

httpd_staff_script_ro_t

httpd_rotatelogs_exec_t

httpd_prewikka_script_ra_t

httpd_squirrelmail t

httpd_unconfined_script_rw_t

http_server_packet_t

httpd_prewikka_script_rw_t

httpd_sys_htaccess_t

httpd_modules_t

httpd_staff_script_rw_t

httpd_sysadm_script_exec_t

httpd_tmp_t

httpd_sys_script_ro_t

httpd_sysadm_htaccess_t

httpd_staff_script_exec_t

httpd_sys_content_t

httpd_apcupsd_cgi_script_ro_t

httpd_sys_script_exec_t

httpd_unconfined_script_exec_t

httpd_config_t

httpd_suexec_tmp_t

httpd_sysadm_content_t

httpd_unconfined_content_t

http_client_packet_t

httpd_unconfined_htaccess_t

httpd_sysadm_script_ra_t

httpd_apcupsd_cgi_content_t

httpd_var_lib_t

httpd_user_script_exec_t

httpd_awstats_content_t

http_cache_server_packet_t

httpd_var_run_t

Identified Flow-based Apache Subjects and Objects

Apache Subjects
applications [staff application [sysadm application _[services [user application
Apache Objects
*_node_t (10 types) [*_port_t (116 types) [*_fs_t (38types) [*_home_dir_t (4 types) _ [others
Identified Apache TCB(d)
httpd_suexec_t [httpd_awstats_script_t [httpd_t [httpd_helper_t [httpd_php_t

httpd_sysadm_script_t

[httpd_prewikka_script_t

[httpd_rotatelogs _t

[httpd_apcupsd_cgi_script_t|
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Table 2. Policy violations of Apache domain

Policy Violations

NON-TCB Type:Class TCB(d) Subject Solve

270 * node t: node TCB(d) subjects Filter

270 * port t: tcp socket TCB(d) subjects Filter

270 netif t: netif TCB(d) subjects Filter

6 subjects dns client packet t :packet TCB(d) subjects Filter

6 subjects dns port t:packet TCB(d) subjects Filter

25 sysadm devpts t:chr file httpd t Modify
104 initrc devpts t: chr file httpd thttpd rotatelogs t Modify
16 console device t: chr file httpd t,httpd suexec t Modify
270 devlog t :sock file httpd t,httpd suexec t Modify
270 device t:chr file TCB(d) subjects Modify
270 devtty t:chr file TCB(d) subjects Modify
3 sysadm tty device t:chr file httpd t Modify
5 urandom device t:chr file httpd t Modify
270 zero device t:chr file TCB(d) subjects Modify
134 initre t:fifo file TCB(d) subjects Modify
5 var run t:dir httpd t Modify
72 var log t: dir httpd t Modify
72 tmpfs t:dir httpd t Modify
httpd staff script t httpd staff script * t:file httpd t Modify
httpd user script t httpd user script * t:file httpd t Modify
httpd sys script t httpd sys script * t:file httpd t Modify
httpd unconfined script t httpd unconfined script * t:file httpd t Modify
webalizer t httpd sys content t:file httpd t Modify
httpd apcupsd cgi script t httpd apcupsd cgi script * t:file httpd t Ignore
httpd awstats script t httpd awstats script * t:file httpd t Ignore
httpd prewikka script t  httpd prewikka script * t:file  httpd t Ignore

Further Policy Violations Example

NON-TCB Type:Class Adjusting Subject Solve

270 devtty t:chr file httpd prewikka script t ~ Modify
270 devtty t:chr file httpd awstats script t Modify
270 devtty t:chr file httpd apcupsd cgi script t Modify

httpd staff script t cannot be included into TCB(d) since it would lead un-
limited file access for the staff services such as staff t,staff nozillat, and
staf f npl ayer t.

Remove Policy Rules. Another way for resolving policy violations is to remove the re-
lated policy statements. For example, webal i zer t is to label a tool for analyzing
the log files of web server and is not necessary to modify web server information. To
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resolve the policy violations caused due to the write access to ht t pd sys cont ent t
by webal i zer t, we remove the policy rule stating write like operation between
webal i zer t and httpd sys content t.

Modify Policy Rules. Many policy violations are caused because related subjects or
objects are given too much privileges. Hence, rather than just removing related pol-
icy statements, we also need to replace these subjects or objects with more restricted
rights. For example, for policy violations caused by read and write accesses toi ni tr c

devpt s t, our solution is to redefine i ni trc devpt s t by introducinginitrc

devptst, systeminitrc devptst, and * daenoninitrc devptst

(* representing the corresponding service name). Corresponding policy rules are also
modified as follows:

allow httpd.t initrc.devpts_-t:chr_file {ioctl read getattr lock
write append}; ischanged to

allow httpd.t httpd.daemon-initrc.devpts_t:chr_file {ioctl read
getattr lock write append};

Add Filter. Based on the domain-based integrity model, a filter can be introduced into
policies to remove policy violations. For example, to remove the violations caused by
http port t, we introduce a network filter subject as follows:

allow user_xserver_t networkfilter_t:process transition;
allow networkfilter_t http_port_t:tcp_socket {recvmsg sendjnsg};

After the modification is applied, the original policy violations are eliminated. In gen-
eral, to validate the result of a policy modification, we recheck the relationships between
the policy violation related domains and types. Comparing Figure 3 (¢) with Figure
(b), we can observe that all read operations between TCB(d) and type ht t p port t

are removed. Also, the write operations between NON-TCB and http port t are
also removed. Instead, a new domain net wor kf i | t er t is added, which has write
and read operations on ht t p port t. Also, all TCB(d) and NON-TCB subjects can
transit to this new domain type.

5 Conclusion

In this paper, we have proposed a graph-based policy analysis framework to effectively
verify complex security policies for integrity protection, based on a proposed domain-
based integrity model. We develop an intuitive visualization tool to demonstrate the
feasibility of our framework. Additionally, we discuss how we can use our framework
to analyze SELinux policies and the results demonstrate the effectiveness and efficiency
of our methodology. We believe that this is the first effort to formulate a general policy
analysis framework with graph-based approach. We are going to develop a violation
graph based ranking schema, which can be used to help resolving the policy violations.
Also, the userability of the graph-based policy analysis tool will be studied. In addi-
tion, we plan to enhance the flexibility of our approach and investigate how our policy
analysis framework and tool can be utilized with other integrity models.
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Abstract. In [18] it was shown that the ability to perform oblivious au-
tomata evaluation was useful for performing DNA searching and match-
ing. By oblivious automata evaluation we mean that one participant has
a finite state machine and the other participant has a sequence, and
at the end of the protocol the sequence owner learns whether the ma-
chine accepts the sequence. A protocol was given in [I8], but it required
O(n) rounds (where n is the number of characters in the sequence) and
O(mn) modular exponentiations (where m is the number of states in the
automata). Both of these factors limit the applicability of this approach.
In this paper we propose a new protocol that requires only O(1) rounds
and reduces the number of modular exponentiations to O(n) without re-
vealing any additional information. We have implemented both schemes
and have shown experimentally that our scheme is two to three orders
of magnitude faster than the previous scheme.

Keywords: Privacy-Preserving Protocols, DNA matching, and
Cryptography.

1 Introduction

In this paper we consider the problem of evaluating an automata in an oblivious
manner. That is, one participant, Alice, has an automata that she regards as
private, and the other participant, Bob, has a sequence which he regards as
private. We desire a protocol where Bob learns whether Alice’s automata accepts
his sequence, but Bob learns no other information about the automata and Alice
learns no information about Bob’s sequence. This problem was considered in
[18] with the motivation of applying this technology to oblivious DNA searching
and matching. For example, it is possible to build a finite state machine that
accepts only DNA sequences that contain a specific sub-sequence that is close to
a marker sequence. Assuming Alice has found such a marker (perhaps Alice is
a large pharmaceutical company) and would like to sell a service to Bob where
he learns whether he has a predisposition to the disease, then this technology
would make it possible for Bob to learn whether he has a predisposition to the

E. Gudes, J. Vaidya (Eds.): Data and Applications Security 2009, LNCS 5645, pp. 81 2009.
© IFIP International Federation for Information Processing 2009
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specific disease without revealing his DNA sequence to Alice or revealing Alice’s
proprietary information to Bob.

In the near future, it is envisioned that it will be possible to sequence one’s
own DNA for a modest price. For example, the US National Institute of Health
has set a goal that by 2014 it should be possible to sequence a human genome
for under 1000 dollars [I]. When such technology exists, genomic information
in electronic form will become ubiquitous. This raises serious privacy concerns,
as it is easy to envision possible abuses of such information. And while recent
legislation in the US will make it illegal to discriminate based on DNA [2], it
is desirable to have technology that would allow this data to be useful without
having to share it with other entities.

In [18], a protocol was proposed for evaluating an automata in an oblivious
manner. However, while their scheme was an excellent first step towards practical
DNA searching and matching, their scheme has two performance drawbacks: i)
it requires rounds linear in the size of Bob’s sequence, and ii) it requires modular
exponentiations proportional to the number of states in the automata times the
number of characters in Bob’s sequence. Since modular exponentiations require
significantly more computation than many other operations, they are an accurate
estimator of performance for protocols. In this paper we introduce a new scheme
that reduces the number of rounds to a small constant and reduces the number of
modular exponentiations to a value that is linear in the length of Bob’s sequence.
Furthermore, we have implemented both our scheme and the scheme in [18] and
we show experimentally that our scheme is 2 to 3 orders of magnitude faster
than the previous scheme.

1.1 Problem Definition/Notation

The server has a automata denoted by (X, S,q, M, F) where X' is the alpha-
bet (we denote the alphabet as X,...,X|x|), S is a set of states denoted by
{s0y---y8m—1}, ¢ € S is the initial state, M is a X' x m matrix representing
the transition function, i.e., M(i, ) represents the state that the automata en-
ters when processing input Y in state s;, and F' C S is the set of final states.
The server regards this automata as private. The client has a sequence of letters
by -4, € {X}", that it regards as private. For convenience we denote the state
that the automata is in after processing the string ¢ --- £, by S¢,...¢,,. More
formally, sy, = M (41, q) and sg,...0, = M (€;,80,...0,_,)-

The goal of the protocol is for the client to learn whether the server’s automata
accepts its sequence (i.e., if sy,...q, € F'), without revealing information about
the sequence to the server (including the automata’s result) and the client learns
nothing other than what can be deduced from this result.

In this paper we assume that the automata owner is honest-but-curious in that
it will follow the protocol exactly but will try to infer additional information.
We consider this model because: i) if a protocol cannot be made practical in
this restricted model then there is little hope that it could be made secure in
a stronger adversary model and ii) by auditing the server and levying fines for
misbehavior would give disincentives to keep the server from misbehaving.
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1.2 Owur Contributions
The contributions of this work are as follows:

1. We introduce a new protocol for oblivious automata evaluation that requires
only a constant number of rounds (a reduction from O(n) in the previous
scheme), and reduces the number of modular exponentiations from O(mn +
n|X]) to O(n).

2. We have implemented our scheme along with the scheme in [I8] and we show
experimentally that our proposed scheme is 2-3 orders of magnitude faster
than the previous approach.

3. We extend our scheme to support transducers (i.e., finite state machines that
produce more than Boolean output).

1.3 Organization of Manuscript

The remainder of this document is organized as follows. In section [2 we describe
related work. In section [3] we describe tools needed for our protocol. In section [
we describe the scheme in [I8] in more detail so that it is possible to compare the
schemes. In section Bl we introduce our new scheme. In section [7] we introduce
experimental results, and we summarize our results in section [

2 Prior Work

2.1 Generic SMC

Secure Multiparty Computation (SMC) is the problem of creating a privacy-
preserving protocol for any function f[U; that is, creating a protocol that com-
putes f over distributed inputs while revealing only the result and inferences
that can be made from this result. General results state that any function can be
computed in such a secure manner. The first constructions for secure two-party
SMC were given in [19)20]; these assumed that the adversary of the protocol was
honest-but-curious (HBC) in that the adversary will follow the protocol exactly
but will attempt to make additional inferences. Later a construction was given
for multiple parties [10] in the malicious adversary model (where the adversary
deviates arbitrarily from the protocol) assuming that a majority of the partici-
pants are honest. There have also been many other papers attempting to improve
the efficiency of these protocols to make the general results practical. Another
approach that has been deployed is to introduce a domain-specific protocol that
is more efficient than the general results. We describe specific secure protocols
for genomic problems in the next section.

One crucial difference between the problem considered in this paper and the
above-mentioned general results is that in this paper, the server’s input is a
function (i.e., an automata) and the function being evaluated is private. Some

! We are assuming that f can be computed in polynomial time when given all of the
inputs.
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prior approaches include: i) Selective private function evaluation (SPFE) and
ii) Cryptocomputuing. The goal of SPFE [§] is for one party to compute a pri-
vate function over a subset of another party’s database without revealing the
function. However, this model is different than the one used in our approach.
Cryptocomputing [I7] allows two parties to compute a private function on an-
other party’s input. This work was extended in [4J5] to support more general
functions. In this paper we introduce a more efficient approach for the specific
problem of oblivious automata evaluation.

2.2 Privacy-Preserving Protocols for Genomic Computation

The work most closely related to this paper is [I8], which introduced a protocol
for oblivious automata evaluation, with the goal of being able to perform robust
DNA searching. We describe the protocol proposed in this paper in more detail
in section @l While there are many applications for doing oblivious automata
evaluation, a primary motivation is to be able to perform DNA searching and
matching. There has been other work that has considered the problem of privacy-
preserving DNA matching. For example, the work in [3] introduced a protocol
that computes the edit distance between two sequences and a new protocol was
introduced in [I1] that improved the efficiency of this scheme. Thus the work in
this paper is semi-orthogonal to the work in [3IT1] in that: i) for computing the
edit distance between two sequences the approach described in this manuscript
is less general than the other papers, but this allows the scheme to be more
efficient, and ii) however, the scheme proposed in this paper allows for many
other computations not supported in [BIII] in that it can evaluate an arbitrary
automata.

3 Building Blocks

3.1 Oblivious Transfer

In this paper (and in [I8]) we require the usage of a chosen 1l-out-k Oblivi-
ous Transfer (OT). In this protocol the sender has k values vy, ...,v; and the
chooser has a specific index i € [1,k]. At the end of the protocol the chooser
obtains v; but does not learn any information about the other values and the
sender does not learn which value was chosen. We specifically, use the protocol
for OT described in [15], which requires O(1) rounds of communication, O(1)
modular exponentiations by both participant:E, O(k) modular multiplications
by the server and O(k) communication.

3.2 Yao’s Scrambled Circuit Evaluation

In Yao’s Scrambled Circuit Evaluation [20], one participant will generate an
oblivious circuit that computes the desired outcome and that the other

2 Technically, the sender must perform O(k) exponentiations in an initialization phase
but these can be amortized over multiple runs of the protocol.
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participant will evaluate this circuit. One crucial idea behind this construction
is that the generator will choose two random encodingﬂ for each wire of the
circuit—one corresponding to 0 (false) and the other to 1(true). The evaluator
learns the encoding corresponding to the actual value of the wires, but does not
know what this encoding corresponds to. While the generator would know the
meaning of the encoding, the generator does not know the encoding known to
the evaluator. Thus neither participant knows the true value of the wire, but
together they do. For a more detailed description of this protocol and a proof of
security see [13].

3.3 Additively-Homomorphic Encryption

While the scheme we propose in this paper does not utilize a homomorphic en-
cryption scheme, the scheme in [I8] did, and thus to make a detailed comparison
between the schemes we provide a brief overview of such encryption schemes. In
an additive homomorphic encryption scheme, the product of two ciphertexts is
a ciphertext of the sum of the two plaintexts. This allows basic operations to be
performed on encrypted values. One specific homomorphic encryption scheme is
described in [16]. More specifically, when we refer to homomorphic encryption,
we are using an encryption scheme with the following properties: public-key,
semantically-secure, additive homomorphism-Given E(x) and E(y), we require
that D(E(z)* E(y)) = x+y and D(E(z)) = z¢, and re-encryption-Given E(z)
and the public parameters of the homomorphic encryption scheme it is possible
to re-encrypt the value to obtain another ciphertext for  (usually this is done
by multiplying by E(0)). Note that encryption, decryption, and re-encryption
all require O(1) modular exponentiations.

4 Previous Scheme and Analysis

In this section we give a high level overview of the scheme introduced in [I8],
and we also provide a detailed analysis of the cost of this approach. A principle
idea of this scheme, is that the sequence owner (hereafter referred to as the
client) will learn the current state of the automata obfuscated by an additive
permutation factor chosen by the automata owner (hereafter referred to as the
server). That is, the current state will be additively split between the two parties
so that neither will know the actual value. Initially, the protocol is bootstrapped
by having the client and server engage in a l-out-of-|X| OT protocol to learn
the state of the automata after the first character of the sequence.

Protocol. To set up this protocol, it is assumed that server has received the
client’s public key for a semantically-secure homomorphic encryption system,
and that client has received the setup information to be a chooser in an OT
protocol (as in [15]).

3 At a high level these can be thought of as cryptographic keys.
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1. The server chooses n integer values, hi,...,h, where each value is chosen
uniformly from [0, m—1]. The server constructs || values, v, ..., v 5| where
v; = M(i,q) + h1 mod m (Recall that ¢ is the initial state of the automata).
The server and the client engage in a 1-out-of-|X| OT protocol where the
server inputs vi,...,v|y| and the client chooses £1. The client stores this
value as sj, (The prime is used to denote that this is the current state
additively permuted).
2. In sequence, for each value ¢ from 2 to n they do:
(a) The client creates a list of encrypted values E(ay),..., E(al,_,) where
a; =1ifj= 521---&71 and is 0 otherwise. The client sends these values
to the server.
(b) The server shifts these values by h;_1 positions to obtain E(agp),...,
E(an—1) where E(a;) = E(a}_, | mod m)- Note that a; is 1 if and only if
J = S¢y.4,_,- The server creates an n x 1 matrix A with these values. The
server then creates a | X'| X n matrix M’ where M’(i, j) = M (i, j)+ h; mod
m. Using standard techniques for computing with homomorphically-
encrypted values the server calculates M’A to obtain the valuesry, . . ., ||
(c) The server and the client engage in a l-out-of-|X| OT protocol where
the server inputs 71,...,7 x| and the client chooses ;. The client stores
this value as sj, . ,. -
3. The server creates m messages 21, . .., Zm Where 2; is 1 if 8,5, mod m is a final
state and is 0 otherwise. The server and the client engage in a 1-out-of-m OT
protocol where the server inputs 21, ..., zy, and the client chooses sy,...., .
If the client receives 1 then its sequence was accepted by the automata and
if the client learns 0 then its sequence was not accepted by the automata.

Analysis. The above protocol requires O(n) rounds as step 2 must be run
sequentially. The server’s computation for each letter in the sequence is O(|X|m)
as this is the number of modular multiplications to perform the matrix multiply
and requires O(|X|) modular exponentiations, thus in total the server performs
O(|XZ|mn) operations and O(]X|n) modular exponentiations. The client must
perform O(m) operations and modular exponentiations per character in the
sequence, and thus it has to perform O(nm) such operations in total. Finally,
the protocol requires O(pymn + pan|X|) bits of communication, where p; is
the size of an semantically-secure homomorphic encryption (e.g., 2048 bits for
security comparable to 1024-bit RSA keys for the Paillier scheme [16]) and po
is the size of a hash function (e.g., 160 bits for SHA-1). Table [[l summarizes the
performance of this scheme. Two performance bottlenecks with this scheme are:
i) the number of rounds grows linearly with the length of the sequence being
checked, and ii) the number of modular exponentiations is prohibitively large.

5 Proposed Scheme, Analysis, and Comparison

In this section we introduce our new scheme for oblivious automata evaluation;
this scheme borrows ideas from Yao’s Scrambled Circuit Evaluation [20]. That
is, a single step of automata processing is similar to processing a single gate in
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a circuit. Like the previous scheme the client will learn the current state of the
automata obfuscated by an additive hiding factor. Also, for each character of
the sequence the server will create an encodinﬁ for each possible state and the
client will learn the specific encoding corresponding to the current state. Also,
for each sequence character, the server will choose an encoding for each letter of
the alphabet and the client learns the encoding corresponding to his sequence’s
current letter. Using this permuted state and the state and alphabet encodings,
we describe an oblivious transition function that allows the client to compute the
next state encoding and permuted state from the previous values. More details
are described below:

1. The server chooses (n — 1)|X| random encodings k; ; for i € [2,n] and j €
[1,|2]]. In the following, these will be referred to in the following as the
alphabet encodings. In this protocol the client will learn, k; ¢, for each i €
[2, n] and will not learn any of the other alphabet encodings. These encodings
will be revealed via n — 1 oblivious transfer protocols, which can all be done
in parallel.

2. The server chooses mn random encodings e; ; for ¢ € [1,n] and j € [1,m].
In the following, these will be referred as the state encodings. The client
will learn €1,50,5€2,50,050 -+ 1 €nysey ot and no other state encodings. That is,
the client will learn one state encoding for each letter of his sequence, and
this state encoding will be the one corresponding to the actual state of the
automata after processing that portion of the client’s sequence.

3. The server will choose n state permutation values hq,...,h, and the client
will learn sg, + h1 mod m, S¢,¢, + he mod m, - -+, s¢,...e, + hy, mod m. That
is, the client will learn the obfuscated state of the automata after processing
each letter.

We will now describe an oblivious transition function that maps (kg j,eg—1,s,
s+hg_1 mod M) to (egar(j,s), M (j, 8) +hy mod M). That is if after g—1 charac-
ters the client is in state s, and its gth letter was X;, then this oblivious function
allows the client to learn the encoding for M(j, s) (i.e., the next state of the au-
tomata) along with the value of this state permuted by the hiding factor. We
will denote this gth transition function as a |X| x m matrix as G4, where

Gg[j, Z] = (eg,M(j,s)HM(j7 S) + h’g mod m) S2) f(eg—l,sv kg,j)

where s = i—hy mod m and f is a pseudorandom function?. Note that in order to
obtain the value (eg rs¢;,5)||M (J, 8) + hy mod m) the client must have both e, s
and k4 ;, and since the client has at most one state encoding for g — 1 and one
alphabet encoding for g it will be able to only obtain one state encoding for g.

4 Hereafter when referring to the term encoding, we are referring to a value chosen
from {0, 1}” for some security parameter p.

® Note this idea is very similar to the ideas used in [20/T4] in that these scheme built
an oblivious gate evaluation using similar encodings/ permuted values. Furthermore,
such schemes were proven secure in [13].
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Now suppose the client has G, and that s = sy,...¢,_,. Further suppose that
the client has i = s+ hg_1 mod m , eg_15, kg, and K the client can compute
Gylly, 1] ® fleg—1,s, kgvgg) to obtain g, M(2,,s) and M(Kg7 s5) + hg mod m.

To help clarify the above process, we now give an example Which demonstrates
the above protocol. Suppose the server has an automata with two states that
processes an alphabet of size two where the automata transition function is as
follows: M0,0] = 0,M]0,1] = 1, M[1,0] = 0, M[1, 1] = 1. Further suppose that
hg—1is 1 and hg is 0, then the values of G, are as follows:

= G4[0,0] = e40[[0® fleg—1,1,kg,0)
= G4[0,1] = eg 1|1 ® f(eg—1,0,kg,0)
= Gy[1,0] = eg0l[0® fleg—1,1, gl)
= Gy[L,1] = egl|1 @ f(eg—1,0,kg,1)

Further suppose that the client is in state 0 after ¢ — 1 characters and that
his next character is 1. Now the client has the following values: e;_1,0 (the
encoding corresponding to its state), ¢ = 1 which is its current state permutes
with hg_1, and k4 1 (its alphabet encoding for ¢4). The client computes G4[¢y, i]®
f(eg—lyoa kg,l) = Gg[la 1]e f(eg—1,07kg,1) = i
permuted state. Note that the permuted state is 1, and since the new hiding
factor is 0, this corresponds to the automata being in state 1.

In what follows we describe the protocol in detail:

1. The client and the server engage in (n — 1) l-out-of-|¥| OTs (in parallel)
where in the ¢th protocol the server acts as the sender and uses k; x,,. ..,
ki x5, and the client inputs ¢; for i € [2,n]. After this step the client will
have k; o, for all i € [2,n].

2. The client and server engage in l-out-of-|X| OT where the server inputs
ai,...,a x| where a; = ey pr(x,,q)||M(Xs, ¢)+h1 mod m and the client inputs
£1. After this step the client will have the permuted state and the encoding
for the automata after processing the client’s first character.

3. The server calculates Go,...,G, and sends them to the client. The client
then evaluates the functions in sequence as described above and after eval-
uating G,, we will denote the permuted state by f = s¢,...e,, + hy, mod m.

4. The server creates m messages 21, ..., zm where z; is Enc(l, e, i—h, mod m)
if $;_p, modm € F (ie., it is a final state) and is Enc(0, en i—h,, mod m)
otherw1se|§ Note that by encryptlng the result with the final encoding this
prevents the client from choosing an arbitrary state to learn information
about the automata. The server and the client engage in a 1-out-of-m OT
protocol where the server inputs zi,..., 2, and the client chooses f. The
client decrypts the value with the encoding of the final state and if the client
receives 1 then its input was accepted by the automata and if the client
learns 0 then it was not accepted by the automata.

Analysis. Note that the above protocol can be done in O(1) rounds. Also, the
server needs to perform O(mn|X|) work to calculate all of the oblivious transition

5 We are denoting the encryption of a message m with a key k was Enc(M, k).
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functions, but only needs to perform O(n) modular exponentiations (to perform
OTs). Similarly the same amount of computation and modular exponentiations
need to be performed by the client. Finally, the size of the oblivious transition
function information is O(pamn|X|) (where po is the size of a secure pseudo-
random function) and to perform the n OTs the communication requirements
are O(p1nX) (where p; is the size of a modulus where the discrete logarithm
problem is hard).

The careful reader may be wondering why the above scheme does not simply
just use Yao’s garbled circuit evaluation to compute the state of the automata.
That is, what is the efficiency of building a circuit that evaluates the automata?
The efficiency of this approach is a function depends on two factors: i) the
number of inputs into the circuit, and ii) the number of gates in the circuit.
Clearly, the number of inputs would be O(nlog|X|) as each of the n letters has
O(log X) bits. The evaluation of each state is essentially a table lookup in a
table with O(m|X|) entries. Thus in the straightforward circuit, each letter will
require O(m|X|) equality checks each involving O(logm + log | X)) bits. And so,
each state would require O(m|X|(logm + log|X))) computation, and thus the
total computation would be O(mn|X|(logm + log|X)|))).

Table [lsummarizes the performance of all three approaches. We now compare
the scheme in this paper and the scheme in [I8]: Clearly, the number of rounds
required by our scheme is substantially improved in our scheme. Furthermore,
we have essentially replaced the modular exponentiations of the previous proto-
col with the evaluation of a pseudorandom function. And since pseudorandom
functions are two to three orders of magnitude faster than homomorphic en-
cryptions, we would expect to see a large performance difference between these
schemes. Finally, it might appear that the communication required by our pro-
tocol is higher than that of the previous scheme, for the specific problem of DNA
matching (i.e., when |X| = 4), then p3|X| < p1, so the communication between
these schemes is comparable. Also, the performance of the proposed scheme is
asymptotically superior to the generic construction based on Yao’s protocol.

Security Analysis. In the full version of the paper we will provide a detailed
security proof, but we give only a brief overview here. The basic argument rests
on the composition theorem from [7], that is when we replace the OT protocols
and oblivious gate evaluation function with ideal versions (that utilize a Trusted
Third Party) of the protocol it is straightforward to show that the resulting pro-
tocol is secure. Thus when we replace these functions with secure protocols, the

Table 1. Performance Comparison Summary

Metric Original [18] Proposed Yao-based
Rounds O(n) O(1) O(1)
Server Computation O(mn|X|) O(mn|X|) O(mn|X|(logm + log | X])))
Server Mod Exps Oo(n|X|) O(n) O(nlog|X|)
Client Computation O(mn) O(mn) O(mn|X|(logm + log | X))
Client Mod Exps O(mn) O(n) O(nlog|X|)

Communication  O(pimn + pan|X|) O(pin|X| + p2mn|X|) O(p2mn|X|(logm + log | X))
+pinlog|XY)
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resulting protocol is also secure. More specifically, we will first utilize ideal imple-
mentations of Oblivious Transfer (OT) and of Oblivious State Evaluation (OSE),
specifically, OT will allow the client to input a value to a TTP ¢ € [1,|X]] and the
server to input X values k1, ..., kx to the TTP. After receiving all of these values
the OT TTP sends to the client the values k; and the server receives L. In the
ideal OSE protocols, the client sends (kg ;, e9—1,s, s+hg—1 mod M) and the server
sends (kg 1,... kg, |, €9-1,15-++€g—1,n:€g,1-+s€gn, M, hg, hgy1) and after re-
ceiving all of the inputs the TTP sends the client (eg ar(;,5), M (4, 5) +hy mod m)
and sends the server L. Note that the ideal OT functionality can be achieved
with the protocol in [I5] and the ideal OSE functionality follows from [I13].

6 Extensions
6.1 Efficiency Improvements

In this section we propose three techniques to further improve the efficiency of
our approach.

Communication Reduction. By utilizing Private Information Retrieval (PIR),
it is possible to reduce the communication to something sub-linear in mn, however
this performance increase comes at a cost of increasing the rounds to O(n). Recall
that in PIR a sender has a database of values and a chooser learns at least one
of the items of his choosing from the database without the sender learning which
value was chosen. Single server solutions for PIR exist that require sub-linear com-
munication [9IT2J6]. To integrate this with our scheme, notice that when process-
ing G4 in Step 3, the client only needs the one specific value from this function
(the one corresponding to the permuted state and current letter). Thus the client
and server could engage in a PIR protocol where the client learns the value that
it needs to move to the next state of the automata.

Modular Exponentiation Reduction. Using the techniques described in
[15] it is possible to reduce the number of modular exponentiations. The prin-
ciple idea behind this is that it is possible to replace the n 1l-out-of-|¥'| OTs
with n/k l-out-of-|X|" OTs (i.e., we merge k OTs together). This reduces
the number of modular exponentiations to n/k, but it increases the compu-
tation/communication due to OTs to "I However for small |X| and k& this
approach may improve the performance of the scheme, because the additional
expense is outweighed by performance gain from removing the modular expo-
nentiations.

Precomputation. Another advantage of the scheme proposed in this paper
over the scheme in [I8] is that in this scheme the server can precompute a large
portion of its work. More specifically, in our scheme the server can precompute
all of the oblivious transition functions as they do not depend on the client’s
input. However, in the scheme outlined in [I8], the server must wait until it
receives the client’s homomorphic encryption key (which is different for every
client) before it can do any of the operations for that client.
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6.2 Extending Protocol to Support Transducers

In this section we describe modifications to our protocol that allow us to evaluate
a transducer instead of an automata, note that the protocols in [I8] also had such
a generalization. In what follows we describe schemes for both Moore machines
and Mealy machines.

Moore Machines. At a high level a Moore machine is a automata that pro-
duces an output vector with one character of output for each sequence character
and furthermore the output is determined by the current state of the machine
(i.e., each state produces a specific output character). More formally, a Mealy
machine is a 6-tuple (X, I1, S, q, M, \) where X', S, q, M have the same meaning
as in a automata, IT is the output alphabet, and A : S — II maps each state to
an ouptut symbol. In such a protocol, if the machine is in states ¢, ...,t, when
processing the sequence, the client will learn A(¢1) - - - A(¢y,

To modify our protocol to support such machines, the server will include the
output character in the oblivious transition function. More specifically, it will
change Gg4lj,1] =

(eg,M(j,s)HM(j’ 3) + th/\(M(.77 S))) D f(eg—l,m kg7j)

where s = i —hy mod m. Of course the pseudorandom function would have to be
expanded to include enough bits to encrypt the output symbol. Another change
to the protocol is that the final step which decodes the final state can be omitted.

Mealy Machines. The principle difference between a Mealy machine and a
Moore machine is that a Mealy machines output depends on the state and the
current character of the sequence. More formally, a Moore machine is a 6-tuple
(X, 11,8, s, M, \) where X, S, s, M have the same meaning as in a automata, IT
is the output alphabet, and A : S x ¥ — II maps each state and character
combination to an output symbol. The only change that needs to be done is to
change G,4[j,1] =

(€g.01(5.9) 1M (G, 8) + hglINM (G, 5), 7)) © f(eg—1,5:Kg,5)

(i-e., we change A\(M (4, s)) to AM(M(4,s),7)-

7 Experimental Evaluation

We implemented both the protocol in [I8] and the one described in this paper.
The implementation was in Java, and the experiments were run on two Dell
machines with 2.0 GHz Intel Core Duo processors and 512MB of RAM machines
connected in a LAN setting. For all experiments we set the size of the alphabet to
be 4. In the first experiment we ran we set the size of the client’s sequence to 10

7 Tt is straightforward to modify this protocol so that this output sequence is additively
split between the client and the server.
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and we varied the states in the server’s automata from 10 to 200. We ran each test
10 times. In figure [[] we show the performance difference between the previous
schemes and our scheme. By this we mean this is the value of (previous scheme’s
running time)/(our scheme’s running time). Notice that as the number of states
increases the performance difference also appears to increase. Also notice that
for 200 states our scheme is about 400 times faster than the previous approach.

In the second experiment we set the number of states to be 10 and varied
the number of letters from 10 to 200. We also ran these tests 10 times. Like the
previous test we considered the performance difference between the two schemes.
Figure 2 shows the results. Notice that as the number of letters gets large our
scheme is about 100 times better, but that this also appears to level off at this
value. This would be expected because the number of modular exponentiations
in our scheme is O(n), and thus n has a significant impact on performance for
our scheme.

In our final experiment (see Figure B) we consider the running time in mil-
liseconds for our scheme on 10 characters but we vary the number of states from
500 to 10000. Notice that to process 10 characters in a 10000 state automata
our scheme seems to require about 8 seconds. When we extrapolate our data
for the previous scheme we estimate that the previous scheme would take about
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4 hours to handle this size of automata (however due to the length of such an
experiment we did not run this test to verify if this was true). To put this in
perspective, according to [18] an automata with 2000 states can be built that
accepts all sequences which contain a subsequence with edit distance 2 (or less)
from another sequence of length 50.

8 Summary

In this paper we introduced a scheme for oblivious automata evaluation. Previ-
ous work in this area has highlighted the importance of this problem when doing
DNA searching and matching. The advantages of our approach is that we reduce
the rounds to O(1) and we significantly reduce the number of modular exponen-
tiations. This turns out to be significant in practice as we show experimentally
that our scheme is 2 to 3 orders of magnitude faster than the scheme in [I8].
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Abstract. Advances in communication technology have opened a myr-
iad of new possibilities for the remote delivery of healthcare. This new
form of service delivery, not only contributes to the democratization of
healthcare, by reaching far-away populations, but also makes it possi-
ble for elderly and chronically-ill patients to have their health monitored
while in the comfort of their homes. Despite all of these advantages,
however, patients are still resisting the idea of medical telemonitoring.
One of the main obstacles facing the adoption of medical telemonitoring,
is the concern among patients that their privacy may not be properly
protected. We address this concern, and propose a privacy-preserving
telemonitoring protocol for healthcare. Our protocol allows patients to
selectively disclose their identity information, and guarantees that no
health data is sent to the monitoring centre without the patients’ prior
approval. The approval process can be automated, and requires only an
initial configuration by the patient.

1 Introduction

The phenomenal medical advances achieved in recent years, as well as the re-
markable improvements in overall quality of life, have led to a significant
increase in lifespan. This increased longevity is directly reflected in the world-
wide emergence of a larger elderly and chronically ill population—a popula-
tion in need of a special, sometimes round-the-clock, geriatric care. The growth
of this type of patient population represents a whole new challenge to exist-
ing healthcare infrastructures worldwide. In order to deal with this challenge,
countries around the world have experimented with a variety of approaches
[Can08|, [US08, [Nag06l, [AMDOS]. One of the most promising among these ap-
proaches, is the adoption of telemonitoring. Telemonitoring is the medical prac-
tice of remotely monitoring the health of patients in the comfort of their homes,
or more generally, outside traditional healthcare environments (e.g., hospitals,
nursing homes, doctor’s office). The idea of medical telemonitoring itself is not
new [Nag06]. In 1906, Willem Einthoven, father of electrocardiography, sought to
transmit electrodiagrams over telephone lines [Ein08]. In the 1920s, ship radios
were used to link doctors with sailors to assist during medical emergencies at
sea. In the 1970s, paramedics in remote Canadian villages were able to perform

E. Gudes, J. Vaidya (Eds.): Data and Applications Security 2009, LNCS 5645, pp. 9 2009.
© IFIP International Federation for Information Processing 2009



96 M. Layouni et al.

life-saving interventions while linked with hospitals in distant towns via satellite.
Today, telemedicine is beginning to mature considerably with new advances in
communication technology. Although telemedicine is not suitable for all patients
in all cases, it is still considered highly advantageous in many situations. For
instance, medical telemonitoring has been successful in helping elderly people
avoid nursing homes, maintain a more dignified social life, remain productive,
stay home longer, and thus incur less healthcare costs. Medical telemonitoring
has also helped decrease the burden on the country’s healthcare infrastructure
and economy as a whole. Besides the above aspects, medical studies have shown
that telemonitoring makes patients more health-conscious as a result of being
personally engaged in the health monitoring process. The study in [TSIT08| for
example, found that patients became significantly more proactive and careful
about their health, after being required to take their own blood pressure at
regular time intervals.

Despite all the above advantages, patients are still showing a certain reluc-
tance to accept the idea of medical telemonitoring. This lack of acceptance is
generally attributed to two main concerns:

1. Dependability. How efficient is telemonitoring compared to an in-person
visit to the hospital? Will someone be there to help in case of emergency?

2. Privacy. Is private data properly protected when sent over the wires to the
hospital?

In this paper, we assume that sufficient resources are available to make the
system dependable, and focus our attention on solving the privacy aspect of
the problem. In particular, we present a medical telemonitoring protocol that
preserves the patients’ privacy.

Organization. We start in Section 2 by describing our system setting and model.
In Section Bl we present the list of security and privacy requirements that our
protocol achieves. We then give a high-level overview of our solution, along
with a description of the building blocks, in Sections. @ and Bl The details of
the proposed protocol are highlighted in Section [6l In Section [ we discuss the
security and privacy features of the proposed protocol. In Section 8 we highlight
related work before concluding in Section 0

2 System Model and Settings

We assume a setting where two main parties are involved: a patient at home,
and a health monitoring centre (HMC) located at the hospital. We assume that
the patient has two types of devices:

— Measurement devices : they are used to measure the patient’s vital signs such
as his heart rate. Measurement devices can be portable wearable devices that
patients carry on them all the time (e.g., a wearable heart-rate monitor in
the form of a bracelet or a belt [Zep08]), or stationary static devices that the
patient can use at discrete points in time (e.g., a conventional tensiometer)
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— A master storage and communication device M: this device, usually located
at the patient’s home, collects information from the measurement deviced].

The collected information is stored and analyzed by the master device M. Based
on this analysis, M sends a summary report about the patient’s condition to
the health monitoring centre periodically. However, in case the collected mea-
surements indicate a sudden health deterioration, or a condition that requires
immediate attention, the master device automatically triggers an emergency sig-
nal and sends an immediate notification to the health monitoring centre. In re-
sponse to this notification, and following the specific medical practices in place,
the health monitoring centre may send an ambulance to the patient’s home,
or notify the patient’s neighbours and family members, etc. Figure [ gives a
summary of the overall setting.

Master Monitoringé Doctor
Device M :

| Patient I

Patient Home Hospital

Fig. 1. Overview of the Health Telemonitoring System

From a design point of view, several issues need to be addressed in such a
system. For example, the system has to be easy to use; the communications be-
tween the measurement devices and the master device on one hand, and between
the master device and the health monitoring centre on the other hand, have to
be seamless to the patient. The system has to be user-friendly; for example if the
patient does not feel well he should be able to easily reach out for an emergency
button to call for help. More importantly, the system has to be reliable, and the
exchange of information should not compromise the patient’s privacy.

In this paper, we focus on the security and privacy aspects of the system, and
propose a construction that ensures a set of properties that we describe in the
following section.

! For portable devices this transfer of information takes place once the patient is back
at home.
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3 Security and Privacy Requirements

— Selective disclosure. This property captures the ability of the patient
to wilfully disclose fine-grained information about his identity attributes,
and hide the rest. Selective disclosure implies another useful property called
minimal disclosure, which describes a user’s ability to disclose the minimum
information necessary for a transaction to take place. For example, in order
to receive the services of a local hospital, the minimum information required
could be a proof that the patient is a resident of a certain postal code area,
without the need to reveal his exact address.

— Patient-centricity. A system is said to be patient-centric if and only if
it guarantees that any data disclosed to the monitoring centre, must have
received the prior approval of the patient.

— Pseudonimity. A system is said to preserve pseudonimity if data records
sent from the patient’s home to the monitoring centre are linkable to each
other (e.g., via a patient’s pseudonym) but not to the patient’s real identity.

— Conditional deanonymization. In cases of emergency, it should be pos-
sible to recover the real identity behind the patient’s pseudonym, so that
urgent help can be provided.

— Integrity. It should not be possible to alter health information on the way
between the measurement sensors and the master device, or between the
master device and the monitoring centre, without being detected.

— Confidentiality. The content of the data sent by the master device should
be readable only by the monitoring centre, as intended.

4 Solution Outline

First, we assume that the patient has one or more measurement devices and
one master monitoring device M. The measurement devices communicate only
with the master device M, which in turn communicates with the health mon-
itoring centre. The measurement and master monitoring devices are issued by
the health monitoring centre to the patient. Both types of devices are assumed
to be tamper-resistant. Each device is assigned some key material before being
handed over to the patient. The key assignment process includes the embedding
of some key material into a protected memory location on the device.

Without loss of generality and to keep the presentation simple, we assume in
the remainder, that the patient has a single measurement device m, in addition
to the master monitoring device M. Let k,, be a symmetric encryption key
assigned to the measurement device m, and shared with the master device M.
Let (PKn, SKa) be the public/private-key pair assigned to M.

The measurement device m collects health readings from the patient and
sends them encrypted under k,,, to the master device M. To ensure the integrity
of messages between m and M, the encrypted information can be signed using
a message authentication code (MAC). Alternatively, conventional public key
signatures (e.g., RSA) can be used. However, the former option is the more
efficient and preferred one.
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i | Patient-controlled Patient SmartCard
Computer 7/ * > (Observer O)

Joint Signing

Measuremnent Sanitized Data
Master Monitoring | Encrypted Signed | Monitoring Center
i Hospital
Device M Sanitized Data (Hospital)
Measuremnent

Fig. 2. Interaction between the Master Monitoring Device and the Hospital

The master device first analyzes the collected measurements, and removes
any identifying information from them using data sanitization techniques (see
Sec. [5:21) The sanitized data is then signed by a computer under the patient’s
control, before being sent encrypted to the hospital. The use of a patient-
controlled computer, that is separate from the master device M, to sign health
data, is intended to strengthen wuser-centricity. This design choice also helps
guarantee that data releases have been approved by the patient. User-centricity
can be further enhanced by using a two-factor message authentication mecha-
nism, where computing signatures requires both the knowledge of a secret key
(stored on the patient’s computer) and the possession of a valid smartcard.

The signing procedure does not require the direct intervention of the patient,
and can be configured to work automatically.

Privacy-preserving two-factor message authentication. To ensure patient-centri-
city as well as selective disclosure capabilities, we use the wallet-based version of
Brands credential system (WBr) [Bra00, Chap 6]. The WBr system provides a
way to authenticate communications between the master device and the health
monitoring centre, while allowing the patient to selectively disclose his identity
information [Bra0O0, Sec 6.3]. The WBr is a two-factor authentication system,
where performing signatures on data, requires the patient to be in possession of
a valid smartcard and to know the secret attributes underlying his credential.
This feature makes attacks by impersonation against the patient harder, even
when the patient’s computer is compromised.

In our context, the master device sanitizes the patient data, and then sends
it to the patient-controlled computer for signing. The latter signs the data us-
ing the patient’s anonymous credential. The signed data is then sent over to
the hospital, encrypted under the monitoring centre’s public key. Owing to the
“selective disclosure” capabilities of anonymous credentials, the patient is able
to wilfully disclose, via the computed signature, any self-approved information
or property about his identity, while keeping everything else privateg The WBr
system has a built-in mechanism to block any possible covert channels between
the patient’s smartcard and the outside world (e.g., monitoring centre.) This

2 Selective disclosure cannot be achieved using conventional X.509 certificates.
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mechanism represents an additional guarantee that no data about the patient’s
identity will be sent without his approval. Figure 2] shows a high-level overview
of the interaction between the master device and health monitoring centre.

5 Building Blocks

5.1 Brands Wallet-Based Anonymous Credentials

In [Bra00, Chap 6], Brands presents a credential system (WBr) suitable for the
wallet-with-observer setting, where the user holds a wallet composed of a self-
controlled computer denoted U, and a tamper-proof device called Observer and
denoted O. The observer is supplied by a recognized certification authority CA.
The WBr system is such that credentials are issued to the pair (U, O), and can
only be shown if the two entities approve the showing, and perform it jointly.
The WBr system provides a number of privacy preserving features including
anonymity and selective disclosure.

Settings and Assumptions. The WBr system operates in the Discrete Log-
arithm setting, and its security is based on the DL assumption [Bra00, Chap
6]. Let p and g be two large primes such that 2¢|(p — 1). Let G, be the unique
subgroup of Zj of order g, and let go be one of its generators. In the setup
phase, the CA randomly chooses y1,- -+ ,y¢ €r Zq and z €g Z;, and computes
(g1, ,gesho) == (98", -+, 98", 95°) mod p. Next, the CA chooses a collision-
resistant hash function H : {0,1}* — Z. Finally, the parameters G,, H,

x

(90,91, ,9e,ho), (97°, -+ ,9;°, hg?) are all made public.

Issuing Credentials to a Wallet-with-Observer. A credential consists of a
public key h and a signature on it, oca(h), issued by a certification authority
CA. Let (h,oca(h)) denote a credential issued by the CA to a wallet (U, O). Let
X1,T2, T3+ ,XTgr, Terg1, -+ ,T¢ denote the attributes embedded in h. The at-
tributes are such that x1, x5 are known only to the wallet observer O, x5 --- , x4
and z, are known only to the user-controlled computer U, while xgp 41, - ,2s—1
are known both to the CA and U. The fact that attributes z1,z2 are known
only to the wallet observer O, and that x3--- ,xy and x, are known only to the
user-controlled computer U, means that the issued credential can be shown to a
verifier only if O and U both approve the showing and participate in it. Figure 3]
depicts the issuing process.

At the start of the issuing protocol, observer O computes a message M;
containing a number of commitments and a signed proof of knowledge. M; is
sent to U and then forwarded to the CA.

To provide guarantees that M; is originating from a legitimate observer, we
assume that all legitimate observers have CA-supplied certificates embedded in
them. These certificates are independent from the wallet holder’s identity, and
their embedding takes place before the wallets are attributed to a particular
user. The certificates are of the form (e := g3, certca(e)), where go is a public
generator of G, and z a secret randomly chosen by the observer in question.
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Public Info: (gi)o<i<e, ho = 95°, (9:°)1<i<e, ho°, ¢, G, H, go

Observer O User’s computer U Issuer CA
(z, e, certca(e)) (x5, ,me—1) (To,Terq1,- "+ Te—1)
T1,%2 ER Zq o &mo:nonceH...

comy = gy gy?

com;® := (g7°)"* (95°)"

comy,comi®,(e,certca(e))
; M,
SPK{aLuQ,B:COml:g‘lllg;z/\e:gé}(rng)
Ty ER g
,
ey T, x
Store (x1,x2) coma 1= g5° -9, 9"

COMy, My

/
B
SPK{es,- ,6[/,Eg:COm2:g§3---g[,[gzeA
P(e3, &4 ,60)=TRUE}(mq,M1)
wo €ER Zq
w
ao =gy °
bo := (comi.comsy .
Lol 41 Te—1 w
G191 - ho)
ag,bo
a1, 2,03 €R Zqg,

Lol 41 To—1
f = comi.coma. gz,+*1' oGy - ho

hi= f
z = f*0 = com{®.(95°)" - - (g;° ;)¢ " . hg°
2 = 2™

ap = hg?g5°ao
by := (2')*2h*3bg?
co = H(h,2', af,bp)
co:=ch+az modq —2—
— T0 = CoTo + Wo

/
To =70+ Qa3

Accept iff afby = (goh)"0 (hoz') =<0
Store h, oca(h) = (2,70, ¢h), comi, a1, (w3, ,T¢)

Fig. 3. Protocol for Issuing a Credential to a Wallet-with-Observer (NB. Attributes
Tery1,- - ,xe—1 are known to both U and the CA. The secret key z, underlying the
Observer’s certificate (e, certca(e)), is such that e := g&).

A legitimate observer authenticates its messages, by including its certificate in
M, and proving knowledge of the underlying secret x.

It is worth noting that the issuing protocol shown in FigureBlis a blind signa-
ture protocol, since the CA does not learn any information about the credential
(h,oca (h)) obtained by the pair (U, ©). More details on the blinding features of
the protocol can be found in [Bra00, Chap 6].
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It is also worth mentioning that in the basic WBr system, the observer holds
only one secret x1, as opposed to two secrets (x1,x2) as in the protocol of
Figure Bl We made the latter choice to protect the the observer’s secrets (1, z2)
unconditionally, even from the user-controlled computer Y. This is achieved be-
cause given the commitment com; := g7*g52, there are g solutions (X,Y) € (Z;)2
to the equation com; = gi*g3 . Because these solutions are all equiprobable, even
an all-powerful &/ cannot guess which one is encoded in comy, with a probability
of success better than 1/q. Therefore the observer’s secrets are unconditionally
protected. This technique is similar to those used by Okamoto in [Oka92].

Issuing protocol correctness (sketch). By examining the protocol, we can derive
the following equalities:

- a6 _ g(()az:vo+a3+w0)’ b6 _ (hO Hle g;pi)(ala2mo+a1a3+a1wo)
— 7 = chTo + aamo + wo + as

L : l .
— h=(ho Hi:1 gfl)ala 2" = (ho Hi:1 g?)(mom)

It is then straightforward to check that the following two equalities hold.

Th 1 —Ct ! —c!
ap = gohy °, and by = ho(z") "%

As specified in Figure Bl combining the above equalities leads the user U to
accept the credential as valid.

Wallet-assisted Credential Showing with Inflow and Outflow
Prevention. The user holds a credential, with two of its attributes known only
to the wallet observer O, and others known only to the user-controlled computer
U. As a result, the credential showing requires a special protocol where both U
and O need to cooperate. This protocol is illustrated in Figure @l To prevent
the establishment of a covert channel between the wallet observer and the ver-
ifier, the protocol in Figure [ has built-in mechanisms for inflow and outflow
prevention.

The protocol in Figure [ highlights a simple setting, where users are only re-
quired to prove knowledge of the attributes underlying their credentials. There
could be scenarios however, where users are required to prove more elaborate
predicates about their attributes. It is still possible to handle those scenarios,
since the WBr system [Bra00, Sec. 3.6] allows for proving a wide class of predi-
cates on the attributes. Because of space limitations, we do not discuss general
predicate proofsﬁ here, and leave them to the full version of the paper.

Correctness of the showing protocol (sketch). To establish the correctness of the
showing protocol, we prove that the following equality holds:

3 For a small example, let us consider a credential h with attributes x;, 1 < i <
¢, and the predicate P: 3x1 — x2 = 0. As shown in Fig. @l h can be written as
h = hf)o Hf:o gfi, for s; = anxs, 1 < i < £, and so = a1. If we take into account
predicate P, then we get h = h3°(g193)"! Hf:s g;*. To prove that the z;’s satisfy
P, we just need to prove knowledge of a discrete log representation of h wrt. basis

(ho, 9195, 93, - - ,ge). This can be done by using the same technique of Fig. @l
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Public Info: (gi)o<i<e, ho = 95°, (95 °)1<i<e; 7o, 4, Gq, H, go

Observer O(z1,x2) U(xz, -+ 20,1, comi, h,oca(h)) Verifier

w1, W2 €ER Zq

_ o wi w2 a0
ao =gy g2 I
co

TO,1 = w1 + coT1 —
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B
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m
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accept iff
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oca(h) is valid AND
? (i . _
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Fig. 4. Wallet-assisted Credential Showing with Inflow and Outflow Prevention (The
output tuple (a,ro,---,7¢) represents a signature on the Verifier's message m, using
the pair (O,U)’s credential (h,oca(h)). The protocol can also be seen as a signed proof
of knowledge of a discrete log representation of h with respect to basis (ho, g1, ,ge))-

ngl hmh—

= ap.ay-. (

4
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i=1
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Arguments on Inflow and Outflow Prevention capabilities. Briefly stated, the
random number § chosen by the user-controlled computer i, is used to mask
the challenge ¢ = H(h,a,m), thereby preventing the verifier from covertly
communicating with the observer O through m. Similarly, random numbers
~v1 and 7o prevent the observer O from sending out covert information to the
verifier.

5.2 Data Sanitization

In addition to controlling the disclosure of identity information (which we handle
by using anonymous credentials), the patient needs a data sanitization proce-
dure to anonymize the health records he sends to the monitoring center. As
described in Sec. 2l measurements about the patient’s health are collected and
aggregated in the form of health records. The patient then releases a portion
of these records in sanitized form to the telemonitoring service. Data sanitiza-
tion (e.g., [Swe02, ICKV™03|) which aims at anonymizing the records, consists of
either removing fields that contain identifying information, or modifying the val-
ues of those fields through generalization or the addition of some random noise
The goal of the sanitization procedure, is to blur the direct link between a given
record and its owner. Instead of being mapped back to a single individual, a
sanitized record can generally be associated with a set of possible owners. The
latter is called the anonymity set, and the actual owner of the sanitized record
is said to be anonymous within this set. Data sanitization aims at making the
anonymity set as large as possible, while keeping the sanitized data useful for
subsequent (e.g., statistical) analysis.

Note. It is worth mentioning here, that for the data sanitization techniques
above to work, the patient’s master device M should have an a priori knowledge
of the overall distribution of health measurements among the population, as well
as an approximation of the size of the total dataset. Such information need to be
updated regularly, and can be made available by the health authorities managing
the hospital, for example.

Note that the data exchange in our setting is pseudonymous, since the public
part of the patient’s credential’s (h,oca(h)) is revealed for every data submis-
sion. The latter serves as a pseudonym. The pseudonimity of data is impor-
tant here; it makes it possible for the monitoring centre to aggregate health
records into medical histories associated with each patient’s pseudonym. Be-
cause of space limitation, we do not discuss the details of data sanitization any
further, and leave this topic to the full version of the paper.

4 The practice of adding noise from a known probability distribution, is one way to
anonymize records while keeping the data useful from a statistical point of view.
Anonymization through generalization consists of replacing the value of a certain
field by a more general representation. For example, a specific value in the “age
field” of a record can be replaced by an age interval.
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6 Proposed Protocol

In the following, we describe the steps taken by each party involved in the
telemonitoring process. Figure Bl depicts the whole process. Let & and O denote
the patient’s computer and smartcard respectively.

1. Initially, at the setup phase, the hospital (or monitoring centre) authority
issues a credential to the pair (U4, ©). This is done using the issuing protocol
described in Figure Bl At the end of this step, the pair (U,O) obtain a
credential (h,oca(h)) containing a number of attributes x1,--- ,xp, such
that x1,zo are only known to the smartcard O, while z3,--- , xy are known
only to the patient—represented by /— and not to O.

2. After gathering health readings from the measurement devices, the master
monitoring device (also located at the patient’s home) sanitizes the data
by removing identifying information[l The master device then sends the
sanitized data to the patient’s computer to be approved and signed.

3. The patient’s computer U checks the received data to make sure it has been
properly anonymized. If this is the case, U initiates the signature process with
the patient’s smartcard O. The signature process is in fact a signed proof
of knowledge, of the attributes underlying credential (h,oca(h)) initially
obtained in step 1. The signed proof is performed on the sanitized data.
The computation of the signed proof, requires the collaboration of both the
smartcard (which knows x1,x2) and the patient’s computer (which knows
x3,- -+ , ). The necessity of this cooperation makes the signing a two-factodd
authentication process. The signing is done using the protocol described in
Figurel] where m is chosen to be a concatenation of (1) a nonce chosen by M
and (2) the sanitized data to be signed (sEHR). That is m := nonce||sEHR.

4. Once it receives the signed proof SPKpatient(SEHR), the master device M
checks its correctness, and signs on top of it. M then sends o (SPK) and
sEHR to the monitoring centre at the hospital, all encrypted under the
latter’s public key. In order to prevent the monitoring centre from identifying
the patient via the signature o (SPK), we can set device M to use a group
signature scheme (e.g., [CvHI1l [ACJT00]) to compute o (SPK), instead of
a conventional public key signature.

In the setting above, the patient has a single credential (h,oca(h)) which he
uses to sign all the data disclosed to the hospital. This credential can be viewed
as a pseudonym of the patient, and used to link all of his health records. This
linkability is essential to the process of building medical dossiers. In cases where
linkability (between records of the same patient) is not needed, the patient may
use a multi-show credential such as those in [CL02, [CL04]. Such a credential can
be shown an indefinite number of times without the showings being linkable to
each other or to the identity of the credential holder.

® The data can be sanitized according to rules chosen by the patient and his doctor.
5 In order to compute a signature with respect to credential (h, cca (h)), one needs to
know the secrets zs,--- ,x, and to hold a smartcard containing x1, z2.
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Fig. 5. High-level Protocol Architecture (with two-factor message authentication)

7 Security and Privacy Analysis

In the following, we briefly discuss the security and privacy of our protocol.
Our analysis assumes that all the underlying building blocks are secure. A more
complete analysis will be given in the full version of the paper.

— Selective disclosure. This follows from the selective disclosure capabilities
of the WBr credential scheme, and the assumption that the tamper-proof
device M will behave according to the protocol specifications.

— Patient-centricity. This is achieved due to the fact that it is infeasible
to compute a signed proof of knowledge, with respect to a credential, on
behalf of its owner. In particular, the presence of a valid signed proof of
knowledge (SPK) in the data received by the monitoring centre, indicates
that the patient has approved the data release. The data could not have been
sent without the patient’s approval since (1) no party, except the patient, is
able to compute SPK, and (2) M is trusted to follow the protocol.

— Pseudonimity and Conditional deanonymization. This is achieved by
the combination of three mechanisms: (1) limiting the disclosure of health
data to the sanitized form only, (2) the use, by the patient, of anonymous
credentials to sign the sanitized data, and (3) the use of a group signature
scheme by M. The group signature computed by M convinces the mon-
itoring centre at the hospital, that the signature is generated by a valid
master device, without revealing which one. This prevents the monitoring
centre from identifying the patient through M. Note however that using the
deanonymization mechanism of the group signature scheme, it is possible in
case of emergency, to recover the identity of M, and consequently that of
the patient.

— Defense against covert channels. In the proposed protocol, we use the
smartcard-based version of Brands credentials (Fig[l) which has mechanisms
to prevent covert inflow and outflow of information between the patient’s
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smartcard and the monitoring centre at the hospital. This prevents the pa-
tient’s smartcard from sending out information not approved by the patient.

— Integrity. This breaks down into two sub-properties: (1) integrity wrt. al-
terations caused by the patient, and (2) integrity wrt. alterations occurring
during the wire transmission. The first sub-property is satisfied following
the soundnesd] of the signed proofs of knowledge, and the assumption that
M will follow the protocol specifications. That is, the fact that M added its
signature on the patient’s SPK, implies that M accepted the patient’s signa-
ture as valid, and found no alteration to the data. The second sub-property
is ensured by the unforgeability and soundness of both signature schemes:
the group signature and the credential-based signature.

— Confidentiality. Assuming that M is tamper-proof and that it follows the
protocol in section [l the confidentiality property is insured by the fact that
all data sent to the hospital is encrypted using a secure encryption scheme.

8 Related Work

The topic of telemedicine has received a lot attention from researchers both in the
industry and academia [DMDB07, [DDB08|, [SK08, [RLNB03, INT08, [AMDOS].
Most of the previous works in this area however seem to concentrate mainly on
the usability, interoperability, and communication efficiency aspects. The ques-
tion of protecting the patients’ privacy has also been addressed (e.g., [DMDBO07,
SKOS]), but to a lesser extent. In the following we highlight some works from
the literature that are most relevant to this paper.

In [DMDBO07, [DDBO0S]|, Durresi et al. propose a ubiquitous health monitoring
system which uses existing wireless telecommunication networks to carry data.
Owing to the pervasiveness of wireless networks, the system put forward by
Durresi et al. makes it possible to send patient data continuously and in real
time, to a central medical database. The protocols in [DMDBO07, [DDB0S] ad-
dress a number of security-related problems such as authentication, confidential-
ity, and non-repudiation, by taking advantage of the authentication, public-key
encryption and signing mechanisms, which come by default with the communi-
cation infrastructure (e.g., GSM network.) With respect to privacy, the protocols
in [DMDB07, [DDB0§|] achieve only pseudonimity (towards a network observer.)
This is done by requiring the patient’s cellphone to assume a temporary identity
assigned to it by the monitoring centre.

As widely recognized in the literature (e.g., [Bra00, [CL02]), pseudonimity
alone is not sufficient to protect the privacy of patients. In fact, patients’ privacy
can be guaranteed only if the patient is able to decide (1) what information about
his identity is disclosed and to whom, and (2) which portions of his health data
can be sent to the monitoring centre. The protocol we propose in this paper
satisfies these requirements through the use of data sanitization and privacy-
preserving credentials, which allow patients to selectively disclose their identity
information.

" By soundness, we mean that a signed proof that is incorrect, will be detected with
overwhelming probability.
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In [SKO8] Sufi and Khalil propose an efficient data sanitization method for
electrocardiograms (ECG). Their method, which includes encoding and compres-
sion algorithms, is designed to conceal cardiovascular details, as well as features
in ECG data that could identify an individual. The method in [SKO§] achieves
compression ratios neighbouring 20:1, which makes it suitable for real-time tele-
monitoring. Our system can use their method as a building block.

Other systems such as [RLNB03| [AMDO8|, INT08, [Can08] have dedicated most
of their focus to important aspects such as deployability and interoperability,
without giving much attention to the privacy issues surrounding telemonitor-
ing systems. This paper addresses medical telemonitoring in a global way, and
proposes concrete solutions to protect the privacy of patients.

9 Conclusion

We have presented a protocol for monitoring patients in the comfort of their
homes. Our proposed protocol protects patients’ privacy at two levels: (1) the
identity information level: patients are able to selectively reveal information
about their identity and to hide the rest, and (2) the medical data level: health
measurements collected from the patient are sanitized according to patient-
approved privacy policies before being sent to the health monitoring centre
(HMC). The data is sanitized in a way that keeps it useful from a medical
perspective, while preventing it from being directly linkable to the patient’s
identity.

The protocol we propose, provides security against impersonation attacks,
even when the patient’s computer is compromised. This is achieved thanks to
a smartcard-based two-factor authentication mechanism. The same authenti-
cation mechanism allows the monitoring center to recognize and accept data
records that have been approved for release by the patient, and decline others.
Furthermore, and in line with our stated concerns for usability, the procedure
we propose for handling disclosure approvals is automated; patients are only
required to specify their disclosure policies in an initial configuration phase.

In addition to our ongoing prototype implementation, this work can be ex-
tended in a number of ways. For example, in cases where privacy requirements
are less stringent, one could use simpler two-factor authentication methods, in
particular those based on one-time passwords, generated by a tamper-proof de-
vice. We can also improve the communication efficiency of our protocol by using
sanitization and compression techniques such as those in [SKO0S].

The issue of liability also deserves further investigation. For example, if a pa-
tient dies, the monitoring center should be able to prove that everything that
could be done to save the patient has been done. A simple way to achieve lia-
bility would be to require the HMC to send an acknowledgement token back to
the patient’s master device, every time it receives data from the patient. These
tokens can be used later to prove that the HMC was aware of the patient’s con-
dition. In addition, the HMC should keep a record of all the efforts it made to
help the patients (e.g., ambulance calls etc.) All of these records, as well as the
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acknowledgement tokens, can constitute the basis of any service audits that may
follow. More details on the question of liability will be presented in future work.
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Attraction Poles Programme Belgian State, Belgian Science Policy and the Re-
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Abstract. This research focuses on analyzing the cost effectiveness of a data-
base intrusion detection system that uses dependencies among data items to de-
tect malicious transactions. The model suggested in this paper considers three
main factors: the quality of intrusion detection, the probability of intrusion, and
the cost structure of an organization whose datais protected by the intrusion de-
tection system. We developed a step by step approach that helps in determining
the optimal configuration expressed by the response strategy and the threshold
value. The experimental results show that our model is capable of finding the
optimal configuration while taking the cost structure of an organization into
consideration.

Keywords: Database intrusion detection, semantic analyzer, cost anaysis,
response strategy.

1 Introduction

Although there exist many security tools for protecting computer systems from at-
tacks, as per [1], none of them can provide absolute security. Therefore, al important
events that occur in a computer system must be supervised and examined for a possi-
ble presence of malicious activity by intrusion detection systems. Of the two univer-
sally recognized models for intrusion detection [2, 14], misuse detection and anomaly
detection, the latter typically uses a threshold to define which events are considered
normal and which are considered intrusive [3, 4, 15]. By changing the threshold, an
organization may find the optimal balance between successful detections and false
alarms. However, finding of the optimal configuration is a difficult task. Some recent
works have focused on the optimization techniques for anomaly detection systems
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[4, 5]. At present, the mgjority of existing host-based anomaly detection systems are
ineffective in detecting attacks on databases, since they are focused on tracking and
analyzing events that occur in operating systems and applications, and not on the
database itself. Although a few models have been developed for detecting malicious
activities in databases, to the best of our knowledge, none of these methods have been
analyzed for their cost—effectiveness. The objective of this work is to evaluate the
data dependency based database intrusion detection system [12] for optimization
based on response strategy and threshold value.

2 Background

A limited research has been done to address the problem of malicious transaction
detection in database systems. In [6] an architecture for intrusion-tolerant database
systems is proposed. An intrusion-tolerant database management system is able to
operate and deliver essential services even in case of attacks. However, this approach
is more focused on the localization of attacks and recovery of the damage, than on
developing a specific intrusion detection system. A database intrusion detection
scheme based on data dependency rule mining is presented in [11]. A similar method
that uses weighted sequence mining techniques is offered in [7]. The major drawback
of this detection method is that the weights of attributes must be assigned manually.
The method presented in [8] detects intrusion in databases that employs role-based
access control and it uses Naive Bayes Classifier to predict the role which the ob-
served SQL command most likely belongs to, and compares it with the actual role. If
theroles are different, the SQL statement is considered illegal. An intrusion detection
system for real-time database systems has been discussed in [9]. Researchersin [10]
proposed a misuse detection system for databases based on the observation that there
exist certain regularities in “access patterns’ of users. Our research is based on the
model presented in [12] that detects malicious activities in a database management
system by using data dependency relationships.

Regarding the effectiveness of intrusion detection, a study presented in [3] showed
that such methods are subject to the base-rate fallacy, coming to the conclusion that
“in order to achieve substantial values of the Bayesian detection rate, we have to
achieve a low false alarm rate”. He found that in most cases such a rate is unattain-
able. Following that, researchers in [13] developed the techniques for building an
intrusion detection system on the basis of cost-sensitive models. The first comprehen-
sive study on the cost effectiveness of intrusion detection systems appeared in [5],
which addresses the problem of finding the optimal configuration of asingle intrusion
detection system, and various combinations of multiple intrusion detection systems.
An optimization scheme based on game theory has been offered in [4].

3 TheModd

3.1 Data Dependency Based Intrusion Detection M odel

In this section, we very briefly discuss the data dependency based database intrusion
detection model, which was presented in [12]. This model has two components,
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namely, the static semantic analyzer and the dynamic semantic analyzer. The static
semantic analyzer is employed to analyze the database application program statically
to discover intra-transaction data dependencies represented by the read, pre-write, and
post-write set. If atransaction does not conform to the read, pre-write, or post-write
sets, it will be identified as a malicious transaction. This is treated as the first line of
defense. In case, the malicious transactions are well-crafted and are compliant with
the data dependencies discovered by the static semantic analyzer, the access patterns
to these sets can be used to discover malicious transactions. The access probabilities
for these sets depend on the execution path of the database application and the normal
user access patterns of the database. The dynamic semantic analyzer is designed to
calculate the access probability based on the database |og.

To have a better understanding on the data dependency based database intrusion
detection model, we illustrate an example here. Suppose during normal database op-
eration phase, two transactions T, and T, are generated by the database application.
Assume that we have the SQL statementsin T, and T, as shown in Table 1.

Table 1.

L T2

Update Tablel setm=i +j where... Update Tablel set m=i +r where...
Update Tablel set n=m+ k where ...
Update Tablel sett=m+ p + q where ...

The static semantic analyzer will generate the read, pre-write, and post-write sets
asillustrated in Table 2. Let us use dataitem m to illustrate the purpose of these sets
and how they can be used to identify malicious database transaction. Data item m has
non-empty read set and post-write set. The read set states that before data item mis
updated by the transaction, either dataitemsin {i, j} or {i, r} have to be read by the
transaction. The post-write set states that after mis updated, data item n and t have to
be updated by the same transaction. Please note that the where clauses have been
ignored to keep this example short and may not be so in redlity. If a transaction up-
dates data item m without complying with rules specified by the read set and post-
write set, it will be identified as an anomal ous transaction.

Table2.
Read Set Pre-Write Set Post-Write Set
{{i,j}.{i,r} {9} { {nt}}
{{m Kk} } {{m} } {2}
{{mpat} {{m,n}} (@)

If an attacker’s transaction is well-crafted and conform to the data dependencies
specified, the dynamic semantic analyzer then steps in. Say, in readlity, the access
probabilities of {i, j} and {i, r} in the read set of m are different for normal user
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transactions and set {i, r} is only infrequently used for updating m in specia
occasions. If the attacker’s transaction updating m reads {i, r} instead of {i, j} before
modifying m, the access probability of the read set generated by the dynamic semantic
analyzer can be used to identify this anomalous transaction. For more information on
the data dependency based database intrusion detection model, interested readers may
refer to[12].

As per the requirement of the data dependency based database intrusion detection
method, there can be only two types of users. normal users and intruders. Normal
users are authorized users, who connect to the database only through the database
application and, therefore, can generate only legal transactions. Intruders are unau-
thorized users, who connect to the database from a remote terminal masquerading as
normal users. There are many ways to pretend to be a normal user. For example, an
intruder can obtain a password of the legitimate account or take control of a normal
user’s database connection. In any case, in order to get an access to the database, an
intruder must find some vulnerability and exploit it.

3.2 Probability of Intrusion

There are three main factors that contribute to the cost of anomaly detection. These
factors should be taken into consideration in the analysis of the optimal configuration
of adata dependency based intrusion detection system. The first factor is the detection
rate of the system. The method described in [4] was adapted to estimate this parame-
ter. The second factor is the ratio of intrusionsto legal activities. We assess this value
by assuming that the number of intrusions depends on the number of vulnerabilitiesin
the computer system that may allow an attacker to establish a connection to the data-
base protected by the system. Bayes formula for posterior probability is used to find
the actual probability of attack in presence or absence of an alarm signal. The last
factor is the losses incurred by an organization in different outcomes of a single at-
tack. These values define which response strategy the organization needs to apply.
The optimization conditions for the response strategy are found by means of linear
programming. The optimal value of threshold is derived computationally.

If both valid and illegal transactions are generated at the same rate, the expected
rate of intrusions among all transactions can be expressed the as follows:

1= _
ay +¢

where o is the proportion of successfully exploited vulnerabilities to all discovered
vulnerabilities, i is the rate at which vulnerabilities are discovered and ¢ is the rate
at which normal users establish connections to the database. The value of ¢ can be
easily retrieved by analyzing the database log. In order to find y, it is necessary to
find out what sort of vulnerabilities can be used by an intruder to establish a connec-
tion to the database. For example, if the operating system on which the database ap-
plication is deployed has a vulnerability that allows getting unauthorized access to
this system, the intruder finally will be able to steal the password of a legitimate data-
base user and establish a connection to the database. Then, using the information
supplied by the vendor or other organizations such as Computer Emergency Response
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Team, we can estimate the rate at which such vulnerabilities are discovered. The most
difficult is to evaluate the value of o which depends on a large number of various
factors.

The probability that certain vulnerability will be successfully used for an attack is
greatly influenced by the personality of the individual who first discovered this vul-
nerability. If the vulnerability was discovered by the vendor, it will very likely not be
announced before the hot fix is released. If the vulnerability is discovered by a poten-
tial intruder, everything depends on the intruder’s behavior: a hacker can either con-
duct an attack or publish the discovered vulnerability. We can assume that, in the first
case, there is always a possibility that instead of attacking a single target, the hacker
can randomly choose a target or perform a mass attack against all known users of the
vulnerable software or hardware. If the vulnerability is published, the probability that
this vulnerability will be used against a single organization considerably increases.
All these factors significantly complicates the calculation of a. Hence, to simplify the
problem, we assume that « is the fraction of vulnerabilities successfully utilized by
hackers before the patch has been applied by a vendor. Thus, relying on the statistics
of successful attacks we can estimate the value of ¢, which, in turn, allows us to find
the intrusion rate.

3.3 Evaluation of the Data Dependency Based Database I ntrusion Detection

As explained earlier, the data dependency based intrusion detection system uses the
dependencies among the data items in the database. Before a data item is updated in
the database, some other data items are read or written, and after the update, other
dataitems can be written too. Malicious transactions are detected by comparing read,
pre-write and post-write sets against data items actually read or written by user trans-
actions. Also the access probability for these sets can be used to identify malicious
transactions. Without loss of generality we can formulate data dependency based
intrusion detection method as the following two rules:

1. Satic Detection Rule: Each update operation of a transaction must conform to
the data dependencies represented by the read, pre-write, and post-write sets;

2. Dynamic Detection Rule: Each update operation of a transaction must conform
to the normal user access patterns of different sets in the read, pre-write, and
post-write sets.

Normally the update operations of atransaction are sequentially tested for compliance
with both the rules. The transaction is considered illegal if any of its update operations
does not conform to at least one of the rules. However, for the purposes of analysis
we assume that initially al of the update operations of a transaction are tested for
compliance with the first rule. We call this procedure static detection. Then, the up-
date operations are tested for compliance with the second rule, which we call dynamic
detection. The transaction is considered illegal if any of its update operations fails to
pass either the static or the dynamic detection procedure. It is obvious that our ap-
proach produces the identical results with the original detection method.

Each transaction that goes through the static analyzer causes the creation of the
data dependency which the transaction conforms to. In other words, transactions that
were used to generate the data dependencies are always identified as legal by the
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static detection. Since, by definition, the static analyzer takes into consideration all
transactions that can be generated by the database application, we can assume that the
false positive rate of the static detection equals to zero. Actualy, this assumption
seems to hold in most real-life situations, as the transactions which were omitted
during the static analysis are likely to be revealed later, in course of generating the log
file for dynamic analysis. The experiments conducted by [12] provide the empirical
evidence of this assumption, since, according to their results, the false positive rate
aways equals to zero, when the detection is based only on the results of static seman-
tic analysis.

Notice that the transactions identified as malicious by the static detection will be
classified as illegal regardless of the result of the dynamic detection. Therefore, if we
denote Pgpp as the true positive rate of the static detection, then the aggregate detec-
tion rate of both static and dynamic detection can be calculated as follows:

P =Psp + (- Psp) Pore

where Pprp is the rate at which the dynamic detection correctly identifies intrusions
misclassified by the static detection.

The static detection cannot be made more or less strict, so that Pgp is a constant
value unless the database application is modified. Psrp can be expressed as the propor-
tion of the transactions identified asillegal by the static detection to all illegal transac-
tions. To aobtain this proportion, we need to construct a set of sample intrusions and
test the static detection procedure against this set. If the selected samples are represen-
tative, we will get an indicative Pgp value.

Unlike the static detection, the dynamic detection can be made more or less strict
by regulating the threshold value. This means that there exists a Receiver Operating
Characteristic (ROC) curve which plots Pprp against false positive rate Prp.  Although
the ROC curve can also be derived empirically, we will need to conduct a large
amount of tests. Therefore, it is better to use an analytical method for finding eco-
nomically optimal configuration of dynamic detection.

Normally, the dynamic analyzer computes the total use probability for each data
item set and marks it as infrequently used if the value is less than the thresholdz In
order to comply with data dependencies, a transaction needs to access all data items of
at least one data item set of each read, pre-write and post-write sets that represent
these data dependencies. The dynamic detection generates an alarm signal when the
transaction includes at least one data item set which is marked as infrequently used.
Let us make some alterations of this method. Suppose, the data dependencies created
by the static analyzer atogether contain N data item sets, Dy, D,,...,Dy. Instead of
marking data item sets as infrequently used, the dynamic analyzer associates each

dataitem set with itstotal use probability M D, 1<i<N. Now, suppose that transac-

tion T accesses al members of K different data item sets, K < N. During the analysis
of T, the dynamic detection finds the minimum x of the values associated with each of
K dataitem sets,

u=min{M, My ,...Mg }.
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Then, this value is compared against the threshold z. If 4 is greater than or equal to
7, then transaction T does not include any infrequently used data item, i.e., al K data
items have the total use probability that are greater than the threshold and the transac-
tion is normal. If ¢ islessthan 7, then the transaction includes at least one infre-
quently used data item, so that an alarm signal is generated. Even though the altera-
tions we made do not change the outcome of the dynamic detection, they rearrange
this procedure to the form to which we can apply an analytica method. The only
exception is that the result is inverted with regard to the threshold value, so that we
need to change the limits of integration. As a result, using the base formulas from
[17], we express Pprp and Pgp as follows:

ToHE e
oF 1 oF _LZ
Py = _[,U (x)dx:E _Im e 2dx,
Ll =M
P, = Tu (x)dx:i Gj e‘x?dx;
. Ner .

where zisthe detection threshold, £ isthe mean value of y for legal transactions, 4 is
the mean value of ¢ for intrusions, o; is the variance of u for legal transactions, or is
the variance of x for intrusions, and U(x) is the probability density function for both
normal and malicious database transactions. Same variance for norma and malicious
database transaction is assumed. So essentially, Pprp Or Pep represents the integration of
the normal density function. Figure 1 illustrates a sample computation of Pprp and Pep.

0.5
= Legal Transactions -
Intrusions f“F:O'J
0.4
‘PF'P
0.3+
2 Pore
=
0.2
0.1
Ay g
0 T T !
0 0.1 0.2 0.3 0.4 0.5 1
X

Fig. 1. Computation of Ppyp and Pep
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Before performing analytical analysis we need to estimate the values of x4, and
o, 4 and or. The former two values can easily be derived from the log file. In
order to obtain the latter two values we need to find illegal transactions that
are classified as legal by the static detection and build a set of sample intrusions.
The samples must be representative; otherwise, the computed value will not indi-
cate the real false positive rate.

3.4 Optimal Response Strategy

An organization may or may not have to respond to the alarm signal generated by the
intrusion detection system. The response usually consists of manual investigation of
the event which caused the alarm. If the event is indeed malicious in nature, the man-
ua investigation allows recovering a part of the damage caused by the intrusion.
However, the investigations are costly, since they engage resources, both people and
equipment, and often interfere with the ongoing work. Therefore, an organization
must decide to investigate an alarm signal, only if there is a great likelihood that the
alarm was caused by an intrusion.

In order to make a reasoned decision, an organization needs to find the probability
of intrusion given occurrence of alarm, which is expressed, in case of data depend-
ency based intrusion detection, by the following formula:

0. = Pl | A)= P(AL1)P(1) Y
A P(A|DP()+P(A|=1)PH=I)  Rpd+Po(1-4)

where A isthe intrusion rate. In fact, an organization may decide to launch an investi-
gation even if there is no alarm signal, assuming that the intrusion detection system
produced a false negative outcome. In this case, the organization will need to evaluate
reliability of its intrusion detection system by computing the posterior probability of
intrusion given the absence of an alarm signal, as follows:

P(-A|1P() _ (1-Pp)4
P(=A[1)P(1)+ P(=A[=1)P(—l) ~ (1-Pp)A+(1-Ps)(d-4)

py =PI [=A) =

If an investigation finds that a suspicious transaction in fact isillegal, the organiza-
tion starts recovery procedure to restore the data damaged by this transaction.

Since investigations are costly, an organization may skip the investigation proce-
dure and immediately start the database damage assessment and recovery procedures
to cancel out the effects of the transaction which caused an alarm signal. That is, the
organization fully relies on the decision made by the intrusion detection system.
However, in case of detection error, the organization will incur losses by rolling back
alegal transaction. In contrast, a manual investigation always clarifies the true type of
a transaction, so that the recovery that follows a manual investigation involves only
illegal transactions.

Let ¢ denote the cost of manual investigation, c, represent the cost of a rollback
operation, ¢4 represent the damage caused by a successful intrusion, and ¢, denote the
loss caused by a rollback operation over a legal transaction. Then, the expected cost
of atransaction when an alarm is generated is determined by the following equation:
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FaliasTa) =Cipa+PACIA+C T+ PAaCq L-i—ry)+@Q- pA)CerA =

= (G +PAC = PaC4)ia+(C +C. = PaCq = PaCe)Ta+ PaCo;
where i, is the fraction of manually investigated alarm signals, and r, is the rate at
which the transactions identified asillegal are automatically rolled back by employing
a database recovery procedure. This function, however, does not reflect the entire

expected cost, as it does not take into consideration the losses incurred in the absence
of the alarm, which are computed as follows:

FN(iN’rN) :qiN +pNCriN +CIy+ pNCd(l_iN _rN)+(1_ pN)CerN =
= (C| +PNC — pNCd)iN +(Cr +Co— PnGy — pNCe)rN + PGy

where iy is the rate at which transactions classified as legal are investigated, and
ry is the rate at which transactions classified as legal are automatically rolled back.
Figure 2 illustrates the possible responses in both alarm and no alarm cases.

Transaction
Alarm No Alarm

— —
1 1 1 1

4 ) ( )

Investigate Rollback Do nothing Investigate Rollback Do nothing

ia A 1-ia—Ta in 'n 1-in-Iy

& J (. J

Fig. 2. Possible Responses

From the expected costs of a transaction in both alarm and no alarm cases, we can
determine the total cost as the arithmetic mean of these values:

Fr =P(A)xF,+ P(=A)xF =
= (Ppd + P (L= A))X Fp+ (- Pp) A+ (1- Py ) (1~ ) x Fy .

The variables iy, ra, in, 'y define the optimal response strategy and must be chosen
to provide minimal values of F5 and Fy. The optimization conditions with regard to
these functions are identical, since both of them are expressed by the same formula;
the only exception is the different probability parameters. We examine the optimiza-
tion conditions by the example of Fa.
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The task of finding the minimal cost can be represented as the problem of linear
programming [16] with an objective function Fa(ia , ra) that is a subject to the follow-
ing inequality constraints:

0<r,<1,0<i,<1,and 0<i,+r,<1.

These inequalities follow from the fact that i, and r represent the proportions of
responses to the received alarm signals. As shown in Figure 3, they produce the re-
gion of possible solutions limited by both coordinate axes and the line expressed by

function i,(r,) =1-r,.

L5

Fig. 3. Solution Region for Fu

It is known that at least one of the vertices of feasible region represents the optimal
solution [16]. In our case, there exist three possible solutions that correspond to the
vertices of the triangle-shaped region:

1. iA:O, I’AZO; 2. iA:]., I’A:O; 3. iA:O, I’A=l.

Each of these solutions becomes optimal under certain conditions. These condi-
tions are defined by the coefficients of the variables i, and r. For simplicity, we rep-
resent these coefficients as follows:

A=C + PAC — PaCy» b=Cr +Co = PaCy — PACe-
In this case, we can represent F, as
FA(iA1rA) = ajA+brA+ PACq -

It is obviousthat i,=0 and r,=0 is the optimal solutionif a > 0,b>0.
We can prove it by contradiction. First, let us find the minimal value of the ex-
pected cost:
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FA(0,0) =ax0+bx0+ p,C, = PAC, -

Now, let us assume that there exist such i and rp that Fa(ia ,ra) is 1ess than pacq,
i.e.

ai,+br,+ paCy < PaCqy-
In this case, the following condition is necessary to hold:
ai,+br, <0.

Since the inequality constraints prevent i, and r, from accepting negative values,
this condition contradicts to the initial condition that both a and b are greater than or
equal to zero.

ia=1 and r,=0 isthe optimal solutionif a< 0, a<b.
In this case the minimal value for Fa(ia ,ra) is

FA(LO)=ax1+bx0+ p,cy =a+ p,C,.

Let us assume there exist such ia and ra, , >0, i, <1—r, that Fa(ia ra) ac-

ceptsalesser value, i.e.,
ai, +br, + p,Cy <a+ PaCy-
Knowing that
ai,<a(l-r,),
we can represent the previous inequality in the form of
a—ar,+br,+ p,C; <a+ p,Cy-
Simplifying it, we will get @ > b, which contradictsto a< b.
ia=0 and r,=1 isthe optimal solutionif b< 0, b<a.

We can prove this condition in the same way as the previous one.
Now we can calculate what ratio of the real values each optimal solution corre-

sponds to. From a 2> 0, follows that

G 1 PAC — pACd 20’

— 2> P,

From b> 0, follows that
Cr +Ce_ pACd - pACe 20’
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i.e,
C, +C, >
Cy +Cg

Pa-

From a<Db, followsthat
Ci + pACr - pACd < Cr +Ce - pACd - pACe'

C, +C.—¢C
C +C,
Thus, the optimization conditions for F, can be formulated as shown in Table 3.

>p,.

Table3.
Optimization conditions in | Ta
0 0
G > p,and GGy A
c,—C, Cc, +C,
C C +C,—C 110
< pyad ———>p,
Cqy —C, C, +C,
C +C, C, +C,—C 0] 1
< Ppand —————< Py
Cy TG C +C,

The same conditions for Fy are achieved by replacing P, with Py.
To sum up, the organization’s actions to optimize the transactions should consist of
the following steps:

1. Select arepresentative set of known illegal transactions and test the static de-
tection against the set to estimate Pgrp as the proportion of the transaction
identified asintrusionsto al transactions in the set;

2. Find u for each of theillegal transactions identified as legal by the static de-
tection, compute mean ¢ and variance of;

3. Select the representative set of known legal transactions and find u for each

of these transactions, compute mean £ and variance oy

Determine ¢,  and ¢ and calculate the rate of intrusions 4;

Determine the organization’ s cost metrics expressed by ¢;, ¢;, Ce, Cq ;

Find the optimal configuration, i.e. the values of Fr, 7, ia, ra, in, I'n;

Set the threshold to 7;

Follow the response strategy defined by ia, ra, in, I'n -

©NOo oA

Since many of the initial variables change their values in course of time, the organi-
zation must periodically repeat these operations to update the optimal configuration.
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4 Experimental Results

As mentioned in Section 3.2, there are three factors affecting the cost of the intrusion
detection. Changing of any of these factors leads to the alteration of the final out-
come. However, as Table 3 indicates, the absolute values of the cost metrics
expressed by ¢;, ¢, ¢ and ¢q are less important than the proportions of these four vari-
ables. The proportions of the first two parameters are unlikely to change with time;
moreover, the values of ¢ and ¢, are expected to be of the same magnitude, as both
the investigation of an alarm signal and the recovery from an erroneous rollback re-
quire human interaction. In contrast, the value of ¢y may significantly vary, as the
damage caused by an attack depends on the nature of the data stored in the database.
Given that the rollback is one of the key features of database management systems, ¢,
is expected to be much smaller than ¢; and c.. From these considerations, the follow-
ing variants of the cost metrics were selected for testing:

1. ¢ =1, c.=¢ =100, cq=10000;
2. ¢ =1,¢c.=c¢ =100, cg =50000;
3. ¢ =5,¢.=¢ =100, cg=50000;

In the first variant, we assume that the damage caused by a successful intrusionis 100
times greater than the cost of investigation and the cost of recovery from a falsely
conducted rollback, which, in turn, are 100 times greater than the cost of a rollback
operation. In the second variant we increase the potential damage, while other pa-
rameters remain the same. In the third variant we additionally increase the cost of a
rollback operation.

The quality of intrusion detection is expressed by Pgrp, 41, 1,01 and or. These pa-
rameters should not significantly change with time, unless the intrusion detection
system has been deployed without a proper training. We tested the program against
different sets of the parameters, and selected those whose test results are more illus-
trative: Psrp = 0.4, £4.=0.6, 1 =0.4, 6,=0.2, 6:=0.2. In order to show how the prob-
ability of intrusion influences the optimal configuration, we chose the value of A to
vary from 10° to 10™. Figure 4 illustrates the total expected cost for all three variants
of cost metrics. The x-axis of the graph is alogarithmic scale representing the values
of A. It must be noted that the data provided in this figure is a small subset of that
obtained through the experiment; due to page limitation, we could not produce the
entire result here.

AsFigure4 indicates, in spite of the fact that in the second variant, the value of po-
tential damage ¢y is five times greater than that in the first one, the maximum value of
the cost function does not increase significantly. However, a larger value of ¢4 in-
creases the growth rate of the cost function. In contrast, the cost of recovery from an
erroneous rollback ¢, affects the maximum value of the cost function. Furthermore,
as Figure 4 depicts, the costs start to decline at some point. Although it seems atypi-
cal, the explanation for this phenomenon is that the growth of intrusion rate decreases
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Fig. 4. Total Cost for Different Variants of Cost Metrics

the uncertainty of intrusion detection process. In other words, high intrusion rate per-
mits more accurate decisions, thus, effectively responding to the attacks.

5 Conclusions

In this paper, we have presented a model that can be used to determine the eco-
nomically optimal configuration of the data dependency based intrusion detection
system. Three main parameters are taken into consideration in our model: the intru-
sion rate, the quality of the intrusion detection, and the cost metrics of an organiza-
tion. We presented a step by step methodology that helps in finding the optimal
configuration, expressed by the response strategy and the threshold value. Our ex-
perimental results suggest that the value of potential damage does not proportion-
ately affect the total cost function. However, the recovery cost associated with an
erroneous rollback significantly affects the maximum value of the cost function.
Furthermore, the experiment illustrated that the dynamic detection is useful only at
high intrusion rates. Therefore, while the expected rate of intrusion remains rea-
sonably low, an organization may simply rely on the static detection and still main-
tain alow total expected cost of the intrusion detection. As part of our future work,
we plan to conduct further experiments to identify optimal response strategy under
various circumstances.
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Abstract. Today most mobile devices embed Java runtime environ-
ment for Java programs. Java applications running on mobile devices
are mainly MIDP (Mobile Information Device Profile) applications. They
can be downloaded from the Internet and installed directly on the device.
Although the virtual machine performs type-safety checking or verifies
bytecode with signed certificates from third-party, the program still has
the possibility of containing risky code. Inappropriate use of sensitive
method calls may cause loss of personal assets on mobile devices. More-
over, source code is not accessible for most installed applications, making
it difficult to analyze the behavior at source-code level. To better protect
the device from malicious code, we propose an approach of bytecode in-
strumentation with aspects at bytecode level. The instrumentation pin-
points the location of statements within methods, rather than at the
interface of method calls. The aspects are woven around the statement
for tracking. The weaving is performed at bytecode level without requir-
ing source code of the program.

Keywords: Bytecode instrumentation, aspects, code security.

1 Introduction

Mobile technology is very popular nowadays. More and more applications are
running on mobile devices such as cellphones and PDAs, etc. Mobile code can
easily migrate from one site to another, and even to a personal cellphone. Java
applications are popularly running on mobile devices that embed Java Runtime
Environments. User’s information may be at risk as they are not usually aware
of the programs they are running on their devices, for example, the unauthorized
SMS (Short Message Service) sending programs [I] can be executed without any
authorization of a user. Such sensitive information may also include personal
data, geo-locations, and passwords [I8].

The MIDP (Mobile Information Device Profile) is the core profile for the de-
velopment of applications on Java mobile devices. The MIDlet is the application
developed with MIDP. Many cellphone manufacturers already have MIDP en-
abled devices available. The security vulnerabilities shown in [I] indicate that
the incompatibilities between different versions of MIDP caused security issues

E. Gudes, J. Vaidya (Eds.): Data and Applications Security 2009, LNCS 5645, pp. 126 2009.
© IFIP International Federation for Information Processing 2009
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by unprotected use of sensitive method calls. It is necessary to track such sensi-
tive method calls to avoid abuse of APIs before the MIDP specification becomes
perfect. Much research have been using static analysis techniques to assess the
quality and the security of downloaded Java mobile applications [TOJITYI7]. They
present approaches of validating downloaded MIDlets by verifying source code,
method properties and signatures with certifications using Point-to analysis [10]
or dependency analysis [I11[17]. Although these static analysis techniques are
helpful, they cannot fully address the problems occurred during runtime. By
static analysis, it is hard to tell which method call is at risk. For example,
Display.setCurrent() is a common method used to update the screen on mo-
bile devices. However, it was also used by hacker group to run malicious code
on devices. The current screen is obscured with other items asking a user for
permitting SMS. Then the user approves the permission for the request shown
on the obscured screen rather than the real screen. Although this vulnerability is
prevented in Sun RI (Reference Implementation) of MIDP by performing appro-
priate locking and unlocking access to the display, as there could be other sen-
sitive method calls, we believe that it is necessary to control such method calls.
Moreover, by static analysis, the method call RecordStoreFile.deleteFile()
is allowed for use. However, this deletion operation can cause data loss during
runtime with the inappropriate use of the developers as reported in [I]. Both
examples show that such method calls should be controlled even though they
are declared valid in the static analysis phase.

Aspect-oriented technology has been widely used to separate cross-cutting
concerns (like logging mechanisms) from functionality modules. Currently, most
implementations of aspect languages have been using the recompilation of the
original source code and the instrumentation code to perform the instrumenta-
tion. However, in real world, most programs are delivered without source code.
Therefore, we consider the instrumentation at bytecode level. Bytecode is an
intermediate machine language that instructs virtual machines how to execute
operational instructions. When the bytecode is loaded into JVM, the JVM ver-
ifier only validates the correctness of the bytecode’s structure, data type, and
symbolic references. BCEL (ByteCode Engineering Library) is used to manipu-
late and modify bytecode [20] at bytecode level, but it does not support aspect
features for instrumentation and requires good expert knowledge to instrument
bytecode at appropriate location. AspectJ is a popular AOP (Aspect-Oriented
Programming) language [6] that implements aspects in Java. It provides the flex-
ible aspect constructs and expressive pointcut patterns. It requires the source
code of the program for re-compiling. Binder et al. [T4[I5,16] propose a series
of approaches of bytecode re-engineering by instrumenting Java’s standard class
libraries. However, it is not realistic to modify the implementation of system
libraries. We cannot rely on the platform’s upgrade since it is difficult to recall
and patch up all platforms. For mobile platforms, the bytecode instrumentation
was not performed using aspects for security concerns at bytecode level.

In our approach, we modify the program with aspects at bytecode level with-
out accessing source code and without knowing the context of sensitive method
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calls in advance. We manipulate the delivered bytecode without recompiling
the original programs, and we instrument the bytecode instructions during class
loading. We use a bytecode library, Javassist [3], to manipulate bytecode instruc-
tions from class files. We also define the corresponding aspects in modules using
expression editor provided by Javassist. While loading classes into the vir-
tual machine, security concerns are instrumented into the place where insecure
method calls might happen. Our approach does not require access to source code
and does not change the original class. Moreover, rather than weaving aspects
at the interface level, we weave directly around the statement of the method call
for tracking. It does not change the implementation of the method call but it
changes the behavior of invoking the method call. Our approach determines the
context of a sensitive method call dynamically, while the others have to know
the names of methods that are using the sensitive method call in advance.

The rest of the paper is organized as follows. Section 2 presents the Java ME
(Java platform, Micro Edition) technology, security risks on Java ME platform,
bytecode instrumentation, and aspect-oriented technology. Section 3 demon-
strates our approach of bytecode instrumentation with aspects to address sensi-
tive method call concerns. Section 4 presents the implementation of our approach
and experiments. Section 5 compares our work with the existing related work.
Section 6 concludes the paper.

2 Background

2.1 Security Risks on Java ME Platform

Java programming language was initially invented for using in embedded sys-
tems. It is becoming more and more popular for mobile embedded systems and
mobile devices. Java ME (Java Platform, Micro Edition) is a platform for the
development of Java applications on mobile devices. Today, most mobile phones
have a Java runtime environment embedded in the device. The overview of the
layers of Java ME architecture for resource-constrained devices is shown in Fig.[Il

CLDC HI (Connected Limited Device Configuration Hotspot Implementa-
tion) is Sun’s new high-performance Java virtual machine for embedded devices
compared to KVM (K Virtual Machine), which in the past was widely deployed
on Java ME [5]. CLDC (Connection Limited Device Configuration) defines the
configuration for “constrained” devices with low memory, limited network con-
nectivity, and user-interface capabilities. MIDP (Mobile Information Device Pro-
file), on top of the configuration, provides rich APIs for the development of
mobile applications, such as file handling, networking, and persistent storage.
The MIDlet is the application designed with MIDP profile. The VM (Virtual
Machine) on mobile devices provides a security model that is different from con-
ventional Java. It does not control access through SecurityManager to enforce
security policies as standard Java does. Java class files are properly pre-verified
in a pre-verification process of the MIDP application’s life cycle. Developers or
testers are not allowed to design customized class loader during run-time, and
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MIDP (Mobile Information Device Profile) Profile
CLDC (Connection Limited Device Configuration) Libraries Configuration
CLDC HotSpot Vitual Machine Kilobyte Virtual Machine Virtual Machine
Host Operating System

Fig. 1. Java ME Platform

it is also not allowed to download any new libraries containing native interfaces
that are not supported in MIDP or CLDC.

From application-level considerations, the study of security vulnerabilities [T]
reveals that the platform suffers from many problems caused by poorly written
code, containing unauthorized method calls. As mobile devices hold very im-
portant information, it can be exploited easily as the devices roam. Applications
running on Java ME platform are implemented with the core profile of MIDP. In
MIDP 1.0 specification, the application is restricted into a sandbox model. The
sharing between MIDlet suites is strictly prohibited. In MIDP 2.0, the access to
sensitive resources such as method calls and sharing between MIDlet suites are
allowed under granted permissions by the MIDlet. This can cause security prob-
lems by inappropriate usage of APIs. The program can access shared resources
and facilities that contain sensitive method calls.

In MIDP 2.0, some low-level APIs should be protected from application de-
velopers. The application should not call such APIs via higher-level interfaces.
For example, the class RecordStoreFile provides the direct interface of per-
forming actions on data records in the storage system. In the transitional period
of specification implementation, such APIs exist for the purpose of compatibility
with old versions. However, with malicious designs, the data from other suites
can be easily exploited by the methods provided in RecordStoreFile class [I].
Therefore, it is developers’ responsibility to take care of all data protections or
rely on the enhancement of MIDP security specifications.

Although manufacturers are implementing features complying with MIDP
specifications, some conform to the 1.0 version, while some are already designing
with the 2.0 version specification. Therefore, there still exists risks on devices
because of the varieties of specifications. Meanwhile, MIDP specification has
been enhanced with many security features [4]. Currently, the MIDP 2.0 is still
the main profile for the implementations of applications on Java mobile devices.
Considering these issues, we monitor related sensitive method calls in MIDP 2.0
applications.



130 X. Yang and M. Zulkernine

2.2 Bytecode Instrumentation

Bytecode instrumentation is a technology used to manipulate and modify byte-
code instructions with additional concerns integrated without impacting the orig-
inal system behavior. It inserts user-defined classes or methods in the format of
bytecode. Bytecode is a set of instructions that can be interpreted and executed
by virtual machines. Once a Java file is compiled into the class file, the byte-
code instructions in the class file can be transferred across the network to other
platforms for executions. Java programs are compiled into a generic intermediate
format called Java bytecode. A method in bytecode is a sequence of instructions.
Each instruction consists of a one-byte operational code specifying the opera-
tion to be executed followed by one or more arguments. An instruction can be
expressed in the following format [9]:

1 <index><opcode>[<operandl>[<operand2>...]|][<comment>]

The <index> is the index of the opcode (operational code) of the instruction in
the array that contains the bytes of Java virtual machine code for the method.
It can be thought of a bytecode offset from the beginning of the method [9].
The following example is a simple constructor from a MIDlet application with a
simple method function of String.value0f ().

1 public MainMidlet() {
2 String number = String.valueOf("H");

s}

The corresponding bytecode is shown as below. It consists of index and instruc-
tion code in each line. The opcode aload_0 [this] gets the reference of the class
from the stack. The line 5 and line 7 are two instructions of method calls. The
invokespecial invokes the method of an instance of class, this. The invokestatic
invokes the static method of a class. Opcode 1dc pushes the value of the String
‘H’> onto the stack. The astore_1 stores the value returned from the method call
into the variable number.

// Method descriptor #10 ()V

// Stack: 1, Locals: 2

public MainMidlet();

0 aload_0 [this]

1 invokespecial javax.microedition.midlet. MIDlet() [12]

4 ldc <String "H”> [14]

6 invokestatic java.lang.String.valueOf(java.lang.Object) : java.lang.String [16]
9

1

F S

astore_1 [number]
0 return

© o N o wu
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Bytecode instructions are checked by a bytecode verifier in JVM before load-
ing to virtual machines. However, the bytecode verifier mainly checks the type
safety in VM (Virtual Machine). It cannot predict the runtime behaviors of the
instructions. Therefore, it is necessary to check additional properties of bytecode
instructions and prevent them from imposing any harms on systems. Bytecode
instrumentation uses the structural reflection to return the relevant information
from the bytecode instructions. It is a good way to know what the instructions
do at run-time.

Javassist is a tool that makes the manipulation of Java bytecode simple [3].
Javassist is a class library that deals with reading and writing Java bytecode. It
takes great usage of Java reflection features to modify bytecode retrieved from
class files. In Javassist, each Java class is represented by an abstract CtClass
object. The ClassPool is the repository of all loaded classes. The typical process
of the instrumentation by Javassist is as follows.

ClassPool pool = ClassPool.getDefault(); CtClass cc =
pool.get (targetClass);
//targetClass: String name of the class

/* Modification Process */
cc. writeFile () ;

o o oA W N =

ClassPool represents the repository of all loaded classes. The CtClass represents
the instance of the loaded class. All modifications on the class, such as inserting
fields, changing method bodies, modifying constructors, are performed against
the CtClass object. The method writeFile() commits the changes into the
loaded CtClass object.

As the reflection features are not allowed on the Java ME Platform, the instru-
mentation is performed in Java standard virtual machine with MIDP libraries
and verified before delivering to Java ME Platform.

2.3 Aspects

Aspect technology is used to separate crosscutting concerns from functionality
modules. The most common cross-cutting concerns in a system is the logging
mechanism. An aspect is a code snippet that scatters across multiple modules of
the whole system. It aims to address crosscutting concerns by providing advices
for systematic identification (pointcut), separation (join point), representation
(aspect), and composition (weaving). A join point is a location where cross-
cutting concerns are attached to the original functionality. A pointcut is an
expression language that specifies the patterns of locations where the code for
cross-cutting concerns are required.

Crosscutting concerns are encapsulated into separate modules, known as as-
pects, so that security concerns can be developed separately from the existing pro-
grams [7]. Combining aspects and existing programs requires the recompilation



132 X. Yang and M. Zulkernine

MIDlet A MIDlet B
m
M, |—"= T M,

Method TConstraints

Call

Secure Method Call
Aspect

Fig. 2. Secure Method Call

process to form the final system. Using bytecode instrumentation, additional con-
cerns and the original core program can be combined together without impacting
the logical functionality of the original system.

3 Secure Method Call

We use aspect-oriented programming to track sensitive method calls during class
loading. The join points are evaluated for the intercepted sensitive method calls.
Currently, many existing approaches instrument security concerns by intercept-
ing methods that use sensitive method calls in applications. However, a sensitive
method call can be used everywhere by the application. The name or method sig-
nature can be assigned differently. Method context and class context should be
known in advance to locate the secure method call. In our approach, the method
context and class context are determined dynamically during runtime by the
instrumented aspects. We insert tracking code directly around the method call
without knowing which class or method will be using it in advance.

When a sensitive method call is requested, the appropriate checking is per-
formed around the call. On both “caller” and “callee” sides, it should be verified
whether the “caller” and the “callee” are in the granted permission of the request
according to the policy by “callee” side. Secondly, the depth of method calls is
evaluated to locate the origin of the method calls. In this way, we compare the
chain of a method call with the specification to verify if the method call is in a
safe state.

Let us consider a MIDlet suite containing two MIDlet applications, M4 and
Mpg. Assume that M 4 retrieves the reference to one field of Mg, for example, the
reference to the record management systemin Mp. Then M4 can call method
ms, which is the sensitive method call as Fig. 2] shows.

The MIDlet M 4 is performing actions defined by method mg on MIDlet Mp.
The M 4 is the initiator of the method call. The sensitive method call invocation
is intercepted by Javassist tool. The method call m is passed as a parameter to
the secure method call aspect module. In the aspect module, the context of the
method call is determined. The security state is evaluated by the constraints.

The security state of the method call is determined by the constraints returned
from security state checking aspect. If the method call mg passes the security
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checks, the invocation is continued on the target Mp. Otherwise, the security
warnings are prompted to user indicating failures of the security check. We en-
capsulate the “security state check” module into aspects. The aspects are instru-
mented around the sensitive method call. Bytecode instructions are instrumented
into the context of the method call, rather than at the interface. We locate the
context of the method call instead of changing method bodies, and we instrument
concerns around the statement of the method call at the caller side.

The aspects are woven around the call and invoked when it is intercepted.
At runtime, when the method call is invoked, the corresponding aspects are
executed to check the security state of the call. The constraints returned from the
aspect module decides whether to continue the method call. The security policies
(permission check, domain check) are included in the aspects. The policies are
returned as the constraints imposed on the execution of the method calls.

3.1 Bytecode Instrumentation Using Aspects

We design the corresponding aspects for concerns of sensitive method calls. The
framework of the instrumentation process is shown in Fig.[3l The ClassPool is
a repository representing all objects of the loaded classes. The ClassLoader is
used to load classes from the pool into virtual machines. It takes the parame-
ter of an instance of ClassPool to retrieve and manage properties of classes.
The Translator is added to ClassLoader instructing how the classes from
ClassPool should be loaded and when the instrumentation should be performed.
It is implemented in the onLoad() method. The onLoad() method is invoked
when the class is being read from ClassPool. The ExprEditor is the module
containing aspect implementations. It implements how to modify the bytecode
instructions when the Translator is going to instrument the class. In our frame-
work, the target Translator performs instrumentation upon is the context (class
and method) of the method call, rather than the body of the method call. As the
custom classloader is not supported on Java ME platform, we use Java Standard
Virtual Machine assisted with MIDP libraries to load the classes, manipulate the
bytecodes, and instrument aspect codes. The modified bytecode are delivered to
the mobile platform for final execution.

We use Javassist to encapsulate cross-cutting concerns. We design a subclass
of ExprEditor class representing an Aspect. However, the description of an
aspect library written with Javassist is not declarative but procedural whereas
an aspect library in AspectJ is declaratively written with Java-like syntax [6].

A pointcut is defined by condition checks. In Javassist, it is specified by a
function implemented in a class inherited from ExprEditor class: edit (Expr

e). The edit() method takes different parameter types as inputs including
FieldAccess, MethodCall, and ObjectConstruction. For example, if we in-
strument on one field of an object, then the method edit(FieldAcess f) is
defined to implement the condition checks on the field variables and specifies
when the aspect is invoked. To design the pointcut with the combination of
multiple types of fields, multiple edit() methods are defined in the class with
different parameter types.
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Fig. 3. Instrumentation Process

The join point is a process of determining where to instrument bytecode.
Javassist uses Java reflection features to manage Java bytecode instructions.
Unlike expressive patterns in AspectJ, the joinpoint determination has to be
performed using procedural programming with reflection interfaces. After we
intercept the method call, we determine the method and the class from which
the method call is invoked. We further locate the position of the call statement
within the method context and class context. Javassist instruments the statement
when it is reached during loading.

The advice is the action performed at join points. We use Javassist to retrieve
bytecode information and modify bytecode during loading them to the class loader.
The advice is wrapped as a string of Java statements to replace the original state-
ment. The original statement is the statement of executing the method call. The
aspects are defined as separate method functions in ExprEditor class for modu-
larity. All aspect codes are appended into a StringBuffer object, including the
execution of the original method call.

3.2 Secure Method Call Aspect

We use the example shown in Fig. Bl to demonstrate the process of instrumen-
tation in aspects at bytecode level. The method call is initiated from class M 4.
If it invokes the deleteRecord() method call to access the object entity spec-
ified by rs, which is a RecordStore object in class Mp, the identity of the
calling class M 4 needs to be verified upon the call. In this case, the method call
deleteRecord() needs to be intercepted. Class M4 is the class context contain-
ing the use of the method call. If the method call is used within a method in M 4,
for example, call() method defined in class M4, then call() is the method
context of deleteRecord(). The context of the method call deleteRecord() is
determined dynamically by aspects without knowing the name of context (class
and method) in advance. This is different from other traditional approaches [7],
in which the intrumentation actually happens in the body of the method call
of deleteRecord(). Determing the context of a method call is to locate the
position of statements of invoking the method call, that may be in the middle
of the method context. The statement of the method call is then replaced with
the instrumented code.
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Pointcut. Sensitive method calls are intercepted statically by the Javassist tool
during reading classes from ClassPool. The Pointcut specifies the interceptor
patterns, indicating where sensitive method calls are happening. In our approach,
we define the corresponding edit (MethodCall m) method to capture predefined
sensitive method calls. When the method call RecordStore.deleteRecordis en-
countered, an aspect is instrumented into the context of the call. The pointcut
is implemented by the method edit () in the class inherited from ExprEditor.
The method function edit() contains the determination of point cut. It invokes
the corresponding instrumentation containing join points and advice defined
in ExprEditor. It takes different parameter types including FieldAccess and
MethodCall to process different types of objects. If it targets on the type of
method call, it then takes the MethodCall as the parameter to intercept method
calls filtered by condition checks.

public void edit(MethodCall m) throws CannotCompileException{
if (matchMethod(m)){
try{ rmsInstrument(m);
}catch(Exception e){ e.printStackTrace();}

}
}

public boolean matchMethod(MethodCall m){
return (m.getClassName().equals(m_CName) && m.getMethodName().equals(
m_MName));

© W N o o A W N =

The interception of the method call of RecordStore.deleteRecord is shown as
below. The field member variable mName specifies the name of the method call.
The method matchMethod() is a function to verify the signature of the method
call. The variable m_CName refers to the class name defining the method call.
In our example, it is RecordStore. The variable m_MName refers to the method
name, which is deleteRecord(). The method rmsInstrument() is the aspect
containing join points and advice to weave. It is defined in ExprEditor.

JoinPoint. The JoinPoint specifies the place where aspects are woven into.
The process is to determine the context containing the statement of the inter-
cepted method call. When the context is located, we instrument tracking aspects
into it around the statement of the call. The method call is passed as a parame-
ter to assess its context. If the intercepted method call is invoked from another
method, then this calling method is the method context of the call, and the class
that the calling method belongs to is the class context of the call. All the context
information such as calling method, calling class, and calling MIDlet determine
whether the caller is authorized for the call.

We first retrieve the method and the class containing this method call. Below is
the function to retrieve the information of class context and the method context.
The CtClass represents a class object, and the CtBehavior represents a block
object that containts the use of Expr object.



136 X. Yang and M. Zulkernine

public String getContextMethod (Expr expr){
CtBehavior source = expr.where();
return source.getName();

}

public String getContextClass(Expr expr){
CtClass cc = expr.getEnclosingClass();
return cc.getName();

© W N oA W N e

After we get the class context and method context, we further locate the position
of the statement of the method call. The advice is invoked as a method defined
for the determined context, which is CtMethod shown in the example below:

final String className = getContextClass(m);

final String methodName = getContextMethod(m);
ClassPool cp = ClassPool.getDefault();

CtClass cc = cp.get(className);

CtMethod cm = cc.getDeclaredMethod (methodName);
cm.instrument(editor);

[ R S N N

The editor is the “aspect” module instrumenting bytecode into the context of
the method call cm. When reaching the method context cm, the editor further
locates the position of the statement of method calls. The aspects defined in
editor are instrumented when the statement is reached.

Advice. The Advice is the action performed as a response to the events of the
sensitive method call. It is defined in instrumented code. In our example, it is
encapsulated in the sub class of ExprEditor. After the class context and method
context are determined, the next step is to construct the bytecode to weave into
appropriate locations.

We design aspects around the statement of sensitive method calls appearing
in their class and method context. We replace the method call statement by
new bytecode containing logging concerns and the original statement. The new
statements are encapsulated into StringBuffer object, including the executions
of original statements represented by $proceed().

StringBuffer codes = new StringBuffer();
codes.append("Log ("before invoking the method call") ;");
codes.append("$_ = $proceed();}");
codes.append("Log ("after invoking the method call");");
m.replace(codes.toString() ) ;

[ I N N
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Aspect Rule. To better refine the control flow of sensitive method calls, we
adopt an aspect rule to control how the method call is granted access. The access
rule is defined to confine the use of sensitive method calls that are risky to exe-
cute. The aspect rule is used to filter the class or the method to be instrumented.

1 <aop>

2 <pointcut name=*‘‘rms’’ expr=*‘‘execution(public * *.RecordStore—>
deleteRecord(int))” />

3

4 <bind pointcut=*rms” >

5 <interceptor class=‘“RmsEditor” />

6 < /bind>

7 </aop>

Each aspect is specified by an aop element. The aop element contains an element
of pointcut and an element of bind. The pointcut specifies the pattern of the
pointcut. It contains an attribute of expr that defines the expression of inter-
cepted method call. In this example, it indicates an expression to intercept the
method call of RecordStore->deleteRecord(int). The method call can be ini-
tiated from any classes. The advice is defined in bind element. The bind element
binds the pointcut and interceptor. The interceptor specifies the instrumenta-
tion class of ExprEditor. In this example, RmsEditor is a subclass of ExprEditor
containing aspects implemented by its method edit (). When the method call
specified by pointcut is captured, the advice specified by interceptor element,
RmsEditor is invoked to instrument the method call.

4 Implementation

The instrumentation framework is written in Java. The UML diagram of the
implementation is shown in Fig. @l We use one MIDlet application (RmsApp) of
RMS (Record Management Store) as a target application. The target application
contains the usage of the sensitive method call of deleteRecord(). We instru-
ment the designed aspects into the application around the sensitive method call
for tracking purpose. The modified bytecode instructions run on an emulator
device. Whenever a sensitive method call is invoked, the event is logged with the
source of initiator. This approach provides a way to track and locate the source
of malicious code on the device.

The RmsTranslator is constructed to control how class files are interpreted.
The translator class is attached with the RmsEditor which contains the instru-
mentations in aspects. The RmsSecureController is the entrance point of the
instrumentation process.

Class RmsSecureController contains three members. ClassLoader is a user-
defined class loader which is used to load classes. ClassPool represents the
repository of all objects read from class files. ClassLoader reads the classes from
ClassPool, as we have shown the process in Fig. [Bl RmsTranslator provides
instructions to ClassLoader about how to interpret and load classes at runtime.



138 X. Yang and M. Zulkernine
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Fig. 4. UML of Instrumentation Class

Class RmsTranslator defines the onLoad() method. The method implements
the function of loading the required method calls. It has two parameters, ClassPool
object, and the string indicating patterns to match the required method call. The
constructor of RmsTranslator has two member attributes: the class name variable
indicating the target name to intercept and the ExprEditor specifying expressions
of patterns for identifying join points.

Class RmsEditor encapsulates aspects into method implementations. The
edit() method is designed to intercept method calls specified by its param-
eters. When the desired method call is intercepted, the aspects are invoked by
rmsInstrument around the positions of statements. The positions of statements
are calculated by getContextMethod() and getContextClass() to retrieve the
context information including the class and method contexts.

We verify whether the instrumentation is successful in two phases. In the first
phase, we check the bytecode instructions statically. In instrumentation process,
modified bytecode are written into temporary files. Using javap program and the
Eclipse IDE to disassemble the class files, the bytecode of Log() methods are in-
strumented successfully around the deleteRecord() method call. In the second
phase, we conduct the run time checking. The modified bytecode is delivered to the
emulator toolkit at run time. When a user invokes the deleteRecord operation,
the logs are recorded specifying where the operation is initiated from and where it
is reached. The bytecode is instrumented for tracking the source of the call.

Our instrumentation is conducted in Java Standard Environment and tested
using Sun’s Java Wireless Toolkit 2.5.2 for CLDC on Debian GNU/Linux op-
erating system. During the instrumentation, we set the bootclasspath to Java
ME library version to make it deliverable to mobile devices. As the instrumenta-
tion is performed in Java Standard Environment assisted with MIDP libraries,
we use the preverify command tool provided by Java Wireless Toolkit to stat-
ically verify the validity of modified classes. Since the instrumented aspect code
are only limited to APIs allowed only on Java ME platform, the classes pass
through a pre-verification process.
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5 Related Work

Static analysis technique is commonly used to assess the quality and the secu-
rity of downloaded programs. The MATOS (Midlet Analysis TOol Suite) [10]
automatically validates MIDlets with Point-to analysis. It analyzes properties
of JAD (Java Application Descriptor) conformity, signature certificates, allowed
usage of classes and methods, and acceptable ranges of argument values. Bian
et al. [11] also perform bytecode analysis and combine the technique of depen-
dency analysis with the information flow analysis to predict secure information
flow from bytecode’s composition. Avvenuti et al. [I7] propose a security mecha-
nism with the static analysis to indicate the state of secure information flow. All
of these static analysis techniques are helpful in static checking phase, but they
cannot address all the issues that may be found at runtime. In [19], a formal
specification of dynamic semantics of Java bytecode is presented in the format
of operational semantics for the Java Virtual Machine, giving each instruction
a rule describing its effect based on the machine state. These approaches pro-
vide a static view of assessment of bytecode security. Our approach protects
the use of sensitive method calls and tracks their behavior during runtime. It is
more practical because most mobile applications are deployed in the format of
bytecode.

Bytecode instrumentation has been used in the area of debugging and profiling.
Binder et al. [T4L[T5][T6] propose a series of approaches of bytecode re-engineering
by instrumenting Java’s standard class libraries. The bytecode instrumentation
has also been used to adapt the legacy software to distributed execution on multi-
ple JVM [13] migrated from the version running on single JVM. However, it is not
realistic to modify the implementation of system libraries, although source code is
available for some systems. We cannot rely on platform’s upgrade since it is difficult
to recall and patch up all platforms currently in use. Our approach neither modifies
the platform of applications, nor changes the original programs. We instrument the
bytecode instructions while loading applications into virtual machine. The byte-
code is modified during loading. After the execution is completed, the program
remains as it was when downloaded.

Many tools assist in flexible bytecode instrumentation. BCEL [20] (ByteCode
Engineering Library) provides libraries to manipulate low-level bytecode. It di-
rectly operates on the instructional operands. It requires proficient skills on
bytecode. Win et al. [7] illustrate the effectiveness of instrumenting separate
application security concerns using AspectJ. However, they either require the
source code for instrumentation, or instrument bytecode instructions in a pro-
cedural way. Our approach uses Javassist to modularize concerns in aspects.
Javassist operates on Java bytecode with flexible expressions. It combines the
benefits from both BCEL [20] and AspectJ [7]. Hence, we can integrate more
concerns flexibly. It does not require too much knowledge of low-level bytecode
instructions or the access to source code.

The applet filter was proposed [12] by substituting the references of potential
classes and methods. The authors provide a solution to change the references of
restricted classes and methods stored in the CONSTANT_POOL, where the references
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of all loaded method calls are stored. However, if there are more unsafe classes
or methods, more subclass and method references should be designed. They also
change the standard class libraries provided by JVM environment. It is not realistic
to modify the platform. In our approach, we do not modify the platform and only
focus on the application-level. We do not modify the implementation of a program,
but weave the additional security concerns without changing the functionality of
the original program.

6 Conclusion

Without the source code of applications, it is difficult to manipulate bytecode
in a flexible way. We present an approach of bytecode instrumentation using
aspects. The process does not require access to source code. We design corre-
sponding aspects to track secure method calls by weaving it into executable
applications without having too much knowledge about bytecode. The bytecode
instrumentation is performed during class loading. Therefore, we do not need to
change the original classes. The bytecode instructions are inserted before and
after the intercepted method call successfully to track the call event. Determin-
ing the contexts of the sensitive method calls dynamically is another benefit of
our approach, while existing approaches require the names of methods that use
the sensitive method calls in advance.

In future, we will try to make aspects more flexible to instrument. Javassist
is a procedure-based facility for bytecode instrumentation. The modularized as-
pects are still not quite flexible and obscure to understand. Therefore, the AOP
features provided by Javassist is kind of limited. However, the principle of AOP
for bytecode instrumentation is the same. Currently, we address only the secu-
rity issues related to sensitive method calls. We plan to use more security rules
to integrate more flexible security concerns.
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Abstract. We present a new access control mechanism for P2P net-
works with distributed enforcement, called P2P Access Control System
(PACS). PACS enforces powerful access control models like RBAC with
administrative delegation inside a P2P network in a pure P2P manner,
which is not possible in any of the currently used P2P access control
mechanisms. PACS uses client-side enforcement to support the replica-
tion of confidential data. To avoid a single point of failure at the time of
privilege enforcement, we use threshold cryptography to distribute the
enforcement among the participants. Our analysis of the expected num-
ber of messages and the computational effort needed in PACS shows that
its increased flexibility comes with an acceptable additional overhead.

1 Introduction

Peer-to-Peer (P2P) networks are used in many application areas. Especially in
the data distribution (file sharing, IPTV) and data integration area including
Peer Data Management Systems (PDMS) [1], their use introduced new challenges
for access control. Because traditional access control mechanisms are based on
a central authority, which is missing in a P2P environment, new approaches are
needed.

In previous work [2/3] we proposed an access control system for PDMSs with-
out data replication. Here, we extend the application range of our P2P Access
Control System (PACS) by supporting replication. Replication is a core feature
in P2P applications. It enables fault tolerance in the face of disappearing peers
and ensures load balancing within the network.

Replication in a P2P environment has several implications for the access con-
trol mechanism. First, as there is only limited trust between the participants,
replicas cannot be distributed in plain text. The data is encrypted and stored
on the replica servers without giving the replica server the possibility to decrypt
it. This method is widely used in database-as-a-service approaches e.g. [4J5].
Second, the enforcement of privileges has to be distributed, as otherwise the
data owner remains the single point of failure and a potential bottleneck. Again,
because of limited trust between the participants, the enforcement cannot be
transferred to a single peer.
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The contribution of this paper is to develop a distributed privilege enforcement
mechanism for P2P networks, by extending PACS to support data replication.
This implies the distribution of privilege management and privilege enforcement.
The distribution of privilege management is already a key feature of PACS.
Therefore, the main contribution here is to distribute privilege enforcement. To
provide this, we use client-side enforcement, where each data object is encrypted
with its own private key. The distribution and generation of these keys is done
collaboratively by a group of peers (elected by the data owner) using threshold
cryptography [6]. In this way, powerful access control models like Role Based
Access Control (RBAC) [7] and administrative distribution are supported.

The paper is organized as follows. In Sectionlcurrent access control approaches
for P2P networks are presented. Section[3introduces the access control component
of PACS, together with the requirements for the data storage and the threat model.
Section [l describes the details of privilege enforcement in PACS. Thereafter, cost
and performance estimations of the proposed enforcement mechanism are shown.
The paper concludes with a discussion and future work.

2 Related Work

Research projects that address access control in P2P networks can be classified
according to their distributed privilege enforcement method, as presented in the
following.

The first option is to burden the data owner with privilege enforcement. This
matches the classical server-side enforcement as the data owner is always the
data provider. Enforcement is distributed in the network since the individual
data owners, rather than a central authority, enforce the privileges on their
data. When the data is replicated the enforcement of the privileges on that data
must be done by the replication server. In a P2P network this is rarely practical,
as trust between the participants is limited. Projects that use this enforcement
technique are P-Hera [§], Berket et al. [9] and our own approach PACS [23].

The second option is to enforce the privileges on the client. In this case,
the data owner encrypts the data before it is stored on the replica servers.
Only clients that possess the corresponding key can decrypt the data delivered
by replica servers. The decryption keys are distributed by the data owner ac-
cording to the privileges held by the clients (e.g. [B]). P2P approaches based
on client-side enforcement were developed for P2P file systems. Sirius provides
read and write access control [10]. Pacisso [11I12] additionally supports owner
changes and the possibility to define object groups. Both approaches operate
at file granularity and do not support advanced access control models such as
RBAC and administrative distribution. The access control mechanism proposed
by Miklau and Suciu [4], designed for simple P2P file sharing, is based on en-
cryption and key distribution. The privileges are defined using a logical model
so that the granularity is not restricted to files. Again, no administrative dis-
tribution or definition of groups and roles is supported. In client-side enforcement
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efficient key management is a problem, as a revoke triggers data re-encryption.
Additionally, privileges are bound to decryption keys, which limits the access
control models that can be supported. The advantage of this option is that
replication of confidential data is supported even in unreliable environments.

Sandhu et al. [I3] use trusted computing technology for access control in P2P
networks to avoid the shortcomings of cryptographic enforcement. Their solution
is also the problem, as a trusted reference monitor on the client is mandatory.

The third option is to transfer enforcement to a group of peers, called delegates
in the following. The data owner elects delegates which enforce the privileges for
a data object on its behalf. The delegates execute a t of n (where ¢t < n) voting
scheme to decide collaboratively whether a particular request should be permit-
ted or not. The client can only access the data if ¢ of n delegates approve the
request. This mechanism strengthens the robustness of the enforcement mech-
anism and reduces the trust required in single delegates. Threshold decryption
techniques [6] do not disclose the decryption key to the delegates or the clients.
The delegates do the data decryption collaboratively and can enforce arbitrary
privileges. The disadvantage is that the data has to be decrypted and delivered
to the client by at least t delegates, which causes high communication costs.
Pacisso [12] uses threshold signatures to enforce write permissions and Saxena
et al. [T4] show the use of this technique especially for mobile ad hoc networks. In
addition, several research systems use threshold cryptography for access control
enforcement in distributed databases (e.g. [15]), but none of them is applicable
to P2P networks.

None of the presented approaches fulfills our requirement to support dis-
tributed enforcement for a powerful access control model and administrative
delegation.

3 The Access Control Component

We first introduce PACS and then describe the distributed enforcement mech-
anism which is the main contribution of this paper. Our description abstracts
from concrete access control models and data storages. In the following a user
corresponds to a peer.

3.1 P2P Access Control System

PACS [23] enables peers in a P2P network to establish global, decentralized
access control. The access control mechanism is built bottom up, as single peers
grant each other privileges on their private data. Through administrative del-
egation, privileges for non local data can also be granted. The privileges are
stored in a distributed reliable directory, based on Castro et al. [16]. This guar-
antees that data stored in the privilege store is always available. PACS supports
RBAC with administrative delegation and does not rely on any central author-
ity or component. To make this possible, each participant needs a certificate
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signed by a certification authority. The established public key infrastructure
(PKI) enables secure authentication and ensures secure communication between
the participants.

3.2 PACS Distributed Enforcement

To enable distributed enforcement in PACS, we propose a combination of del-
egate enforcement and client-side enforcement, as introduced in Section 2l The
delegates do not decrypt the data object, but the data object decryption key.
In that way we maintain the flexibility to enforce a variety of privileges and en-
able administrative distribution. The drawback is that clients get the decryption
key and, therefore, the key generation and data re-encryption problem remains.
In our solution, key distribution and key generation is done by the delegates
collaboratively while data re-encryption is handled by the client that revokes a
concrete privilege. We lose some of the flexibility of the delegate option, as we
cannot use contextual information for authorization. Especially, it is impossible
to support the evaluation of attributes during XACML [I7] policy evaluation.
These attributes can change anytime and the privilege enforcement component
cannot keep track of these changes, as they are outside the scope of the access
control component. Recall that every attribute change may result in privilege
revocation, which must trigger new key generation and data re-encryption. In
addition, if an application area relies on attribute evaluation, one can think of
a wrapper that maps this attribute value to a permission inside PACS. In this
way, PACS keeps track of the attribute changes and so key generation and data
re-encryption can be triggered.

3.3 Data Storage

To make our approach more general, we separate privilege management and
storage from data storage. Even though it is possible that both are the same, it is
very likely that storing privileges requires higher security and is therefore more
expensive. We make only basic assumptions about data storage. The storage
has to provide a simple interface with two operations put and get. put(ID, Data
Object) stores the data object under the given ID and get(ID) retrieves the data
with the specified ID.

Internally, data storage can be based on a distributed hash table (DHT) [I§]
or any other storage structure. What is important is that each data object stored
in the data storage is identified by a unique ID. As we operate in a P2P network,
the network-wide data object ID consists of the unique peer ID of the data owner
concatenated with the unique local name of the data object. The ID of the data
object DO of peer P1 is defined as IDpo,, = IDp1 + IDpo. To ensure basic
security in the data store, data objects to be protected by PACS are inserted
with a self-verifying identifier, ID%Y. An IDSV for a data object is generated
by creating a hash value over the concatenation of the object content and the
object header headpo,, as ID}Y, = h(headpo,, + DO), where h is a secure
hash function, such as SHA-1. The peers in the data store ensure that only data
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objects with a correct 1DV are stored. Clients that receive a requested data
object can immediately verify whether the data object was changed without
authorization.

Data objects protected by PACS have the following structure:

[head{IDpopr,,IDpcio, Vokeypo,, }> DO

Beside data content (which is normally encrypted), they carry a header that con-
tains the IDpo,, , the ID of the Delegation Group Info Object (DGIO, explained
in Section [£3) and the version number of the object encryption key. This infor-
mation is needed to check valid object deletions. As the self-verifying identifiers
change with every data object modification, a special delete option is needed for
outdated data objects. A deletion of DO is invoked by a put(ID3Y,, , DGIO)
call. Note that the verification of this request fails, as IDPY, = # h(DGIO). But
if the object is a new DGIO with the same I Dpgro, including a new version
number that is larger than the one stored in the current object, the request is
accepted as a valid deletion. Before that, the correctness of the delivered DGIO
object has to be checked by requesting the DGIO object from the privilege store.

3.4 Malicious Peers

As PACS is based on a P2P network that potentially contains malicious peers,
we distinguish between good and malicious peers: a good peer always follows the
specified procedures, otherwise it is a malicious peer. A malicious peer can act
arbitrarily wrongly and can collaborate with other malicious peers. Data owners
are assumed to work correctly as far as their own data objects are concerned.
Authorized peers that revoke a privilege are assumed to execute the procedure
properly. Only then the revocation is effective, which is in their own interest.

As PACS is based on secure routing [16], it can handle up to 30% malicious
peers in the network. We assume that the fraction of malicious peers within
a delegation group equals the fraction of malicious peers in the network. It is
the responsibility of the data owner to choose the delegates and the size of the
delegate group n accordingly. In addition, PACS requires that the threshold
t> g as a security buffer.

The goal of an attacking malicious peer is to gain unauthorized access to
stored objects and/or to prevent other authorized peers from accessing stored
objects. Attackers are assumed to have only limited computational resources
and hence cannot break the underlying cryptographic schemes. This means that
an attacker cannot generate valid signatures and encrypt/decrypt data objects
without having the right keys. An attacker can eavesdrop the network traffic as
long as it is not encrypted, but cannot block communication between any two
peers. We ensure that the communication between two peers is secure, by signing
and encrypting messages. Challenge-response rounds are used to prevent replay
attacks. Furthermore, we do not control the information flow after the data is
delivered to the client. The data responsibility of PACS ends there.
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4 Distributed Privilege Enforcement in PACS

Distributed privilege enforcement is based on a combination of symmetric, asym-
metric and threshold cryptography [19], as presented below.

4.1 Object Encryption

Privilege granularity in PACS is on the object level. This is not a restriction,
as the object can be defined as a tuple in a database table or a music file.
Every data object o is symmetrically AES [20] encrypted by an individual object
key OKey,, (128 bit length), where p is the data owner. Each OKey,, has a
version number Vokey,,, - The data owner p provides the asynchronous private
master key M Key,, !'and the corresponding public key M Key,. The OK €Yo, is
generated by signing the concatenation of the data ID,, and Vokey,, -

. MKey;?! B
OKeyop = SZg(ID " ) = (h(IDop + VOKey,,p))MKeyp !

op +VOKeyap

PACS uses RSA [21] as its signature algorithm. Enforcement is done by a dele-
gation group. The data owner distributes the private master key M K ey;1 using
Shamir’s (t,n) secret sharing technique [22] [Y. Using this, we assign a share s;
to each delegate d;. The secret is described by a polynomial f(z) of degree of
at most ¢t — 1, where f(0) = MKeyISI. The polynomial can be reconstructed by
every combination of ¢ participants, using the Lagrange interpolation formula.
All coordinates z; are made public, whereas the generated shares are private.
Share s; = f(x;),z; € R is delivered to delegate d; encrypted with its public
key, so only d; can read it. Based on Desmedt [19], a message m is then partially
signed by delegate d; which computes

sigsy = (h(m))* (mod n')

where n’ is the RSA modulus of the public key M Key,. A full signature of m,

MKey "
Sigm “r , can be calculated out of ¢ partial signatures by first calculating the

coeflicients of the polynomial as

ki = 4 LViEel..., 1
=t
and then
t
-1
sig%Key” = H (sigsi)*i (mod n')
i=1

! For RSA, some modifications are needed. See [23] for details.
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Share Verification. Until now the generation of sig% Kew” from the partial
signatures fails if one of the ¢ partial signatures is malicious. As we cannot verify
the correctness of each partial signature on its own, it is very cumbersome to
identify the malicious one and replace it with another correct partial signature
from another delegate. To enable the verification of partial signatures, we use
the robust threshold RSA method (see Gennaro et al. [24]). During share gen-
eration the data owner generates a random public sample message w and its
corresponding partial signature sig;; for all shares s;. These partial signatu